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Monitoring & Control via Web-Interface

1 Web-Interface

1.1 Prerequisites

The Antenna Heater System can be monitored and controlled via its Web interface. The fol-

lowing section describes this interface in detail.

In order to use the Web interface, the following prerequisites must be met:
e A PC directly connected to the controller or via an IP network.
The default IP address is given in chapter 4.3 “Menu: Download / HCS Tool”
e A standard web browser (e.g. Internet Explorer version 6 or higher) installed on this PC
e Java Runtime Engine (JRE version 1.5 or higher) installed (can be downloaded from

www.java.com)

e Appropriate IP settings (please refer to chapter 4.3)

The Web interface is started by typing the correct IP address into the Web browser.
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1.2 View on the Web Interface.
The figure below shows the top view of the web interface.

File Download

T2 2~ HILTRON
ACU Ant1 Communications
B—_ | Bewen | pownman |
current Pos 175.01 ° 34.14 ° w2 -10.65 °
E_
[target Pos 175.02 * 34.15° 398 °
| Goto | Stop | | Goto | Stop | | Goto | Stop |
_@ |slow | hd | |slnw | - | |slow | b |
| seew | wow | | oo | Gu | | seew | 2ow |
actual Satellite 13.0 Hotbird
o PRSI m RIS = ‘ XY Calculate ‘ ‘ > Goto all ‘
18.2 Astra 19.2 test
_@ 25.0 MewsSat . Choose
28.2 Astra 2b =
o s o
2848 Astra 2bA
150.0 Hispasat - ¥ Delete

1.3 Functional Blocks:

The table below gives a short overview on the elements of Web interface, summarizes the
items to be set, monitored and controlled and gives a reference to the chapter the items are
decribed.

Item Item Elements Reference
No. chapter
1 Menu e Open Logger 4

e SNMP Mib-File

e HCS Tool

e Help (Documentation)

2 Equipment name e Equipment name setting 6
(Button function) e Access to parameters (Secu-
rity).

e  SNMP parameter setting

e Logging time base reference
setting

e Geographical coordinates
setting

Date: 14.02.2012 Rev.: B
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Item
No.

ltem

Elements

Reference
chapter

3

Buttons for drive control:
Azimuth
Elevation
Polarization

e Module — Control Azimuth
- Software Limits
- Limits for Goto Steps
- Calibrate Angle
- Speed Steps
- Motor Nameplate
- Motor Adjustment

e Module — Control Elevation
- Software Limits
- Limits for Goto Steps
- Calibrate Angle
- Speed Steps
- Motor Nameplate
- Motor Adjustment

e Module — Control Polariza-
tion
- Software Limits
- Limits for Goto Steps
- Calibrate Angle
- Speed Steps

5

Indications for positions:
Azimuth
Elevation
Polarization

e Indication of current position
e Indication of target position

Buttons for manual opera-
tion

e Selection of speed
(not always on Polarization)
e Selection of pos. direction
(up/down, CCW/CW) and
control for AZ, EL & POL an-
tenna positioning.

Target memory operation
(automatic positioning)

e Selection of memorized sat-
ellite positioning

e calculation of new satellite
positioning data.

e edit and safe function

e start/ stop operation

Date: 14.02.2012
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2 Manual operation

Operating the ACU is mostly self-explanatory. Nevertheless, the 'Operation' chapters de-
scribes the meaning of each alterable parameter and how to operate the equipment.

2.1 Elements & Operation

To operate the antenna control manually only few element from the Web-interface are re-
quired and described briefly below.

|current Pos 155.41° M3IT 528"

|target Pos 156.40 ° 3136 " 520° | {2]
@7 | Goto | Stop | | Goto | Stop | | Goto | Stop |
E— slow h slow h slow -
@— 1 CCW iy CWY 4L Down 4 Up 15 COW iy CVW

are displayed as read from the position sensors.

In this line the target antenna pointing angles for Azimuth, Elevation and Polarization
are displayed. Clicking on the indicated value for the target position (AZ; EL or POS)
a window is opening and a new target value can be entered.

mput x|

Please, type in new Angle for Azimuth
[155.40 |

After confirmation with OK the new target value is entered

E With “Goto” (AZ, EL or POL) the antenna position will change to the new target value
within the position accuracy and the stop threshold. The button “Stop” stops immedi-
ately the positioning process.

E The speed for the manual positioning for Azimuth, Elevation and Polarization can be
selected in the combo box from slow to fast.

In this line the actual antenna pointing angles for Azimuth, Elevation and Polarization

slow -

slow
medium
Fast

5 The buttons “CW”, “CCW” and “UP”, “Down” can be used for manual positioning.
They will change immediately the current position for Azimuth, Elevation or Polariza-
tion which is indicated in the line of actual antenna pointing angles.

Date: 14.02.2012 Rev.: B
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3 Target Memory Operation

Below the measured angles the ACU displays the target values of the antenna pointing. The
target values are the angles which have been commanded to the ACU. Now the target val-
ues can be assigned to the name of the satellite where the antenna is pointing to.

3.1 Elements & Operation

To operate the antenna via a list with memorized targets some additional elements in the
Web-interface are required and described briefly below.

| actual Satellite 28.2 Astra 2b EI : @

Position Marne Xy ‘ ‘ ‘
XY Calculat = Goto all
13.0 Huthird - ‘ ¢ Lalcuate oa

19.2 Astra 192 test
282 Astra 2h . Choose
286 Astra 2b3

288 fistra 204 - _

18.9 Aitra 2b5 \ﬂ Stop all
150.0 Hispasat ||

@7 1992 Astra = ¥ Delete

In this line the actual satellite with name and orbit position is out of the list of satel-
lites is displayed. The Azimuth, Elevation and Polarization values are displayed un-
der target position.

actual Satellite | i5 gisplayed when the current position of antenna pointing is
within the target range (+/-0.25 °) with respect to the target position.

selected Satellite |5 gisplayed when the current position of antenna pointing is
outside the target range with respect to the target position.

EI In the list there are all calculated and pointed satellites. All data (satellite names, sat.

position, calculated and saved Azimuth. Elevation and Polarization values for an-

tenna pointing are filed up in a database. Only the key figures Satellite name and
position is shown in the list.

E The buttons (Calculate, Choose, Save and Delete) are required to point a new satel-
lite, to create a new data set for pointing and edit an available data set.

. Choose

confirms the selected satellite out of the satellite list. The avail-
able Azimuth, Elevation and Polarization values will be entered in the display for
target positions.

Y Calculate

. opens the Input-window for calculation of antenna pointing
data.

Date: 14.02.2012 Rev.: B
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nput x
E‘ Please, type in the Orbit Possition of the Satellite
[1o.5 |

Put in a new satellite position and confirm with OK. On base of the location coordi-
nates (latitude and longitude are filed) the program will calculate the Azimuth. Eleva-
tion and Polarization values. This values will be entered in the target position dis-

play.
Now it is possible to optimize the performance of pointing.

|| save

After optimization the new antenna pointing together with the satellite position and
name can be saved in the database.

wput x| mput x
Please, type in the Orbit Possition of the Satellite Please, type in the Satellite Name
[25.0] | [Mewsa] |

The new entry will be visible in the list of pointed satellites.

¥ Delete

removes an entry in the list of pointed satellites. Select an entry
for an antenna pointing and click on the button delete. The pointing values, the satel-
lite position and the name will be removed from the database.

E | = Gotoal The button starts the pointing process for Azimuth, Eleva-
tion and Polarization in parallel.
The button Stop all stops immediately the pointing process.

3.2 Access to the System

To manage the controller via Web-interface there are three different user access settings:
e a‘“default” access mode
e a“no password” access mode
e a“user level” access mode

More detailed information you will find in paragraph 6.xx System Control.

The controller is configured in “default” access mode when it is delivered.

When you want to change a parameter first click on the button "Control" and you will be
asked for a user name and a password, which are the same for all parameters and which
you only have to enter once per open web interface. This protects the system against unau-
thorized parameter changes.

Date: 14.02.2012 Rev.: B
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-loix]
User : HCE
Password : sssssse

| OK |

| cancel |

Java Applet Window

4 Menu - Functions

[ File [ Download |
L Open Logger SNMP Mib
HCS Tool
Documentation
Fig. 2-1

4.1 File / Open Logger

Enter the default setting for access

User: HCS
Password: hiltron

The menu consists of 2 main items File and
Download. The main menu is split in directories
according Fig. 2-1

=oix|  When in the menu “file” the directory “open

File Edit Filter Hel « .

== == P o Logger “ is selected a table with all events

Feb 23, 2000 45436 P MotionChanged | with their classification and a time stamp is

Feb 23,2008 4:54:35 PM |infomation OnTargetChanged = . . . .

Feb 23, 2008 45425 P__|ntem MoonChanged depicted. When a line is selected in the area

Feb 23,2008 4:54:22 PM intern haotion:hanged .

Foh 23,2008 45413 FM |interm hotionG hanged below the table more details on the event

Fot 75 2003 £SH03 PH finfrniton OrTargeichanged are given.

Feb 23,2009 4:54:08 P intern haotion:hanged

Fob 23,2008 42356 PM_ |Intem Motionc hanged .

Feh 23, 2009 4:23:56 PM infomation OnTargetChange

Feh 23:2009 4:23:56 PM intern Motion%:a::geg : In the table there are the menu Items

Feh 23,2000 42356 FM__[intern MotionChanged e File

Feh 23,2008 42353 PN |Intem Motionchanged -

Feb 23, 2000 42344 FM__|intern Mofionchanged o Edit

Feh 23,2009 4:23:43 PM intern MotionChanoed . . . .

Foh 23, 2000 42343 FM intern MotionChanged ~ o Filter (If alineis selected)

Date . Fel 23,2008 423 4\f||=ur\i b Help

Class intarn

10 hintionChanged . i . . .

bicfon Stop The menu item “File” with the option “Print”

CurrentPos 10.28 . .

Name Elevation allow the printout of the Log-file. (all other
options are not active and cannot be used)
The menu item “Edit” enables with the option
“Refresh” an refresh of the contents of the
list.
The menu item “Help” informs about the
Version:
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4.2 Download / SNMP Mib

When in the menu “Download” the directory “SNMP Mib “ is selected in an internet explorer
the SNMP Mib — File is shown and can be downloaded.

4.3 Download / HCS Tool

Per default every HILTRON HMAM Control Unit is configured and delivered with following
addresses:

IP: 192.168.33.181
Network Mask:  255.255.255.0
Gateway: 192.168.33.2

With the menu item Download /

File Searching Import/Export Sniffer Help HCS Tool an extra tool is loaded
Select | Mare | Adress | Version which allows to reconfigure the IP
[ |HACU_0236238 |192.168.33.1288 |4.05
open address.
Network Configuration A table with all tin the network con-

nected equipment with information
on their IP addresses including the
Hiltron Deicing Control Unit is
shown.

Updater | Sniffer | Start Updater
get Script File

|I21Pr0duk‘[eb“«CUZIﬂJ-deslgnlﬂCUiRESiF’OLiF'DIIU‘\|

Date: 14.02.2012 Rev.: B
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Select in the table the equipment “ACU _ xxxx” (Hil-
tron Antenna Control Unit) and an additional window
is opened which allows to set the required ad-
dressed.

4.4 Download / Documentation

ame HACL_0336338
[Serial Number 0154F
[IDHCP ]
| 14 192.168.33.188

MNetwork Mask 2552552550

ateway 192.168.33.2

Config Cancel

When in the menu “Download” the directory “Documentation “ is selected the operator is
guided to a collection of available documentation on the Hiltron Antenna Control Unit.

Date: 14.02.2012
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5 Module — Control Azimuth, Elevation & Polarization

Azimuth | Elevation | Polarization |

The button respectively
opens the interface for monitoring and control of parameters for the azimuth, elevation or
polarization drive. The colour of the button informs about the status of the drive. (Green: OK,
red: Alarm).

5.1 Status Tab

| =0T e Clicking on the buttons mentioned above a window
with 3 tabs (Status, Parameter and Alarm) is open-
Angle () {6683 Ing
n The status tab show the status of the six most im-
S — portant parameters for the azimuth resp. elevation
Speeu ) O control:
Current (&) 0.0
Angle [“]: current position
Motion: idle,
for azimuth:
CW or CCW, (fast / normal / slow)
for elevation:
UP or DOWN, (fast / normal / slow)
for polarization:
CW or CCW, (fast / normal / slow)

Current [A]: present current for azimuth or eleva-

on Targe []: Yes/No tion drive

Speed [%]: 0....100%

5.2 Parameter Tab
Selecting the tab Parameter the available parameter groups are presented and listed below:

Az
D Marme
[y Modul Info
D Software Limits
[Ty Limits for Goto Ste)
D Speed Steps

Please note:

The parameter group can consist of at least one or more

[ Motor Nameglate parameters.The system is protected against unauthorized

[ Motor Adjustment parameter changes. When the operator wants to change a
parameter he will be asked for User name and a pass-

|__°‘| alibrate Angle word.

Date: 14.02.2012 Rev.: B
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5.2.1 Name
When Name is selected the name of the antenna control module is displayed.

Name of Azimuth The name can be changed by overwriting.

Name  Azimuth . || Control |
With control. the changes
are active. This “name” is shown on the con-
trol button “Azimuth”

5.2.2 Module Info

The parameter group Module Info gives information on applied software (program version)
and the unique card ID.

Modul Info of Azimuth Modul Info of Elevation
Firmware Version  1.00 Firmware Yersion  1.00
Software Version  0.01 Software Version  0.01

CardID 336204 CardID 336205

The parameters cannot be changed by the operator

5.2.3 Software Limits
The parameter group “Software Limits” comprises three parameters:

"
Software Limits of Azimuth
Actual Angle{) 166.84

upper Limit 260.00
lower Limit 100.00

Actual Angle []: present measured value (Resolver) —read only
Upper Limit []: defines the upper limit of the tolerance window — soft limit
Lower Limit []: defines the lower limit of the tolerance window — soft limit

The azimuth resp. elevation angle control are active all the time. When the measured current
is within the lower and upper soft limit no alarm is detected and indicated. Any measured
value below the lower threshold or higher than the upper threshold will provoke an alarm
message and will stop all the drives.

This software limit (Upper limit / Lower limit) prevents the ACU from running the antenna to
the limit position under normal conditions.

5.2.4 Limits for Goto Steps

The ACU controls a motor at three speeds for azimuth and elevation control. If the actual
position is far away from the target value, the ACU commands the motor to use the fast
speed. Coming closer to the target position the speed is lowered to the middle speed. Being
very close to the target the speed is lowered to the (minimum) slow speed. Reaching the
target within the given tolerances (Target range) the drive is stopped. This prevents the an-
tenna from oscillating around the target value.

Date: 14.02.2012 Rev.: B
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The figure below show the moving profile of the Axis in Goto.

Speed [%] Target Position

100 —+ |
Fast speed Low Speed Threshold —- -
80 e
l«————————————————— — Mid. Speed Threshold —
60 —+
Middle speed

40 -+

Low speed

_Azimuth

Fig.: 5-1

A g

1’ " Elevation

Stop Speed Threshold —m «— Hysteresis

The parameter group “Limits for Goto Steps” comprises following parameters:

Az
D Marme
[Ty Modul Info
D Software Limits
D|Limits for Goto Steps|
D Speed Steps
D Motor Mameplate
D Motor Adjustment
D Calibrate Angle

Drive Timeout [s]

Target Range [+/-]

Mid Speed Threshold [+/-°]

Limits for Goto Steps of Azimuth
Drive Timeout {s) 1.00
Target Range (+/-°) 0.25

Stop Threshold {*) 0.01
010
1.00

slow Speed Threshold
mid. Speed Threshold

For elevation drive the same setting can be applied.

The parameter defines timeout for a drive. In case a pointing
angle (azimuth, elevation or polarization) is not moving in
the required direction within the configured timeout time an
alarm message is generated and the drive is stopped on
safety reasons.

The parameter defines the tolerance range of pointing an-
gels (azimuth, elevation or polarization) of the antenna
which clearly identifies a pointing to a dedicated satellite out
of the list of selectable satellites.

A typical value is +/-0.25°.

The ACU controls a motor at three speeds. If the actual po-
sition is far away from the target value, the ACU commands
the motor to use the fast speed. Once the antenna comes
close to the target value, the ACU slows down to the mid
speed. This threshold is defined by the parameter “mid
Speed Threshold”.

A typical value is +/-1°.

Date: 14.02.2012
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Low Speed Threshold [+/-°] When the ACU controls the antenna with mid speed into the
target position and comes very close to the target value, the
ACU slows down again to the slowest speed. This threshold
is defined by the parameter “slow Speed Threshold”.

A typical value is +/-0.1°.

Pointing hysteresis: The ACU performs the motor control as
a closed loop: if the angle reading and the target value dif-
fer, the motor is switched on to compensate the difference. If
the difference is less than the hysteresis value, the ACU
leaves the motor switched off. This prevents the antenna
from oscillating around the target value.

A typical value is +/-0.01°.

Stop Threshold [+/- 0.01°]

(for variable speed only)

5.2.5 Speed Steps

Speed Steps of Azimuth
slow Speed (%) [20.0

middle Speed %) [40.0
fast Speed (%)  [80.0 |

For elevation drive the same setting can be
applied.

The speeds are referred to the max. speed available (and adjusted) on the on the frequency
converters for the motor drive for Azimuth.

5.2.6 Motor Nameplate (AC-Inverter only)

Clicking on the parameter group a list of parameters are presented which should be identical
to the data to be found on the motor nameplate. Therefore the parameter group has been
called “Motor Nameplate”.

These parameters are used to configure without additional effort directly the AC variable mo-
tor drive (AC drive inverter). Therefore a correct setting of these parameters is very impor-
tant.

Motor Hameplate of Azimuth Motor Nameplate of Elevation
Motor Voltage  [230.0 | Motor Voltage  [230.0 |
Base Frequency |5|:|_|:| | Base Frequency |5|j_|:| |
Motor Current  [4.00 | Motor Current  [4.00 |
Power (kW)  [0.75 | Power (kW)  [0.75 |
RPM 14000 | RPM  |1400.0 |
Power Factor  [[.70 | Power Factor  [0.70 |

Example for motor name plate for azimuth

control.

Please note:

The parameter for elevation motor can be

different
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5.2.7 Motor Adjustment (AC-Inverter only)

Additionally to the parameter from the Motor Nameplate furthermore to configure the AC
variable motor drive are required. Clicking on the parameter group a list of parameters are
presented:

Motor Adjustment of Azimuth Timeout:
Timeout  on get Paramter from Drive The status of the drive control is indi-
Max Speed(Hz)  120.0 cated. (e.g. on get Parameter from
Magnetic Current(f) 0.80 Drive)
Motor Poles |
Motor Connection |

Max Speed:
max. speed / rotating field of electric motor

Magnetic Current:
(Data sheet of used electric motor)

Motor Poles:
Setting of poles: from 2to 12

Motor Connection:
Configuration can be set either of star or to delta configuration.

5.2.8 Calibrate Angle

With the help of this parameter the measured and indicated value for azimuth, elevation
resp. polarization position can be calibrated.

The measuring and setting range is —90°to +270°.

With the setting of “Direction” the direction CW or CCW can be selected.

el resolver can be calibrated.

Direction |

\Calibrate Angle of Azimuth H Similar to resolver for azimuth the elevation

Point the antenna to a know satellite and optimize the position. Verify if the setting of the
geographical coordinates (see chapter 7.1.9) is correct. Calculate the target position. Set the
actual angle for azimuth resp. elevation to the target value. The azimuth resp. elevation re-
solver is now calibrated.
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5.3 The Alarm Tab

In the alarms tab the alarms - if any - related to the function of the module is displayed.

Example for an Azimuth drive alarm

Status | Parameter

In case of an alarm the button to open the Azi-
muth resp. elevation drive relevant window is
colored red.

S DU I

Alarm 9: Drive Voltage

5.3.1 List of possible alarms

Alarm Description
Alarm 0: CW Software Limit
Alarm 1: CW Hardware Limit
Alarm 2: CCW Software Limit
Alarm 3: CCW Hardware Limit
Alarm 4: Motor drive is not ready
=> The motor drive is not activated
Alarm 8: Emergency Stop
=> The emergency Stop switch is active.
Alarm 9: Drive Voltage
=> The supply to the motor (interface) is missing (e.g. The cable is not connected.)
Alarm 10: Resolver Signal lost
=> The resolver is not connected. The antenna can be pointed only manually.
Take care: The software limits are not active.
Alarm 11: Maintenance Mode
=> A direct manual control on motor drive (FU) will cause the alarm message.
Alarm 13: Drive falil
=> Timeout (in automatic mode)
In case a pointing angle (azimuth, elevation or polarization) is not moving in
the required direction within the configured timeout time an alarm is generated.
=> The automatic control is stopped.
=> A reset of the alarm is required.
Alarm 14: Communication to Drive fail
=> The communication to the motor drive interface (e.g.: FU) is failing
Alarm 15: Communication to ACU falil
=> No communication to the system ACU.RES
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6 Module — System, SNMP & Security

File Download

ACU Ant1

A

The active headline (e.g. ACU Ant1) opens the
interface for monitoring and control of parame-
ters for the System, SNMP and Security pa-

Azimuth |

6.1 The Parameter Tab
1o x|

[ Parameter | Alarms |

3 |Confia

D Set Device Mame

[ Device 1D

D SHMP Configurations
D Trap Configuration

[y community Mares

[ security

D Logging Data

[y set coordinate Possition

Set Device Name of HACU
Device Name  HaCL

6.1.1 Set Device Name

rameter setting.

Clicking on the “active Headline” button the
window with 2 tabs (Parameter and Alarms) is
opening.

In the parameter tab you can set and edit
SNMP and Security related parameters and
set the geographical coordinates for antenna
position calculation.

The parameters are filed in parameter groups.

Please note:

The parameter group can consist of at least
one or more parameters.The system is pro-
tected against unauthorized parameter
changes. When the operator want to change
a parameter he will be asked for User name
and a password.

When Set Device Name is selected the name of the antenna control Unit ACU is displayed.

Set Device Name of Ant1
Dewvice Name Antl

The name can be changed by overwriting. With control. | contrl ' the changes are
active. This “name” is shown in the main GUI as a substitute of ACU xxxxx of the headline

(see Fig. Above)

Furthermore it is the general name of the system windows.
This parameter “Device Name” is used for SNMP communication under the node name

sysName with OID (.1.3.6.1.2.1.1.5.0).

When traps are sent this name will be included in the trap message

Date: 14.02.2012
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6.1.2 Device ID
The parameter (group) Device ID informs about the unique equipment ID.

.Deuice ID of Ant1
DevicelD 336204

The parameters cannot be changed by the operator

6.1.3 SNMP Configurations

In the parameter group “SNMP Configuration” additional information like system description,
location and contact address are managed. This parameter are sent in the trap message in
case of a malfunction or change of setting. Therefore they are important.

Example:

SHMP Configurations of Ant1
System Description  [antennensteuerung |

Location  |Deutschland |
Contact |Hi|tr|:|nGmt:|H |

Explanation of parameters

Parameter Description

System Description | Input for system information and is present under the node name
sysDesc with the OID (.1.3.6.1.2.1.1.1.0) and is sent in every SNMP
trap

Location Input for information on location of the equipment and is present un-
der the node name sysLocation with the OID (.1.3.6.1.2.1.1.6.0).
The information is sent in every SNMP trap.

Contact Input for contact information (address). e.g. in case of malfunctions
It is located in the SNMP Node sysContact with the OID
(.1.3.6.1.2.1.1.4.0). The information is sent in every SNMP trap.

6.1.4 Trap Configuration
Clicking on the parameter group folder the top parameter setting becomes visible.

_ Trap Configur ation of Ant1 )
[} SNMP Configurations Trap Version |SNMPv1 -

o= (3 Trap Configuration Authentication Traps  |disabled v
[y community Names
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Trap Version:
The sending of traps can be disabled. With the selection of the SNMP-version the traps
management is enabled.
There are three settings:

e disable
e SNMPv1
e SNMPv2

Authentication Traps:
When Authentication Traps function is enabled an additional warning trap message is
generated when a wrong community name is set.

6.1.5 Trap Configuration / Destinations
Opening the “Trap Configuration” folder up to four groups “Trap Destination 1 to 4” are visi-

ble. Four different trap destinations (with IP-address and additional trap property settings)
with can be configured.

[y SNMP Configurations ¢ [ Trap Configuration
o 9 Trap Configuration e———-" [ Trap Destination 1

D Trap Destination 2
[} Trap Destination 3
D Trap Destination 4

[ community Names

Example for trap destination 4 Trap Configuration of Ant1
Trap Destination 192 168.33.108
o [C] Trap Configuration / SNMP Traps
D Trap Destination 1 intern Traps
D Trap Destination 2 state Traps
D Trap Destination infomation Traps
D Trap Destination 4 warning Traps
. . minor Traps
Make the choice what kind / level of msajor Traps
traps should be sent to the selected dical T vl
destination. AL LR
Trap / Type Description
Trap Destination IP Address of the trap receiver
SNMP Traps Enable / disable the sending of traps
Intern traps Internal traps are enabled or disabled
State traps Any change of state in the control parameters will be sent by a
trap
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Trap / Type Description
Information trap Any “alarm” message with the lowest level “information” will be
sent by a trap
Warning trap Alarms with the level “warning” will be sent by a trap
Minor trap Alarms with the level “minor” will be sent by a trap
Major trap Alarms with the level “major” will be sent by a trap
Critical trap Alarms with the level “critical” will be sent by a trap

6.1.6 Community Names

Community Names of Ant1 _ The parameter group “Community Names”
z"zg“m“‘““g “”‘;T_te enables the setting of community names for
a Ommun .
o different SNMP user.

Trap Community  hiltron

Explanation of parameters

Parameter Description

Write Community | Definition of the community for setting of parameters.

Read Community | Definition of the community for getting of parameters.

Trap Community | The Trap Community will only sent by the traps.

The Community names should fit exactly to the names used in the system. Please mind capi-
tal and small letters.

6.1.7 Security

The parameter group “Security” allows to set different user access rights for managing the
controller.

Security of Ant1
[ cormmunity Marnes Mode |Default ~

—

o= |j Security —— g Defautt

. P d
|j| Set Local Coordinates ol
User Level

With the parameters mode the operator can choose between tree different access options.
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Default:

x|

When “Default” is selected and set the operator has user: Hea

to enter the default setting Password:  [ssesess |
User: HCS
Password: hiltron

when he wants to change any parameter. S

No Password:
When “no password” is selected there is no registration necessary if the want to change
any setting of parameters. Everybody is allowed to change parameters without restric-
tions.

User Level:
When “User Level” is selected the administrator can assign the user rights in three cate-
gories.
e User,
e Supervisor,
e Administrator

User Level Management

Clicking on the “Security” folder further [} community Names

7 Cgecurib]

[ Master Adrmin
rj Administrator
rj Supervisor 3

|j| Community Mames

o= [ Security
|j| Set Local Coordinates

parameter groups for the definition of access
rights are opened.
e To change any user rights the opera-
tor should have administrator rights or
e if restricted changes in user rights are
required only the user should have at
least rights which are higher in level
then the level he want to change.

Types of User
User:

rj Supervisor 2
E‘| Supervisor 1

E‘| Iizer 4
E‘| Iizer 3
E‘| Iizer 2
|j| Ii=er 1

[ set Local Coordinates

The category “user” allows the user only operational activities, e.g. to configure a

switch, switch on or off.
Supervisor:

The category “Supervisor” allows the user to edit parameter limits.

Administrator:

The category “administrator” allows the operator high level work, e.g. to configure

modules.
Master Admin:

The category “administrator” allows the operator high level work, e.g. to configure mod-

ules
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Overview on different security levels

According to the hierarchical structure of the user rights the user 4 posses more rights than
user 3, e.g. the user 4 can change the passwords of user 3, 2 and 1 but not vice versa.

The next figure show the hierarchical structure.

7 [ Becurity

] Master Administrator The rights are enhanced to a
[ Master Admin | — | maximum extent e.g. to register
[ administrator [ Administrator | gg:}:’gﬁ;ggg to change system
[ supenisar 3 [ Supervisors | The rights are enhanced to
; configure names and
B Supervisar 2 | Supervisor 2 | g

voltage and current limits

[ supersor 1 | Supervisor 1|

|j| User 4
|j| User 3
[ User 2
|j| ser

How to set a User Level?

Rights are reduced to minimum
standard operations. e.g.setting
of switches etc.

'Security of System Name Select the parameter group “Security” and

Mode User Lewvel - « .
Default choose “User Level”.

no Password
User Level

Administrator of E-wustem N?n:lnet | Choose below the parameter group Security
ser i i
Ananance the group with the required access level. e.g.
Administrator.

Password |oooooooooo. |

Put in the user(name) and the password.
The access right now configured. The user
is logged in on the administrator level.

[ "Tg‘;ntml | Choose below the parameter group Security
R eneo | the group with the required access level. e.g.
Supervisor.

Put in the user(name) and the password.
The access right now configured. The user
is logged in on the supervisor level.
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User 1 of System Name Choose below the parameter group Secu-
o ”SE; IUS” " rity the group with the required access level.
assword  [oses | eg. User.
Put in the user(name) and the password.
The access right now configured. The user is
logged in on the user level.
How to log in?
L e L ':Ia""e | | Choose below the parameter group Secu-
ser  Lser rity the group with the required access level.
Password [ssss |
e.g. User.

Put in the user(name) and the password.
The user is logged in on the user level.

Contingency Solution
In case the passwords are lost/forgotten or generally there is no access to manage the con-

troller, a master password could be generated with the help of the ID of the module.
Please contact: support@hiltron.de

6.1.8 Logging Data

In order to synchronize the event logger’s database a Network Time Protocol NTP is used.
The information for the time stamp can be obtained via the connected network either from a
NTP Server (from Web) or a locally connected computer using its internal time reference.

Logging Data of HACU Put in the NTP Server IP using either an ex-
NTP Server IP  hiltran ternal network address or the IP address of a
computer or NTP Server.

6.1.9 Set Local Coordinates
The parameter group “Set Local Coordinates” comprises two parameters

¢ the geodetic latitude and
e the geodetic longitude

of the antenna

%Set Local Coordinates of Ant1
Latitude 48 57

Longitude 926

For a precise orbit to pointing calculation this values should be entered with 0.01 ° accuracy.
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