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1 Copyright

© September 22, 2014

The material contained in this document is confidential and intended for use only by parties
authorized by Newtec Cy N.V.

All Rights Reserved. No part of this document may be photocopied, reproduced, stored in a retrieval
system, or transmitted, in any form or by any means whether, electronic, mechanical, or otherwise
without the prior written permission of:

Newtec Cy N.V.

Laarstraat 5

9100 Sint-Niklaas, Belgium
tel: +32 (0)3 780 65 00

fax: +32 (0)3 780 65 49
www.newtec.eu
sales@newtec.eu
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2 EU Compliancy Statements

2.1 Radio and Telecommunications Terminal Equipment
(R&TTE) Directive 1995/5/EC

We,

Declare that the following product:
*  Product number: M6100
* Type identifier: NTC/2353

to which this declaration relates is in conformity with the essential requirements of European Union
Directive 1999/5/EC Radio and Telecommunication Terminal Equipment Directive Essential
Requirement 3.1(a), 3.1 (b), 3.2.

Done at St-Niklaas, on September 22, 2014

Serge Van Herck,
CEO

Newtec Cy N.V.
Laarstraat 5

B-9100 Sint-Niklaas
Belgium.

Tel: +32 (0)3 780 65 00
Fax: +32 (0)3 780 65 49
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2.2 EMC Information

Relevant EMC information (to FCC rules)

This equipment has been tested and was found to comply with the limits for a class A digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment generates, uses and radiates radio frequency energy. If not installed and used in
accordance with the instruction manual, it may cause harmful interference to radio communications.

Note that, if coaxial cables are connected to the ASI-type interfaces, these cables
A must be double shielded in order to keep the installation compliant with FCC rules.

Do not operate this equipment in a residential area, as it is likely to cause harmful interference.
When this is the case, you will be required to correct the interference at your own expense.

2.3 Restriction of Hazardous Substances Directive (RoHS)
(Directive 2011/65/EU)

The undersigned hereby confirms the following statement:
We hereby declare that this equipment is compliant to the RoHS Directive 2011/65/EU.
Done at St-Niklaas, on September 22, 2014

Serge Van Herck,
CEO

Newtec Cy N.V.

Laarstraat 5

B-9100 Sint-Niklaas
Belgium.

Tel: +32 (0)3 780 65 00
Fax: +32 (0)3 780 65 49
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2.4 Registration, Evaluation and Authorization of Chemicals
(REACH)

European Regulation N°1907/2006 "REACH" (Registration, Evaluation, and Authorization of
Chemicals), came into force on June 1st, 2007. It aims at regulating the use of the chemical
substances within the European Union.

We are committed to meeting our legal obligations under REACH, as a manufacturer of articles and
as a downstream user of chemicals products.

In order to comply with the REACH regulation, Newtec Cy N.V. has put into place processes and
procedures to ensure implementation and compliance with the regulation, especially the assessment
of the presence of Substances of Very High Concern (SVHC's) and communication along the supply
chain to both suppliers and customers.

All products manufactured by Newtec Cy N.V. fall under the category of Articles within the REACH
Regulation and none of them present the notion of intentional release of SVHC's, therefore no
obligation of registration applies.

Done at St-Niklaas, on September 22, 2014

Serge Van Herck,
CEO

Newtec Cy N.V.
Laarstraat 5

B-9100 Sint-Niklaas
Belgium.

Tel: +32 (0)3 780 65 00
Fax: +32 (0)3 780 65 49
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2.5 WEEE — Waste Electrical and Electronic Equipment
Directive

The undersigned hereby confirms the following statement:
We hereby declare that this equipment is compliant to the WEEE Directive 2012/19/EU.
Done at St-Niklaas, on September 22, 2014

Serge Van Herck,
CEO

Newtec Cy N.V.
Laarstraat 5
B-9100 Sint-Niklaas

Belgium.
Tel: +32 (0)3 780 65 00
Fax: +32 (0)3 780 65 49
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3 Safety Regulations

Please read this chapter before you install and use this equipment.

To ensure your safety, the equipment has been designed to comply with the following safety
standards:

Safety of Information Technology Equipment.
— « |IEC 60950-1:2006/A11:2009/A1:2010/A12:2011
« EN 60950-1:2006/A11:2009/A1:2010/A12:2011
+ UL 60950-1, Second Edition
+ CSA C22.2 N°. 60950-1-07.Second Edition

Before you start to install and operate the device, please make sure you observe the following
points:

» The equipment described in this manual is designed to be used by properly trained personnel
only. Only qualified personnel who are aware of hazards involved may adjust, maintain and repair
the exposed equipment.

No operator serviceable parts inside. Refer servicing to qualified personnel.
A To prevent electrical shock, do not remove covers.

» To use the equipment correctly and safely, it is essential that both operating and servicing
personnel follow generally accepted safety procedures in addition to the safety precautions
specified in this manual. Warning and caution statements and/or symbols are marked on the
equipment when necessary. Whenever it is likely that safety protection is impaired, immediately
switch off the equipment and secure it against unintended operation. Inform the appropriate
servicing authority about the problem. For example, safety is likely to be impaired if the
equipment fails to perform the intended measurements or shows visible damage.

» The only way to shut down the device is to disconnect the power cable from the power
connector. Therefore make sure that the power cable is accessible and not obstructed when the
device is operational. For more information please refer to section: Power Connector. on page 24

Newtec Proprietary V1.0
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Additional safety requirements for Finland, Norway and Sweden
Telecommunication connections and cable distribution system.

Special conditions apply to the use of this equipment in Finland, Sweden and Norway
due to different earthing arrangements in these countries. Therefore it is essential that
the installation is done by authorized personnel and according to the national
requirements only.

This equipment is specified for use in a restricted access location only, where
equipotential bonding has been applied and which has provision for a permanently
connected protective earthing conductor.

A protective earthing conductor must be installed by a Service Person.

Additional safety requirements for Norway and Sweden

Equipment connected to the protective earthing of the building installation through the
mains connection or through other equipment with a connection to protective earthing
- and to a cable distribution system using coaxial cable, may in some circumstances
create a fire hazard. Connection to a cable distribution system has therefore to be
provided through a device providing electrical isolation below a certain frequency
range (galvanic isolator, see EN 60728-11)."

NOTE: In Norway, due to regulation for installations of cable distribution systems, and
in Sweden, a galvanic isolator shall provide electrical insulation below 5 MHz. The
insulation shall withstand a dielectric strength of 1,5 kV r.m.s., 50 Hz or 60 Hz, for 1
min.

Translation to Norwegian:

Utstyr som er koplet til beskyttelsesjord via nettplugg og/eller via annet jordtilkoplet
utstyr - og er tilkoplet et kabel-TV nett, kan forarsake brannfare. For & unnga dette
skal det ved tilkopling av utstyret til kabel-TV nettet installeres en galvanisk isolator
mellom utstyret og kabel-TV nettet.

Translation to Swedish:

"Utrustning som ar kopplad till skyddsjord via jordat vagguttag och/eller via annan
utrustning och samtidigt ar kopplad till kabel-TV nat kan i vissa fall medféra risk for
brand. Foér att undvika detta skall vid anslutning av utrustningen till kabel-TV nat
galvanisk isolator finnas mellan utrustningen och kabel-TV natet."

Newtec Proprietary
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3.1 Environmental

Operating the equipment in an environment other than that stated in the specifications also
invalidates the safety compliance.

Do not use the equipmentin an environment in which the unit is exposed to:
* Unpressurized altitudes higher than 2000 meters;

+ Extreme temperatures outside the stated operating range operating temperature range 0 to +
50°C;

» Excessive dust;

* Moist or humid atmosphere above 85% RH;
* Excessive vibration;

* Flammable gases;

» Corrosive or explosive atmospheres;

» Direct sunlight.

Use a slightly damp cloth to clean the casing of the equipment. Do not use any
cleaning liquids containing alcohol, methylated spirit or ammonia, etc.

3.2 Rack Mounting Instructions

» Elevated Operating ambient - If installed in a closed or multi-unit rack assembly, the operating
ambient temperature of the rack environment may be greater than room ambient. Therefore,
consideration should be given to installing the equipmentin an environment compatible with the
maximum ambient temperature (Tma) specified by the manufacturer. 50°C.

* Reduced Air Flow - installation of the equipmentin a rack should be such that the amount of air
flow required for safe operation of the equipment is not compromized.

» Mechanical Loading - Mounting of the equipment in the rack should be such that a hazardous
condition is not achieved due to uneven mechanical loading.

» Circuit Overloading - Consideration should be given to the connection of the equipment to the
supply circuit and the effect that overloading of the circuits might have on overcurrent protection
and supply wiring. Appropriate consideration of equipment nameplate ratings should be used
when addressing this concern.

» Reliable earthing - Reliable earthing of rack-mounted equipment should be maintained. Particular
attention should be given to supply connections other than direct connections to the branch
circuit (e.g. use of power strips).

Newtec Proprietary V1.0
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3.3 Earth Ground

On the rear panel of the equipment an earth ground is available.

Itis provided to:

» Ensure that all equipment chassis fixed within a rack are at the same technical earth potential.
This is done by connecting a wire between the technical earth terminal and a suitable point on the
rack.

« Eliminate the migration of stray charges when connecting between equipment.

In accordance to TNV-1 grounding requirements, the grounding thread of the device
A must be connected according to the local regulations.

The following figure shows the position and how to connect the earth ground.

T O O O O
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4 Options

Category

Configuration Options

M6100

Select 1 option

Hardware Platform

Chassis Type 01 (Modulator)

CH-01

Select 1 option

Operating Software

M6100/MDM6100 Major Software R2.5*

MS-25

Select 1 option

Mains Power Supply
Unit

PSU Single AC 110/240V

PS-00

PSU Dual Redundant AC 110/240V**

PS-01

Select 1 option

Video Package

Video TS, Carrier-ID(NIT), TS Analyzer*

VP-01

Select 1 option

Video Interface

GbE TSolP, SMPTE-2022 DEC (req. VP-01)* VI-01
ASI (6 connectors) (req. VP-01) AS-02
GbE TSolP + ASI(6) (req. VP-01) VI-02

select 1 option

Modulator Output
Interface

L-band with switchable 10MHz output* OU-00
IF (50-180 MHz)* OU-01
IF+ L-band with switchable 10 MHz out* Ou-02
L-band + 10MHz output + 24/48V BUC** OU-05
[IF+L-band + 10MHz output + 24/48V BUC** OU-06

select 1 option

Modulation Standard
and Coding

(includes
multistream support)

DVB-S Q/8PSK* SC-01
DVB-S/S2 QPSK* SC-02
DVB-S/S2 Q/8PSK* SC-03

Newtec Proprietary
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DVB-S/S2 Q/8PSK 16QAM 16APSK* SC-04
DVB-S/S2 Q/8PSK 16QAM 16/32APSK* SC-05
DVB-S/S2/Ext Q/8PSK* SC-06
DVB-S/S2/Ext Q/8PSK 16QAM 16APSK* SC-07
DVB-S/S2/Ext Q/8PSK 16QAM 16/32APSK* SC-08
DVB-S/S2/Ext Q/8PSK 16QAM 16/32/64APSK* SC-09
DVB-S/52/82X Q/8PSK* SC-10
DVB-S/S2/S2X Q/8PSK 16QAM 16APSK* SC-11
DVB-S/S2/S2X Q/8PSK 16QAM 16/32APSK* SC-12
DVB-S/52/82X Q/8PSK 16QAM 16/32/64/128/256* SC-13

For a modem or modulator, select max 1 option

Modulation
Maximum

Symbol Rates

Modulation Symbol Rate 5Mbaud* SR-05
Modulation Symbol Rate 15Mbaud* SR-15
Modulation Symbol Rate 36Mbaud* SR-36
Modulation Symbol Rate 54Mbaud* SR-54
Modulation Symbol Rate 72Mbaud* SR-72

Select 1 option

Internal Reference
Clock

Standard 10MHz

IR-00

Very High Stability 10MHz

IR-02

Additional Options
Category

Max. 1 option per category

Reference Clock
Output

10 MHz Reference Output (BNC)

RO-01

Max. 1 option per category

Modulator Output
Connector

L-Band output N to SMA output adapter

OuU-10

Max. 1 option per category

Newtec Proprietary
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Clean Channel Clean Channel Technology for 5Mbaud* CC-05
Technology®
Clean Channel Technology for 15Mbaud* CC-15
Clean Channel Technology for 36Mbaud* CC-36
Clean Channel Technology for 54Mbaud* CC-54
Clean Channel Technology for 72Mbaud* CC-72
Max. 1 option per category
Pre-Distortion Automated Equalink® * AE-01

Max. 1 option per category

DVB Carrier DVB RF Carrier Identifier* ID-01
Identifier

Max. 1 option per category

MPE Insertion MPE Data insertion in TS (req. VP-01)* VM-01

Max. 1 option per category

Encryption BISS (0-1-E) Single TS (Req. VP-01)* CA-01

Services Category

Max. 1 option per category

Support Care Pack 3 Basic GA-08

Care Pack 3 Enhanced GA-09

(*) Selectable via license key
(**) Dual PSU option PS-01 cannot be combined with OU-05 nor OU-06

Newtec Proprietary V1.0
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5 Feedback

Newtec encourages your comments concerning this document. We are committed to providing
documentation that meets your needs .

Please send any comments by contacting us at documentation@newtec.eu.

Please include document and any comment, error found or suggestion for improvement you have
regarding this document.
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6 About this Manual

This document is intended to help you to
» Understand the different possibilities of the M6100;
* Understand the basic features of the M6100;

* Find your way connecting and configuring the M6100.

6.1 Cautions and Symbols

The following symbols appear in this manual:

A caution message indicates a hazardous situation that, if not avoided, may result in
minor or moderate injury. It may also refer to a procedure or practice that, if not
correctly followed, could result in equipment damage or destruction.

A hint message indicates information for the proper operation of your equipment,
including helpful hints, shortcuts or important reminders.

E A reference message is used to direct to a location in a document with related
document or a web-link.
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6.2 Version History and Applicability

Documen Date Subject Comment
t Version
1.0 September 2014 M6100 Boadcast R2.5

Satellite )

Modulator GUI updates;
+  DVB-S2X modulation mode added;
» Update of the auto Equalink

technology;
» Addition of DSNG profiles.
Newtec Proprietary V1.0
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6.3 Related Documentation

* The M6100 Reference Manual describes the parameters available in the device;

» Device leaflet containing the specifications (We refer to http://www.newtec.eu);

* The System Integration Guide for M6100 describes how to integrate the device into a network
management environment;

1]
E The user manual and more related documentation can be found on the CD-ROM that
is delivered together with the device.

Newtec Proprietary V1.0
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7 Introduction

7.1 Short Description

The Newtec M6100 Boadcast Satellite Modulator is the new generation DVB compliant modulator
specifically designed for broadcast direct-to-home, primary distribution to head ends and contribution
of television and radio content. This single Transport Stream modulator supports the updated
DVB-S2 and DVB-S2X, next to the legacy DVB-S and DVB-DSNG standards, as well as Newtec S2
Extensions in order to achieve barrier-breaking efficiency. The M6100 can be used in conjunction
with set-top boxes, professional IRD’s or professional satellite demodulators such as the MDM6100.

Delivering the Highest Uptime for Vital Links

Uptime and reliability are essential in the design of the modulator, taking a vital role in the satellite
network. Input source redundancy, and the shortest redundancy switch-over times of modulators,
operating both in 1+1 and N+1 topologies, are setting the standard in our industry.

Advanced capabilities such as a built-in MPEG Transport Stream analyzer, support of SMPTE 2022
FEC at the GbE inputs (for distributed IP head ends), and native support of Carrier ID according to
the new DVB standard as well as in the transport stream NIT table. Special care was taken to cope
with jittery transport stream over IP inputs.

Two input ASI ports can be used as redundant interfaces while the two output ASI ports provide
monitoring.

Get the Best Performance and Lower your Costs

The Broadcast Satellite Modulator performs among the best, offering unmatched bandwidth
efficiency optimization options, thereby lowering overall Total Cost of Ownership. The fully
automated operation of the field-proven Equalink® 2.1 pre-distortion technology is now available for
any satellite transmission application providing up to 10% bandwidth gains for single carrier per
transponder constellations.

Clean Channel Technology™, in combination with DVB-S2X or Newtec S2 Extensions, improve
satellite efficiency by up to 15%, thereby enabling much smaller carrier spacing.

Maximum symbol rates up to 72 Mbaud and modulations up to 256 APSK (DVB-S2X standard)
combined with VCM (Variable Coding and Modulation) allow for maximum throughput of up to six
transport streams in large contribution links The powerful MPE encapsulator gives access to dual
stream communication where live video is combined with file transfer, a service channel or video
streaming.

At the output of the Broadcast Satellite Modulator, the signal is available in IF or extended L-band
(950 MHz-2150 MHz), providing a compact and cost effective solution. A switchable 10 MHz
reference signal and optional 24Vdc or 48Vdc for an outdoor BUC is multiplexed on the L-band
interface.

The Broadcast Satellite Modulator can be easily monitored and controlled via a comprehensive front
panel menu, advanced web GUI, command line interface (CLI) as well as via SNMP protocol. This
enables easy integration into any industry-standard EMS/NMS system.

Newtec Proprietary V1.0
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Evolve Towards Tomorrow's Technology

Built upon flexible and latest generation programmable technology, the Broadcast Satellite
Modulator is a future-proof building block that lets any satellite network evolve to the next level of
capabilities. A scalable, pay-as-you-grow, licensing and software upgrade mechanism facilitates the
launch of new services, or last minute network design changes, without rebuilding the entire network
infrastructure. Migration from ASI to GbE and IF to L-band or upgrade to the new DVB-S2X standard
or Newtec S2 Extensions is facilitated by simple in-field installation of licence keys.

The brand new DVB-CID carrier identifier is already available as a software option on the M6100
and DSNG profiles, as defined by WBU-ISOG, can be easily selected. These profiles define the
basic parameters for the most common use cases including the new DVB-S2X standard.

Newtec Proprietary V1.0
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8 Physical Description

8.1 Front Panel Description

The device can be configured, controlled and monitored using the front panel. The front panel
consists out of the following parts.

usB Display Navigation Buttons
Interface

Soft Buttons ESC

LED Status LED Status
Indicators Indicators

For more information please refer to section: How to Use the Front Panel on page 55.

8.1.1 Display

The display consists of a 32 x 240 pixels LCD screen.
* The top rows indicates the tree menu pane;

* The bottom row indicates the root menu pane.

- Current Location

S T n1:_f_;_}Dl.‘l:-[leviciﬂdEntifi-:itionb L Scrollbar

Pane Ll & SHme ) Root Menu

B Cevice lm-_mm-i
3 Pane

Menu Tree

The device management model is designed as a menu tree. The menu tree shows the organization
of the parameters in the device. The tree is built up out of a root, branches, sub branches and leafs.

* Root: represents the complete device configuration;

» Branch/Sub branch: represents functional blocks that group leafs/parameters that are closely
related to one another;

» Leafs: the leafs represent the parameters or commands that are used to perform a configuration.

Newtec Proprietary V1.0
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8.1.2 Soft Buttons and Navigation Buttons

Use the navigation button and soft buttons to navigate through the menu tree.

Display Navigation Buttons

Newtec

Soft Buttons ESC

» The function of the soft buttons varies depending on the context. Their meaning is defined by the
menu pane block setting atop of each button;

» Use the navigation buttons for navigating through the Tree menu pane;
« Use the OK button to confirm a selection;

* Use the ESC button to ignore a selection and to go up in the menu tree.

8.1.3 Front Panel Management Interface

USB
Interface

Management
Interface

The management interface allows the system administrators to manage the M6100 Boadcast
Satellite Modulator and monitor its operation.
o Note that this interface is disabled by default.

This connector has the same function as the management interface(s)
on the back panel.

The management can also be done by using the GUI, CLI or SNMP. For more information please
refer to section: How to Manage the Device on page 32.

Newtec Proprietary V1.0

Confidentiality: Unrestricted 20/234




Physical Description

M6100 Broadcast Satellite Modulator R2.5

8.1.4 USB Interface

The USB interface is a flash drive connector that can be used to import a configuration or license file
but also to perform a software upgrade.

o

Log in as expert user to perform a license import.

8.1.5 LED Status Indicators

Newtec

ACT Alarm

MEM Alarm TEST Tx ON ASI ETH

The following table describes the LED indicators.

LED LED Color |Description
Red A general device or interface alarm is present on the device.
ACT Yellow Alarms other than the general device alarm or interface alarm are
ALARM present on the device.
Green There are no alarms present on the device.
MEM Yellow A memorized alarm is present on the device.
ALARM - - -
Off Indicates that all alarms are cleared, no memorized alarm is present
on the device.
TEST Green Indicates that the internal PRBS generator is activated on the
device.
Off The internal PRBS generator is not activated on the device.
Tx ON Green The device is transmitting.
Off The transmission is disabled.
ASI Green The incoming signal is valid.
Red Indicates an interface alarm.
Off The incoming signal is not valid.
ETH Green The incoming data signal is valid.
Red Indicates an Ethernet link failure on the MGMT and/or DATA
interface(s).
Off The incoming data signal is valid.

Newtec Proprietary V1.0
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8.2 Back Panel Description

The following figure shows the possible connections on the M6100. The back panel connections
available depend on the specific hardware configuration of your device.

The maximum force that may be used to fix the SMA (L-Band monitor OUT) connector

is restricted to 1.2Nm!
The maximum force for the other connectors is restricted to 1Nm!

When one of these limits is exceeded, the connectors can be damaged and the
correct functioning of the connectors cannot be guaranteed.

Three major back panel configurations are available.
Default Hardware Configuration (Ordering number VI-01)

Clock Reference In
BMNC 50 Ohm (Female)

{ ]

L-Band monitor OUT Ethernet Data Interfaces ,m
SMA 50 Ohm (Female) RJ45 REF in r
i |
oo
= =
Craft Interface
DATA RS232

ALARM
L-Band OUT IF OUT
950 — 2150 MHz 50 — 180 MHz Ethernet MGMT Interfaces
N 50 Qhm (Female) BNC 75 Ohm (Female) RJ45

Clock Reference Out
BNC 50 Ohm (Female)

o This configuration is used to perform TS over IP.

The license key VI-01 needs to be activated to enable TS over IP input interfaces.

o The 10MHz REF out is optional and is selected during ordering. (Ordering number is
RO-01.)
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Hardware configuration option with ASI inputs and outputs

Clock Reference In

ASl Interfaces 5 and 6 BNC 50 Ohm (Female)

Not used in
R1.4andR25 Monitoring ASI Output
) Interfaces Ethernet Data Interfaces
L-Band monitor OUT BNC 50 Ohm (Female) RJ45

SMA 50 Ohm (Female) "o )}
e o H
=) °&=
Craft Interface
R5232

L-Band OUT IF QUT
950 — 2150 MHz 50 —180 MHz " Ethernet MGMT Interfaces
N 50 Ohm (Female) BNC 75 Ohm (Female) Reop il Huts

BNC 50 Ohm (Female)

Clock Reference Out
BNC 50 Ohm (Female)

o The 10MHz REF out is optional and is selected during ordering. (Ordering number is
RO-01.)

Hardware configuration option with DC-BUC on L-Band TX

DC BUC
LED Indicators

Device Dependant

L-Band OUT
950 - 2150 MHz
N 50 Ohm (Female)
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8.2.1 Power Connector

This connector has a protective earthing incorporated.
Insert the mains plug only in a socket that has a protective earth contact.

The power supply has the following specifications: 90-130 & 180-260 Vac, 105 VA, 47-63 Hz.
To have power redundancy, a dual power supply can be ordered (ordering nr. PS-01)

» ltis advisable to connect the two mains plugs to two different power circuits, so the device
remains operational if one of these circuits fails (for example: fuse blown).
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8.2.2 Earth Ground

On the rear panel of the equipment an earth ground is available.

Itis provided to:

» Ensure that all equipment chassis fixed within a rack are at the same technical earth potential.
This is done by connecting a wire between the technical earth terminal and a suitable point on the
rack.

» Eliminate the migration of stray charges when connecting between equipment.

In accordance to TNV-1 grounding requirements, the grounding thread of the device
A must be connected according to the local regulations.

The following figure shows the position and how to connect the earth ground.

O O O
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8.2.3 Craft Interface

The craft interface is a SUBD 9 pin connector interface that can be used to manage the device using
the command line interface (CLI). For more information please refer to section:
Command Line Interface (CLI) on page 62.

It is used to control the device over RS232.
The line settings for the craft interface are:
»  Speed 115200 baud;

» Eight data bits;

* No parity bit;

*  One stop bit.

Use the following pin connections to create a crossover cable between the M6100
Boadcast Satellite Modulator and the managing device.

Pin Name Function

1 Not connected
2 Rx-D Receive Data

3 Tx-D Transmit Data
4 Not connected
5 GND Shield ground
6 Not connected
7 Not connected
8 Not connected
9 Not connected

The following figure shows the craft interface connection.
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Female
RS232 Cable: Male-Male
* Pin 2:Rx-D
* Pin3:Tx-D
* Pin5:GND
S e i =-220)

8.2.4 Alarm Interface

The alarm interface can be used to build up device redundancy switching systems.

contacts. The Universal Redundancy Switch can also gather the alarm status from the
different pieces of equipment in the setup over the management interface. To enable
device redundancy please refer to section: Device Redundancy on page 115.

o When using the AZ202 Universal Redundancy Switch it is not mandatory to use alarm

Connect the alarm interfaces.
The contacts are normally closed to insure that an alarm is generated when the alarm cables are
removed.

Refer to the following figures for the pin layout:

Pin Layout Technical Representation of the Pin Layout
+5V
1ok General alarm Pin 3
2 Common
Jalarm @ general alarm
Pin 2
6 ok %
.\. 4 Common
Salarm @ input alarm +5V
Input alarm Pin 6
r Pin 4
Newtec Proprietary V1.0
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The following figure shows how to connect the alarm cables in a 1+1 redundancy system.

Main Device

g‘ Device Dependant

USS Switching Device

Backup Device

Device Dependant
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9 Getting Started

Use this guide to configure the management IP Address of the device and save it as a boot
configuration. Once this is done, it is possible to access the device using one of the following
operational interfaces:

e GUI
« CLI
« SNMP.

]
Refer to the reference manual to check the factory default values of the device.

9.1 Setthe Management IP Address

The factory default of the Mgmt IP Address is: 10.0.0.2/24 on Mgmt1 Ethernet
interface.

» Insert the power cable to start the device;

» Wait until the welcome menu disappeared and the menu tree is displayed on the front panel;
» Select Mgmt Itf using the corresponding Soft Button;

» Navigate to IP Address;

» Press OK (to unfold the branch);

» Navigate to Mgmt1;

» Press OK;

» Press OK to select the IP Address/Prefix;

» Use the Soft Buttons to enter a new IP Address/Prefix;

» Press OK to confirm and save the setting;

» Connect an Ethernet cable between the Mgmt1 port on the back panel of the M6100 and the
management PC. (The state indication on the front panel is changed from off to on).

Note that only device specific parameter settings are automatically saved.

All other parameters require an explicit save action!

To get an overview of the device specific parameters we refer to section
Configuration File on page 85 .
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Now it is possible to access the device from a management PC.

9.2 SetDate and Time

Itis advised to set the device date and time according to your time zone.
» Select Device from the corresponding soft button;

» Navigate to Date and Time;

» Press OK (to unfold the branch);

» Navigate to Date or Time and press OK;

» Use the navigation down button to display numerical values;

» Use the Soft Buttons to enter a new Date or Time;

» Press OK to confirm the setting.
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9.3 Configure and Save

You can configure settings using the front panel, the graphical user interface (GUI) or the command
line interface (CLI).

Please save to fix your configured settings.

To save settings via the front panel:
» Use the Soft Button Arrow and navigate to the right of the root menu pane and select Actions;
» Navigate to Device Configuration Save and press OK;

» Select the configuration file name and press OK to save the configuration.
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10 How to Manage the Device

This section shows how the parameters in the device are ordered and managed according to your
needs.
It also describes the different user profiles you can use to login and manage the device.

The device can be managed using one of the following physical interfaces:
* The front panel;

» The management Ethernet interfaces, used to work with a GUI (Graphical User Interface), CLI
(Command Line Interface) or SNMP (Simple Network Management Protocol);

¢ The craft interface is used to work with the CLI.

10.1 Management Model / Menu Tree

The device management model is designed as a menu tree and a set of commands. The menu tree
exposes the organization of the parameters in the device while the commands are used to execute
actions other than simply setting or getting a parameter.

The menu tree is built up out of a root, branches, sub branches and leafs/parameters.

The menu trees of the GUI, front panel, CLI and SNMP are similar to one another.
o Refer to the reference manual to get a full overview.

The reference manual can be consulted from the tasks pane in the GUI, please refer
to section: GUI Pane Description on page 43.

In some cases, there is a difference between the location of a parameter in the GUI and a location
via the front panel.

The parameter location is displayed as follows:

M6100 >> Branch >> Zero or more Sub Branches >> Leafs

The previous line indicates the following:
» Navigate to branch;
» Navigate to Sub Branch (when a sub branch exists);

» Select a leaf/parameter.
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For example:

M6100 >> Device Setup >> Mgmt Interface >> IP >> Mgmt1 IP Address/Prefix

The previous line indicates the following:
» Select Mgmt Interface;
» Navigate to IP Address;

» Insert a new value for Mgmt1 IP Address/Prefix.

The management Model / Menu Tree of the GUI, the frontpanel and the CLI can be consulted in the
reference manual.

The reference manual provides an overview of all available parameters and if the parameters can be
set or consulted by the operator or expert profile.

[
E The reference manual can be consulted from the tasks pane in the GUI, please refer
to section: GUI Pane Description on page 43.
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10.2 Management Ethernet Interfaces

Management interface 1 (Mgmt1) is activated by default; the other interfaces can be enabled on the
following location in the device.

M6100 >> Device Setup >> Mgmt Interface

*  Mgmt1 (This the top port on the back panel indicated as Mgmt1);

*  Mgmt2 (This the bottom port on the back panel indicated as Mgmt2);
* Mgmt Frontpanel (This is the Ethernet port that is found on the front panel);

device unreachable.

|,. Do not disable the active management interface (interfaces) because this makes the
(The interface can be enabled again using the front panel buttons).

negotiation must be on. To enable link redundancy, refer to

o When link redundancy is used, Mgmt1 and Mgmt2 must be enabled and auto
Ethernet Link Redundancy on page 36 .

Statistics

M6100 >> Device Setup >> Mgmt Interface >> Statistics

This provides an overview of the amount of traffic that is passing over the different management
Ethernet ports.

The following statistics are displayed:

* Input Bytes; + Output Bytes;
* Input Packets; * Output Packets;
* Input Dropped; » Output Dropped;
* Input Errors; » Output Errors.
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10.3 Management IP Connectivity

The following figure is an example of a setup:

Gateway IP: 192.168.255.1

Gateway

- o

@

ed Vol © mps e

192.168.255.1/24

Mgmt intf 1 |P: 192.168.255.186/24

"l Mgmt intf 2 P :
\__,»" Mgmt intf Frontpanel IP:
Management PC
IP: 192.168.252.10

Mgmt Bond IP:

Note: Before configuring the device make a proper design of the system setup.

To configure the management IP Addresses of the device go to the following location:

M6100 >> Device Setup >> Mgmt Interface >> |IP Address

* Mgmt Gateway: This is the access point for the management port of the device.

* Mgmt interfaces: Configure at least one Mgmt interface to perform basic management using the
GUI, CLI or SNMP.

— Mgmt1, by default this IP address is: 10.0.0.2/24;
- Mgmt2;
— Mgmt Frontpanel;

— Mgmt Bond.
(This interface is used to perform link redundancy, effectively combining Mgmt1 and Mgmt2

into one new virtual interface).
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10.4 Ethernet Link Redundancy

Itis possible to enable link redundancy (also known as bonding) on the management Ethernet
interfaces.

Link redundancy is used to eliminate downtime as much as possible in the system setup. This
increases the reliability of the system.

When link redundancy is enabled, two interfaces will behave as one virtual interface (interface
bonding): only one of the two physical interfaces is active at a time.

When the link state of the active interface goes down (physically broken connection), the other
interface takes over the operation.

Refer to the following figures: Note that the same principle is used for the data interfaces.

Gateway
192.168.255.1/24

: MGMT 1
—-— ~
NMgmt intf 1
wﬂj

MGMT 2
@' Mgmt Bond IP: 192.168.255.186/24
Mgmt intf 2

Management PC
IP: 192.168.252.10

Gateway

192.168.255.1/24
MGMT 1

o -

MGMT 2 Sl Mgmt intf 1:

Mgmt Bond IP: 192.168.255.186/24

Sl Mgmt intf 2

Management PC
IP: 192.168.252.10

Link Redundancy Mgmt intf 1 v

= Mgmtl or Mgmt2 9 Mgmt bond

*  Mgmtl before Mgmt2 Management
+  Mgmt2 before Mgmitl Mgmt intf 2 Interfaces
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M6100 >> Device Setup >> Mgmt Interface >> IP Address >> Link Redundancy

When link redundancy is activated, the bond interface must be configured. This bond
interface has an IP Address that is used as destination address by the source.

To have bonding working properly make sure to configure the switch/router in such a
way that the spanning tree is not blocking the fast switchover between ports.

In a typical Cisco switch configured using rapid spanning tree this is achieved by
setting the ports in PortFast mode.
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10.5 How to Use the Graphical User Interface

The graphical user interface is a web application that gives remote access to the M6100. It allows
the user to:

» Manage the device;
» Create or change configurations;

* Monitor the status of the M6100 through alarms.

o The GUI is optimized for displays with a screen resolution of 1024 x 768 or higher.

10.5.1 Opening the GUI

Proceed as follows to open the GUI on a computer in the network:

» Open a web browser;

It is advised to use Firefox 10 or Google Chrome as standard browser, but the GUI
can also run on other compatible browsers like Internet Explorer 9, Safari ...

» Type the IP address of the device in the address bar of the browser. The default IP address is
10.0.0.2/24.

Make sure that the management PC has access to this IP Address or it belongs to this
A IP range. If needed it is possible to configure the Mgmt Gateway.

» Press Enter.

The following graphical user interface is displayed.
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r ¥
y [0 Moduiatort | M6100 Web ... % | <

10253290

Tas
=
Qoeceios

Toobox

Documsntation

Broadcast Satellite Modulator | M6100

Overview || Trea View

Mont1__| @ bevice Hansgement
o1 @ nageme:

‘Software Version:
Mgmtz _ Date:

Uptim:
Frontpanel cpy tomd:
Device Redundancy:

asi | @astm
=
Input Selection:
Active Input:

A2 Input framing:
Measured Bit Rate:

@ Tsover e
Datal
" nable:
Input Interface:
TS Encap Protocol:
Data2 Traffic Profile:
Source Info:

Measured Bit Rate:

@ eorover P 1n
Enable:

Input Interface:
Total BBF Inputrate:

Datal

Data2

~———# Total BBF Forwarded Frames:
Total BBF Dropped Frames:

. Datat
. uoP
L VBR.

MDMG 100_2.5.0.54051
. 26/08/2014
134537
23h32m3s
6% (cpu: 5% cpu2: 7%)
Active

. PRES generator

off

TS 188
1000000 Mbps
@ Tsmux

= Rate Adapter:
NIT Carrier ID:
T ™ TSAnalyser:

0.000000 Mbps

BISS Scrambling:

(=]

> @ ot

HMode:
Input Type:
Transmit:
Transmit State:
Output Level:
Output Frequency:
Rate Priority:
‘Symbol Rate:

Bit Rate:

. None
0.000000 Mbps
0 frames
0 frames

ModCod:

@ chernst @ASI @TXOn @Rilock @Dsia (YCigmved (@ AvioSave

Fiter: |Active ~
Dascription
No matching alarms were found

. 52 Extensions LBand

TS —
. 100.000000 Mz

. SymbolRate IFBand

. 5.000000 Mbaud
. 2.392885 Mbps
. QPSK 45180

Details

Modulatorl
Alarms >

ks «

D Refrsh (2omc) =

10.5.2 User Profiles

The three possible user profiles are described in the following sections.

o

For security reasons it is recommended to change the default passwords of the user
profiles. For more information please refer to section: Change a Password on page 42 .

For detailed information on the access rights of the user profiles refer to the reference
manual that is available on the device. Navigate to the the tasks pane,

» Click

Documentation

» Click Reference Manual, the reference manual is opened in a separate browser
tab.
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10.5.2.1 Guest Profile

The user has read-only access to the typical configuration and monitoring options.

o This is the default profile when logging in.

There is no password defined for this profile.

10.5.2.2 Operator Profile

o Newtec recommends using this profile when configuring or maintaining a device.

The operator profile is developed in such a way that the user is not overloaded with all possible
parameters.This is done to keep the configuration and maintenance of the device light and easy.

The user has read-write access to the typical configuration and monitoring options.

The default User Name and password for the operator profile is as follows:
* User Name: operator

» Password: operatoroperator

10.5.2.3 Expert Profile

This profile has read-write access to all configuration parameters.

The expert profile can be used to configure specific features where the user needs more
background of the different possibilities.

The default User Name and password for the expert profile is as follows:
* User Name: expert

+ Password: expertexpert
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10.5.3 Switch User Profile

» Click logged in as guest/operator/expert (The User options window is displayed.)

& Logged-in as gueskt -

Ilzer options

i e
(H) Logout :*w Swikch User

» Click Switch User to change the user profile. (The Login window is displayed.)

Login F
| Please enter your username and password to Login, E

| User Name: operator

| Pass'ﬂ'ord: ................|

Login Cancel

The default User Name and password for the operator profile is as follows:
— User Name: operator
— Password: operatoroperator

The default User Name and password for the expert profile is as follows:
— User Name: expert

— Password: expertexpert
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10.5.4 Change a Password

» In the users options window click Change Password

User options

lan Change Pﬂiswnrd... |

- r
(ﬂ) L|:|g||:|%l'j @ Switch User

» Enter the Current Password and then the New Password. Also confirm the new password.

Change Password

Please enter your current password and specify the new one,

Current Password: [IER—

Mewy Password
Password: [T

Confirm; S—

Change Password Cancel

» Click Change Password to confirm the New Password.
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10.5.5 GUI Pane Description

The following screen displays the general layout of the graphical user interface. The different panes
are numbered clockwise and described in the pane description table.

N t Broadcast Satellite Modulator | M6100 1
ew ec Modulatorl
«

Tasks CUeriew || I Fee View Alarms »
Device 0 - Fiter: |Active v
S8y, © Device Management
(I Configurstions Software Version:  MOM6100_2.5.0.54051 Descroton Sount
Configuration Templates || Mgmt2__ | Date: €#25/08/2014 No matching alarms were found
Time: @1412:10
[ Reset - e Wunﬁmc 22h58m36s
ont CPU Load: 4% (cpu1: 3% cpu2: 6%)
DSNG profies import.. B
DSNG profies export
AsIt @ asiin (o
Input Selection:  (APRBS generator
Active Input: Off
A2 Inputframing:  €4TS 188
Measured Bit Rate:  1.000000 Mbps
Data1 @ 1S5 over 1P =
—— Enable: [@]
Input Interface:  (4Datal
TS Encap Protocok: €4UDP L (=]
Data2 _ TrafficProfile:  €AVER Rate Adapter: (4]
~ ™ Source Info: T T mrcardieriD: [
Measured Bit Rate: 0.000000 Mbps TS Analyser: ] -
BI5S Scrambling: (| Details ¥
@ 1PE Encapsulation (] @ todulator (] State:
Datal _ enable: ] Mode: €452 Extensions LBand History
Input Interface:  (4Datal Input Type: S " Ocaurences:
Pid: @300 Transmit:
Logs 2 PSI-STinsertion: [ | Transmit State: x Last Activation:
Forwarded Bytes: 0 bytes Output Levek: €-15.0d8m Last Clear:
Equalink & %, Forwarded Packets: 0 packets Output Frequency: €4100.000000 MHz
Tosbor = Dropped Bytes: Obytes Rate Priority: @5ymbol Rate IFéand
Dropped Packets: 0 packets Symbol Rate: €45.000000 Mbaud —
Maintenance A Bit Rate: ,2.392885 Mbps
MdACad: #ac0sy 25130
Documentation E3 ", »
‘ © @ cthenet @ ASI @TXOn @ RXLock @Oata @) Cfosaved @ AutoSave | [ Refresh (23ec)

The following table describes the sections numbered in the previous figure.

Pane Pane name Function

No.

1 Banner The top row of the banner displays the official device description
and type.

The top right row displays the current user profile. (To change
the user profile, refer to Switch User Profile on page 41 .)

The bottom left row of the banner is editable and can be used to
assign a unique identifier to the device. Do this by clicking on the
label. (In the previous figure, the label is marked: M6100).

browser making it easier to identify different

o This name is also shown in the tab of the web
devices.
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Pane
No.

Pane name

Function

Alarms list
pane

The alarm list displays the alarms generated by the device.
Alarms are sorted first by their activity and then by their severity
(from critical alarms to warnings).

* Itis possible to filter Active, Memorized or All Alarms;
* Clear the memorized alarms counter;

* View details of the generated alarm. (State, History)

Function
controls pane

This pane displays by default the overview tab.
This overview tab provides:

* An overview of the signal flow in the device;
+ Basic settings used to perform a configuration;

* By clicking on the icon in the right upper corner of the
functional block, a detailed overview with all parameters of the
functional block opens in a new tab.

Status bar

The status bar informs on:

» On-going interaction with the device via the status field on the
left.

* Critical LED indicators.

» Refresh button, the status of the device gets refreshed;
Click the arrow to configure the time interval of refreshing the
status of the device.

Tasks pane

The tasks pane provides an overview of different tasks that are
possible on following levels:

* Device; * Toolbox;
— Configurations — Diagnostics Report
— Reset. * Maintenance;

* Logs; — Software Upgrade

—  Device Logging — License Upgrade

* Equalink™; ¢ Documentation.

—  Automated Linear — View the Reference Manual

— Download the SNMP MIBs
— Automated

Non-Linear

— Reset Predistortion
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10.5.6 Overview Tab

The Overview tab contains a schematic representation of the data flow in the device.

The signal passes different functional blocks and each block contains a function name, basic
settings and counters.

The blocks are connected with arrows that illustrate the data flow.

[
E For more information on the colors used in the GUI please refer to section:
Colors Used in the GUI on page 57 .

m. & Device Management =
Software Version:  MOM&100_2.5.0.54051

Mgmtz  Date: 26/08/2014

" Time: 13513
Uptime: h3Emes

Frontparel cpy Load: 59% (cpul: 3% cpu2: 7%)

Device Redundancy:  Active

ASIL ASLIn =
o (=
Input Selection:  {JPRES generator
Active Input: off —
AS12 1 -
2522 Input framing: TS 188

Measured Bit Rate:  1.000000 Mbps

Datal @ Tsover 1P =
~——" Enable:
Input Interface:  {4Datal =
TS Encap Protocol: {4LUDP p @ TS HUX (i
Data2 Traffic Profile: €4VBR Rate Adapter: [V
— =
Source Info: NIT CarrierID: [
Measured Bit Rate:  0.000000 Mbps TS Analyser: [l
BISS Scrambling: [~
@ HPE Encapsulation = @ Hodulator =
Datal
Enable: [l Mode: {452 Extensions L8and
—
Input Interface:  (JDatal Input Type: TS —
Pid: 43000 Transmit:
PSI-Slinsertion: [al Transmit State:
Datay  Forwarded Bytes: 0bytes Output Levek €-15.0 dBm
Datal Forwarded Packets: 0 packets Output Frequency: €4100.000000 MHz
Dropped Bytes: 0bytes Rate Priority: {symbol Rate IFBand
Dropped Packets: 0 packets Symbol Rate: £45.000000 Mbaud -
Bit Rate: . 2.392885 Mbps
. e ModCod: {4QPSK 45/180
Enable: [}
Input Interface: {#None
Dataz | Total BBF Inputrate: 0.000000 Mbps
Total BBF Forwarded Frames: 0 frames
Total BBF Dropped Frames: 0 frames
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Functional Blocks

Description

Device Management

Functional block that allows to manage, configure and monitor
the device management parameters.

For Example:

+ Configure the management interfaces;
« Manage the interface link redundancy;
* Manage the device redundancy;

» Gather all device specific info such as, Serial number,
Software version, ...

ASI

Functional block that allows to configure and monitor the ASI
input interfaces.

MPE

Functional block that allows to configure and monitor the Multi
Protocol Encapsulation.

This protocol makes it possible to transmit a typically limited
amount of data along with the video transport stream.

BBF over IP In

Functional block that allows to configure and monitor the
incoming traffic. (Typically received from an AZ810 Stream
Aggregator).

TS MUX

Functional block that allows to configure and monitor the:
* Rate Adapter;

* NIT Carrier ID;

* TS Analyser;

* BISS Scrambling.

Modulator

Functional block that allows to configure and monitor the
modulation of the traffic.
For example:

* Mode selection, DVB-S, DVB-S2, DVB-S2X, or S2-Extensions;
 Transmit (on/off);

 Output Frequency;

Note that it is possible to control the Transmit
(Off/On) from the overview tab.
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10.5.7 Detailed View of a Functional Block

Click on the enlarge button in the top right corner of a functional block to view more parameters for
the functional block.

Refer to the following figure:

Mgmt1 o Device Management

Software Version: ol meve it i S 4 T 1]
Mgmt2 | Date: Ghimet, = aliiiiih
* Time: 4 %o
Uptime: R A T
Mamte . cpu Load: . i T )

Device Redundancy: & 4

Overview Tree View l_] Device Management
Device Management

Ethernet -
Link
Interface Enable MAC Address Auto Negotiation — Advertised Speeds Forced Speed Link State MTU
€ Mamtl | 00:06:39:08:01:00 L All I/ A 100Bt Full Duplex 1500
4 Mgmt2 ¥ 00:06:39:08:00:ff v Al /A Link Down 1500
€4 Mamt Frontpanel I 00:06:39:08:00:fe L All I/ A Link Down 1500
IP
Gateway: €4 10.253.2.254
IP Address
Mgt Interface IP Address/Prefix Virtual IP Address/Prefix State
€4 Mamtl 10.253.2.90/24 0.0.0.0/24 v R
€4 Mgmt2 0.0.0.0/24 0.0.0.0/24 X
€4 Mamt Frontpanel 0.0.0.0/24 0.0.0.0/24 *
Mgmt Interface Link Redundancy
Link Redundancy: €4 None
Switch Count: 0
Active Interface: Mot Applicable

Device Redundancy
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10.5.8 Tree View

The tree view shows all device parameters arranged in a tree structure consisting of branches, sub
branches and leaves.

The following pane is displayed:

Overview

J+4Root

E’

| Device

Mot Interface
Data Interface
BEF over IP

Tree View

Mgmt Interface

Ethernet
o Link
Interface Enable MAC address Auto Negotiation Advertised Speeds Forced Speed Link State
Mgmt1 On 00:06:39:08:00:52 on All 1008t Full Duplex 1008t Full Duplex
Mgmt2 on 00:06:39:08:00:52 on All 1008t Full Duplex 1008t Full Duplex
tgmt Frontpanel Off 00:06:39:08:00:50 on Al 1008t Full Duplex Link Down
Statistics
Interface Input Bytes Input Packets Input Dropped Output Bytes Output Packets Output Dropped
Mgrit1 7280233 bytes 64070 Packets 7 Packets 59618352 bytes 55907 Packets 0 Packets
Mgmt2 2475642 bytes 27126 Packets 27126 Packets Obytes 0Packsts 0 Packets
Mgmt: Frontpanel 0O bytes 0 Packets 0Packets Obytes 0Packets 0 Packets
Mgmt Bond 9755875 bytes 91196 Packets 28435 Packets 59618352 bytes 55907 Packets 0 Packets
P
Mgmt Gateway: . 0.0.00
. IP Address
Mgt Interface IP Address{Prefix State
Mgmt1 10.254.2.51j24 OFf
Mgmt2 0.0.0.0/24 Off
Mgt Frontpanel 0.0.0.0/24 Off
Mgt Bond 10.254.2.51/24 on
Link Redundancy
Link Redundancy: . Momtl before Mgmt2
Switch Count: 1
Active Interface: Mgmt1

The tree view, divides the function controls pane in to two extra panes, they are called Aand B in
the previous figure:

The following table describes the extra panes of the tree view.

Pane Description
A Displays the menu tree structure.
Click on a branch or sub branch to navigate through the device.
The menu tree structure uses the following icons:
3 Root : This is a branch icon; it can contain sub branches or
leaves/configuration parameters.
Identification o o , -
. : This is a sub branch icon; it contains leaves/configuration
parameters.
B Displays the sub branches or the details on the parameters (leafs) that exist under a
selected branch.
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10.5.9 Alarms Pane

The Alarms pane shows the alarms generated by the device.

Alarms are sorted first by their activity and then by their severity (from critical alarms to warnings.)

Alarms »

Filter: | All Alarms w | [ Clear Counters

Description Count

o Generzl BEF over IP g -

o BEF owver IP No Input Data 42
BEF owver IP Buffer Orverflow 3

0 Ref Clock Mo Signal

a Ref Clock Mo Lock

Datails %)
State: Active
History
Occurences: +4
Last Activation:  9/10/2013 15:08:54
Last Clear: 2/10/2013 14:58:54

The alarm list pane contains the following information:

Pane Description

* Active;

A This pane displays the alarms.
Itis possible to filter on the following alarm information:

* Active and Memorized;

+ All Alarms (this displays the complete overview of all possible alarms).

B This pane displays the details on the selected alarm.
* How many times did the alarm occur since the last clear;
» When was the last activation;

* When the alarm was cleared for the last time.

» Click Clear Counters to clear the number of times an alarm was generated.
(Active alarms can be cleared but remain active, the last clear time is updated).

To perform alarm masking, refer to section: Alarm Handling on page 109 .
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10.5.10 Status Bar

The status bar informs on the following:

@

0 Ethernet . ASI . TX On o Data o Cfg saved . Auto Save

.f Cfg saved is red when the active configuration is modified but not saved.

To save the configuration, refer to section: Save a Configuration on page 88.

The following table describes the available LEDs.

{2, Refresh (2 sec) «

LED LED Description
Color
Ethernet Green The incoming data signal is valid.
(All interfaces
are Red Indicates an interface alarm. Please check the alarm pane to
monitored) get more details.
Off The incoming data signal is not valid.
ASI Green The incoming or outgoing data signal is valid.
Red The incoming / outgoing data is configured but there is no
activity monitored during the last second.
Off The incoming signal is not valid.
Tx On Green The device is transmitting.
Off The transmission is disabled.
Data Green The outgoing data signal over the data Ethernet interfaces is
valid.
Yellow The outgoing data interfaces are configured but there is no
activity monitored during the last second.
Grey The input and output interfaces are not enabled.
Green Indicates that the active configuration is saved.
Cfg saved
Red Indicates that the active configuration is modified but not
saved.
Auto Save Green The auto save functionality is activated.
For more information on the auto save functionality please
refer to section: Auto Save Configuration on page 89.
Grey The auto save functionality is disabled.
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LED LED Description
Color

Select the drop-down menu to define the GUI Refresh Time.
Refresh

When working over a slow/long-delay link (like a satellite link)
slowing down this refresh time could be useful to improve the
responsiveness of the GUI.

10.5.11 Colors Used in the GUI

In the schematic overview, colors are used per functional block to provide the status of the device.
The traffic flow is also indicated between the functional blocks by arrows.

The following colors (LEDs) are used:

@

* Orange warning sign

* Green : The device is working as expected,;

— Device Management: Device redundancy is active and the device is in standby mode:
Note: orange is only used by this functional block.

* Grey . : This functional block is not active in the current configuration.

* Red o : An alarm is present on the functional block;
The following colors are used for the process flow arrows:
» Black: Inactive, no data is transported;

» Green: Data is available on this part in the process flow (incoming, outgoing or transfer of data
within the device);

* Red: A problem exists on this part of the process flow.

For example:
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Overview || TreeView | [ Device Management *
Mgmti > Device Management 8
Software Version: MDM5100_2.5.0.54051

Mgmt2  |Date: #03/09/2014

T ™ Time: €407:15:33

8d16h1m59s

Uptime:
Frontpanel 2% (cpul: 1% cpu2: 3%)

CPU Load:

Device Redundancy:  Standby

ASI1 ASI I
@ Astin -
Input Selection:  €dhone

as12 Active Input: off

——~ = Input framing: TS 188

Measured Bit Rate:  0.000000 Mbps

© Tsover 1P a
Datal
s Enable: ¥
Input Interface: ©Data1
TS Encap Protocol: €4UDP © T Mux
Lotz Traffic Profile: €cer Rate Adapter:
5 i : S
.Inpnt TS Bit Rate: 2,392885 Mbps NIT Carrier ID:
Source Info:
TS Analyser:

Measured Bit Rate:  0.000000 Mbps

@ MPE Encapsulation
Datal

—°7" s Enable: ’aD
Input Interface: atal
Pid: 3000

PSI-SIinsertion:

Forwarded Bytes: 0 bytes

BISS Scrambling:
(=}

]
0
|
17
€ Modulator =
Mode: + 52 Extensions LBand
Input Type: -
Transmit: 7l
Transmit State: L
Qutput Level: €4-15.0 dBm
Output Frequency: . 100.000000 MHz
Rate Priority: + Symbol Rate IFBand
ity: ¥ —

.+ 5.000000 Mbaud
. 2392835 Mbps
. OPSK 45/180

Symbol Rate:
Bit Rate:
ModCod:

Do Forwarded Packets: 0 packets
Dropped Bytes: 0 bytes
Dropped Packets: 0 packets
Datal @ BBFoverIPIn =
Enable: ED
Input Interface: atal

Data2 Total BBF Inputrate:
~—* Total BBF Forwarded Frames:
Total BBF Dropped Frames:

0.000000 Mbps
0 frames
0 frames

10.5.12 Parameters in the GUI

@ cthemet @ as1 @ Txon @ RX Lock Datz () Cfgsaved (@ AutoSave | & Refresh (2 sec)

The GUI contains different types of parameter dialogue boxes to configure all parameters.

Dialogue box
Type

Example

Drop-down-list-box
Link Redundancy:
Switch Count:
Active Interface:

Mgmt Interface Link Redundancy

|hmne

Mone

Mgmitl or Mgmit2

' Mgmtl before Mgmt2
LI't_-'lgrrrtz before Mgmitl

~raa

Edit 4 DvB-S2

This pencil icon indicates that it is possible to edit the parameter.

Lock

Mode: . DVB-52

The lock icon indicates that it is not possible to edit the parameter.

Data field
| 50]

|Mbaud 8
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Dialogue box Example
Type
Check box The check box has two states.
off [
on
Table Ethernst
Link
Interfacz Enzkble MAC Address Auto Negotiation Advertised Speeds Forced Speed Link State MTU
0 Mgmt1 J 00:05:39:08:01:00 v Al NfA 1008t Full Duplex 1500
o Mgmt2 00:05:39:08:00:f L all NfA Link Dowmn 1500
€4 Mgmt Frontpanel [ 00:05:35:08:00:f= v Al Nf& Link Dewn 1500
Functional group This groups a set of parameters that belong together. The following

figure is an example of specific DVB-S2 settings (Note, this group can be
found under the modulator.)

OWB 52

Frame Type: €4 Mormal

ModCod: @ QPsK 34

Pilots: |

Dummy Pl Scrambler Mode: €4 Dvbs2 Standardized reset
Pl Scrambler Signature: 0

Reset button
(1§ Reset Counters

Open Detailed
View E

Click this icon to open the detailed view, zooming in on the parameters
of the specific block.

Delete m

Click this icon to delete a connection.

o Hovering over a parameter shows more details about it.
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10.5.13 Invalid Values

The GUI does not allow the input of invalid values. While typing a value this value is validated. The
user interface has several features that help to insert valid parameters:

*  When typing an invalid value for a parameter, the edges of the parameter field turn red and a tool
tip displays the reason why the value is invalid;

» ltis not possible to save values outside the defined ranges for the device.

The following figure shows an example of the behavior of the GUI when you try to enter an invalid
value.

P
€4 1P Address

Data Interface IF Address/Prefix Virtual IP Address/Prefix State
(000 | 0.0.0.0/24 on

@ a valid Network Address is required (x.x.%.3/m)
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10.6 How to Use the Front Panel

This section explains how the devices can be configured using the front panel.

The following figure shows the navigation buttons, indicators and connectors to the front panel.

usB Display Navigation Buttons
Interface

Soft Buttons ESC

LED Status LED Status
Indicators Indicators

10.6.1 Navigating Through the Display

The display is divided horizontally into two regions in a matrix:

-Current Location

© Scrollbar
Menu Tree
Pane Root Menu
Pane

* Root Menu Pane: displays the branches of the device;

* Menu Tree Pane: displays the current location, the sub branches and/or parameters that exist
under the selected branch or sub branch.

Newtec Proprietary V1.0

Confidentiality: Unrestricted 55/234




How to Manage the Device M6100 Broadcast Satellite Modulator R2.5

10.6.2 Front Panel Buttons Description

The following figure displays the different control buttons of the front panel.

Display Navigation Buttons

Newtec

Soft Buttons ESC

The following table describes the buttons displayed in the previous figure.

Name/Symbol Description

Arrow UP Navigate to the upper item.

Arrow DOWN Navigate to the lower item.

Arrow LEFT Fold an expanded branch or a leaf sub item.

Arrow RIGHT Unfold a collapsed branch.

OK Depending on the position it has the following function:

» Branch: Expand;
 Leaf: Open a parameter;

« Confirm a new value.

ESC * Fold an expanded branch;

» Discard a new value.

Soft Buttons + Navigate through the root menu (arrows);

» Select a main branch from the root menu.
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10.6.3 Root Menu Pane

This pane represents a list of the available branches.
It is presented at the bottom of the display in a horizontal way.

For example the following main menus:

* Device: This menu contains the device level parameters;
* Ethernet;

- 1P

¢ Modulator .

A branch is associated with one (or more) soft-button(s). This depends on the size and the position
relative to the soft buttons.

When more than one branch is available the first and last soft button are used as arrows.

Refer to the following figure:

Arrows l Arrows

To select or navigate in the root menu it is possible to do one of the following:

» Press the soft button that is associated with the required menu;

» Use these arrows (soft buttons) to navigate to the required menu and press OK (on the
navigation button).
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10.6.4 Tree Menu Pane

» The first row of the tree menu indicates the current location in the device.

o For example:
M6100 > Device> ldentification

» A selectable item in the tree menu pane is visualized with a dark background.

The following table describes the icons that are used by the tree menu pane.

Description

Indicates a branch that contains no sub branches. All parameters exist directly
under this branch.

Folded mode.

Unfolded mode.

Indicates an action. (for example: Save).

Scroll bar
Indicates that more than one line exists under this selection.

Indicates a read only parameter.

In this pane, the parameters are listed vertically.
» Navigate through this pane by using the up/down arrow of the navigation buttons;
» Unfold a branch by using the right arrow or pressing OK;

» Fold a branch by using the left arrow or pressing ESC.

Unfolded Mode

Location Branch Containing
Sub Branches

Folded Mode

Selected Menu Item

ice configuration saves

AcLions

Command Read Only
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10.6.5 Using the USB Port

It is possible to perform a software upgrade or to import a device configuration file.

For a software upgrade proceed as follows:

» Insert a USB stick (carrying a installer.bin) into the USB port;
» On the Frontpanel navigate to Actions;

» Click OK (to unfold the branch);

» Navigate to Device Configuration Import;
(The following actions are possible)

— Device Configuration Import;

— Device Software Upgrade.
» Select Device Software Upgrade;
» Select File Name: The available upgrade files are displayed;
» Click OK;

» Select Reboot to complete the software upgrade.
(Processing is displayed and then the device is rebooted).

Use the same procedure to perform a configuration import (in this case select .xml
instead of the installer.bin file.).
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10.6.6 Example: Change the Access Level
Change the access level/user profile in the front panel.

Proceed as follows:

» Select Device using the corresponding Soft button

» Navigate to Frontpanel .

» Click OK (to unfold the branch)

» Navigate to Access Level .

» Click OK

» Navigate to the access level of your choice
— Read Only
— Operator
— Expert

» Click OK

or

» Select the .Number (Soft button) corresponding to the displayed access levels.
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10.6.7 Example: Set the Output Frequency

» Select Modulator using the corresponding Soft Button;
» Navigate to Output Frequency;

» Click OK;

o New value is displayed, indicating the current position by a blinking number.

» Insert the new value using the corresponding Soft Buttons;
» Click OK;

» The new value is displayed on the front panel.

10.6.8 Example: Check the Alarms

» Select Alarms using the corresponding Soft Button;
(use the soft button arrows to navigate through the root menu.)

» Navigate to Active Alarms or Memorized Alarms;
» Click OK;

» Navigate through the tree menu to see the active or Memorized alarms.

It is possible to clear the Memorized Alarms by pressing the OK button during three
A H \ seconds.
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10.7 Command Line Interface (CLI)

This sections describes how the device can be managed using the CLI.

The commands and how they can be applied are described in the following sections.

10.7.1 How to Access the CLI

Access the CLI via an Ethernet management interface or via the craft interface by using a RS232
serial cable.

Management Interface

To access the CLI via the management interface do the following:

» Configure the IP address of the management interface using the front panel.

same range as the IP address of the managing device or that a default gateway is

o Make sure that the IP address of the M6100 Boadcast Satellite Modulator is in the
configured.

» Make an Ethernet connection between the managing device and the M6100.
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Craft Interface

To access the CLI via the craft interface do the following:
» Configure the line settings of the serial port as follows:
*  Speed 115200 baud;

+ Eight data bits;

* No parity bit;

* One stop bit.

» Make a connection between the managing device and the M6100 Boadcast Satellite Modulator.

For more information please refer to section: Craft Interface on page 26 .

Female
RS232 Cable: Male-Male
* Pin 2:Rx-D
* Pin3:Tx-D
* Pin5:GND
i
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10.7.2 Open the CLI using a Terminal Emulator

A terminal emulator is an application that can act as a client for the SSH (Secure Shell) computing
protocol and as a serial console client. In this user manual PuTTY is used as terminal emulator. Go
to the following website http.//www.putty.org/ to find the download page for PuTTY.

When opening PUTTY the following window is displayed.

% PuTTY Configuration

Categany:
= Seszion B azic: ophions for your PuT T zezzion
T L.Dglglng Specify the destination you want bo connect o
= 1 Fmina Hinzt Mame [or IP address) Part
K.epboard
Bel 10002 22
Featurez Connection bpe:
= Wwindow ) Raw (O Telnet (O Rlogn &3 55H O Senal
Appearahce :
PP . Load, zave ar delete a stored seszion
Behaviour
Tranzlation Saved Sessions
Selection
Colours 0 :
efault Settings Load
=~ Connection
Prowmy
Rlagin
+- 55H
Serial Claze window on exit;
(O Always (I Mever () Only on clean exit
About ] [ Help ] [ Open l [ Cancel

» Insert the Management IP address of the device.
By default 10.0.0.2/24.

» Click Open. The Login Screen is displayed.

# 10.0.0.2 - PuTTY
s ]
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10.7.3 Log In as Expert

o The CLlI interface can only be accessed by the expert user.

» Tologin as expert type the following:
» login as: expert
» password: expertexpert

» The following window is displayed:

£ 102537129 - PuTTY = | =

The device name is displayed between brackets.

10.7.4 Show, Help and Context Sensitive Help

These commands make it possible to request information on certain commands or parameters.

10.7.4.1 Show

The show command is used to display the different commands, branches or leaves that existin a
branch.

For Example:
[M6100] device# show
log/
diagnostics/
identification/
frontpanel/
snmp/

cli/

gui/

ftp/

datetime/
monitor/

configuration/
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reset”

softwareupgrade*

license/

or

[M6100] modulator# show

transmitctrl/

externalconvertor/

dvbcid/

equalink/

dvbs2/

mode Dvbs2

transmit on
outputfrequency 1550.000000 MHz
outputband 1Band
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10.7.4.2 Help

The help command is used to provide information on a command or parameter.

Always type help at the end.

For example:

[M6100] device # reset help
reset the device
Mandatory parameters:

* {enum}: Reset (default value = software) (possible enums are: hardware
software factory )

10.7.4.3 Context Sensitive Help "?"

This is used to provide possible completions.

When context sensitive help is used in a branch it displays all the possible commands, sub
branches, parameters and possible values.

Context sensitive help provides all possible completions when typing a command.

o The question mark (?) is not shown in the interface.
The (?) can be replaced by pressing two times the TAB key.

For example display possible parameters:

[M6100] modulator# o2
output frequency
outputband
occupiedbandwidth

outputlevel
For example display possible values:

[M6100] modulator# rolloff set ?
set RollOff
Mandatory parameters:

* {enum}: Transmit filter roll-off factor. (default value = rollofflb5) (possible
enums are: rolloff5 rolloffl0 rolloffl5 rolloff20 rolloff25 rolloff35 )
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10.7.5 Navigate Through the Branches of the Device

Use the following commands to navigate through the different branches of the device.

In this manual the commands are presented as follows:
o The input message is displayed as follows:

Command input

The return message is displayed as follows:

Command output

10.7.6 Go into a Branch

» Type in the branch name and press Enter.

For Example:
M6100] # modulator
[M6100] modulator#

10.7.7 Move Up one Level

» Type one of the following commands:
exit

or

»

For Example:

M6100] modulator# exit
[M6100] #

or

[M6100] modulator#. .
[M6100] #
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10.7.8 Return to the Main Branch

» Type one of the following commands:exitall/[CTRL-2] (key combination)

For Example:

[M6100] modulator dvbs2# exitall
[M6100] #

or

[polaris] modulator dvbs2# /
[M6100]#

or

[M6100] modulator dvbs2# [CTRL-Z]
[M6100]#
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10.7.9 Supported Key Presses in the CLI

The CLI supports the following input characters:

Directly from the keyboard

+ All printable characters; * Delete;

* Arrows; » Tab: used to perform command completion;

* Enter; « "?": used to get help on the current input
context;

» Backspace;

» Double Tab: this has the same function as
the previous command "?".
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Key Combinations

Key Combination

Description

CTRL+A Go to beginning of the line.

CTRL+B Move the cursor backwards.

CTRL+C Flush the current line ignoring the contents and start a new
line.

CTRL+D Delete to the right.

CTRL+E Move the cursor to the end of the line.

CTRL+F Move the cursor forward.

CTRL+H Delete to the left.

CTRL+K Delete from the current cursor position to the end of line.

CTRL+P Recall the previous line in history.

CTRL+M Carriage return.

CTRL+N Go to the next line in history.

CTRL+U Delete from the current cursor position to the beginning of the
line.

CTRL+S Suspend asynchronous tracing, use this to pause the
information stream.

CTRL+Q Resume asynchronous tracing, use this to resume the
information stream.

CTRL+Z Return to the main branch.
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10.7.10 Displayed Units

Some variables are by default scaled to a more readable unit.
For example:

* Symbol rate in Mbaud;

» Bitrate in Mbps;

» Frequencies in MHz.

For example:

[M6100] modulator# set outputfrequency=1550

OK

[M6100] modulator# outputfrequency get

1550 MHz

10.7.11 Get and Set Parameter Values

Use these commands to read out and set parameter values.

Get

» Type the location and the parameter name to readout the requested parameter value.
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For example:

[M6100] # device identification label get
Modulator

or

It is also possible to navigate to the parameter location and make a request.
[M6100] # mgmtint£f

[M6100] mgmtintf # mgmtgateway get
192.168.254.206

or

Request a parameter from another sub branch.
[M6100J# /modulator mode get

Dvbs2

Set
For example (change only one parameter):

[M6100] modulator# outputlevel set -15dbm

OK
For example (change multiple parameters):

[M6100] modulator# set outputlevel=-25dbm outputfrequency=1550.000000 MHz

OK
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10.7.12 Software Upgrade (CLI)

To do this use the FTP to upload the installer.bin file. Please refer to:

o Make sure that the upgrade file (installer.bin) is uploaded to your M6100.
File Transfer Protocol (FTP) on page 79 .

Before upgrading your software from R1.4 to R2.5, make sure that:

1. The latest R1.4 version is installed.

2. The license file is compatible with R2.5. (Please refer to: Import a License File on page 83 .

When the upgrade file is available use the CLI to perform the software upgrade.

» Login as expert

M6100]# device

M6100 device]# softwareupgrade filename=installer MDM6000_ x.x.bin reboot=yes
***hardware reset requested***

OK

o Make sure that to use the correct filename, the previous is just an example!

10.7.13 Dynamic Tables

The data model of the M6100 Boadcast Satellite Modulator uses a lot of tables. These tables are
used to keep related information together.

The CLI allows to display these tables. Furthermore it is possible to access and change values of a
parameter in a specific row and column, this makes the tables dynamic.

The command "showtable" displays the entire table including column headers.

The following figure shows the layout of a table in the CLI.

o Make sure that the resolution of the display is wide enough. When this is not the case

the column indication becomes unclear.
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10.7.13.1 Show Tables

Use the following command to show a table in the CLI.

"showtable"

For example:

M6100 Mgmt interface link#showtable

10.7.13.2 Change Parameters in a Table
To access or change a specific row, type its row key and enter or specify the parameter you want to
access or change.

For example:

M6100 datainterface link# showtable

M6100 datainterface link# data2 set enable=on
OK

10.7.13.3 Add a New Row to a Table

In case of empty tables, the command showtable only shows the column headers.
This indicates the different parameters that can be defined for a row in this table.

To create a new row , use the command "new".
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For example:

M6100 gsedecapsulation channels# showtable

M6100 gsedecapsulation channels# new Senegal
OK

M6100 gsedecapsulation channels# showtable

M6100 gsedecapsulation channels# senegal set enable=on

M6100 gsedecapsulation channels# senegal set isi=3

10.7.13.4 Delete a Row from a Table

Use the command "delete " to remove a row from the table.

For Example:
M6100 gsedecapsulation channels# delete senegal

OK
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10.8 SNMP

SNMPv2c is used in the device. The MIBs as supported by the device can be
downloaded from the GUI Device Tasks Pane.

M6100 >> Device Setup >> Access Control >> SNMP

SNMP (Simple Network Management Protocol) is used when the customer wants to control the
device (or a complete system) through a NMS (Network Management System).

The following parameters must be set:

» Authentication (SNMP Communities);
An SNMP community is a relationship between an SNMP managed device and a set of SNMP
managers that defines authentication, access control, and proxy characteristics. The community
must be set on the local device/managed device. The NMS must include the correct community
string in its messages in order to get or set the different parameters of the device.
Define the following communities:

— Read Only Community: This string is always sent along with each SNMP Get action. The
received string must be recognized by the managed device in order to allow or deny access
to the device.

— Read Write Community: This string must be sent along with each SNMP Set action. The
string must be recognized by the device before a parameter can be set.

* Notification.

— Set the destination IP Address where SNMP traps must be sent to. SNMP traps are
messages indicating a specific state of the device.

— Also a trap community must be configured for each trap destination.

The SNMP service is activated by default.

It is recommended to disable the SNMP service when the service is not used to
manage the device. Do this to avoid unauthorized people accessing the device.

E For more information on the use of the SNMP interface refer to the System
Integration Guide on the CD-ROM that is delivered together with the device.
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10.8.1 Consult or Download the SNMP MIBs (Management
Information Base)

The SNMP MIBs can be downloaded using the GUI interface.

» Navigate to the Tasks Pane (GUI);

» Click Documentation;

» Click SNMP MIBs.

A mibs.zip file is downloaded and stored on the default folder of the management device.

o The SNMP MIBs are also delivered on CD-ROM together with the device.
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10.9 File Transfer Protocol (FTP)

This feature is used to download or upload files and is commonly used in combination with the CLI.
For example:

* Download files: (Diagnostics reports, Log files);

» Upload files: (Config files, software upgrades, license file, Equalink pre-correction files).

Enable or disable the FTP (File Transfer Protocol) server service and the FTP account on following
location:

M6100 >> Device >> FTP

The FTP service (anonymous account) is activated by default.
o For security reasons, it is advised to disable the anonymous FTP-account.

When this is done the FTP account can be consulted with the operator and expert
user login and password.

Use an FTP client application to connect to the device.

An example of such an application is FileZilla.

£ 10.0.0.2 - FileZilla []=][E5]
Fle Edt View Transfer Server Bookmarks Help
i-|[FEgservake BN

Hast: | 10,0.0.2] | Username: |annnymous | Password: | | Part: | ‘ [ Quickcannect ]B

Cormand:  LIST
IResponse: 150 Cpening BINARY mode data connection Far File list
Response: 226 Transfer complete

3

Skatus: Directory listing successful i
Local site: ‘ Cikest_jan!, ~ | Remote site: | ! £
3 test_jan L+ =)}
2 use case Test setup
0 VALLEADD —
T WITNDTIWS 4
Filenarme ~! | Flenarne Flesize  Fletype
D. =1
El config xaml Bupload File Folder
) serManual_PE_2 (2).docx o | Edowrload File: Folder
3 ‘ ..mll.__ T 3 < ¥
247 fies and 22 directories, Total size: 995,947, |2 directories
Server/Local file Dire. .
) >
Queued files | Failed transfers Successful transfers

£ BB (ueue: empty @ @

Downloaded or uploaded files can be consulted on the "Remote Site" in the download/upload
folders.

For security reasons, in order to avoid that the device will be used as a file server,
updated files cannot be downloaded again.
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For example:

fz 10.0.0.2 - FileZilla

File Edt “iew Transfer Server Bookmarks Help
A-|[FHey ey &y I
Huost: ‘ 10.0.0.2 ‘ Username: |an0nymous | Passward: | | Part: | | [ Quickconnect ]E]
Command:  LIST e
IResponse: 150 Opening BINARY mode data connection For File lisk B |
Response: 226 Transfer complete
Status: Directary listing successFul =]
Local site: ‘ Ciitest_jan', + | Remate site: ‘ Jdownload -
23 test_jan ol NERw-
[0 use case Test setup 1= download
= WALLEADD = @ upload
7 WITRDCIWS A
Filenarme || Filename Flesize = Fletype Last modified ©
D. =
El config.xrr Elintialconfig.xml 4,442 ¥ML File 18/01/2012 12:23
N serManual_PE_2 (2).docx Slicense.ini 1,100 Configuraton Sett... 18/01/2012 12:03
FovB-52 ppt: El devicelog bt 22,385 Text Document 18/01/2012 1201
W oefering author-it.rtf v E) diagrnostics txt 199,829 Text Docurment 18/01/2012 1110
4 | b < | b
246 fles and 22 directories, Total size: 995.874.9(0|4 fles, Total size: 227,756 bytes
ServerfLocal file Cire... | Rerr
] >
Queued files | Failed transfers Successful transfers
£ EE Qleus: empty @ @
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11 General Device Settings and Actions

11.1 Access Control

Before implementing the device into a network it is recommended to consider which management
channels need to be enabled.

It is recommended to disable unused services to prevent unauthorized access to the
A device. By default SNMP, CLI and FTP are enabled.

Login as expert user and navigate to the following locations to enable or disable these settings.

M6100 >> Device >> SNMP

M6100 >> Device >> CLI

M6100 >> Device >> FTP

M6100 >> Device >> Frontpanel

Once the frontpanel is put into read-only mode it can only be changed back to
o read-write mode via one of the other available interfaces.

For example via the craft interface by using the CLI.
(This is the backdoor when the management IP address has changed and the device
is unreachable through IP connectivity).
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11.2 License File

A license file contains the information about all the features/options that are enabled or disabled on
the device.

1 ME100 : Broadeast Satellite Madulatar
2 with options
: All options enabled

aneral]

: Generator info

generated_user = "huildsystem”

generated_time = "Thu Sep 22 00:00:00 UTC 20117
generated_tool = "license_gen”

i Device info

device_name = "ME100"

device_serial = “300767197
device_options = "All options enabled”™
[Features]

configured_features = "asi, cleanchannelfiter, dvbs2, dvbsZs
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11.2.1 Import a License File

Importing a license file is done when a new functionality needs to be activated.

» Login as Expert (Refer to section: Switch User Profile on page 41);

» Navigate to the Tasks Pane;

» Navigate to Maintenance;

Device B
Logs (2]
Equalink (2]
ACM Controller (%]
Toolbox (%]

{

» Select License Upgrade;
» Browse to the folder where the new license.ini file is stored;

» Select the licence.ini file and Click Open;

» Click Upgrade;

» After the upgrade, a message is displayed that the upgrade was performed successfully;

» Verify if the new functionality is active.
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11.3 Configuration Settings

»

»

»

»

Login as Operator or Expert (Refer to section: Switch User Profile on page 41);

Navigate to the Tasks Pane ;
Click Device;
Click Configurations;

Tasks w0 Owerview Tree View

|

Device
@ Configurations ,

Configuration Templat:

[ Res=t -

DENG profiles import...

DENG profiles export Configs

Name

BBFtrial
initizlconfig ==
MDMstandalonas2
Export... MDMstandaloneS4

Load Config...

Delete Config... | 958

Mzks Boot... = T | 8

— Save.. Import...

A GRS A EFEE ELEEEE - T T TR R

From this menu it is possible to manage the configurations of the device.

Use the menu to perform the following tasks:

Save the current configuration; + Export a configuration;
Load a configuration; + Delete a configuration;
Import a configuration; + Make a configuration.bootable.

From the front panel it is possible to perform the following actions:

» Device Reset;

o  Device Configuration Load;

* Device Configuration Save.

m

M6100>>Actions
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11.3.1 Configuration File

There are two kinds of configuration sets stored on the device:
» Configuration files with device specific parameters;

» Configuration files with application specific parameters.
Device Specific Parameters

These parameters are used to set up device specific settings and they are excluded from the
imported/exported configuration files.

These parameters are automatically saved. This is done to avoid losing connectivity with the device
after loading a new configuration file or after a redundancy switch-over. The device specific
parameters are:

— Mgmt Gateway IP Address;

— Mgmt Interface IP Addresses;

— Data Interface IP Addresses (the virtual IP Addresses not included);

— Device Identification Label;

— Link Redundancy priority (None, Mgmt1 or Mgmt2, Mgmt1 before Mgmt2, ...);

— Device Redundancy state (Enable, Initial State, Operational State).

o The device specific parameters cannot be consulted or exported to an XML file.

Application Specific Parameters
These parameters are specific for the application settings.

All these settings are stored in an XML file. The following figure is an extract of such an XML file.

<?xml wersion='"1.0" standalons="yes' 7>

H<configuration>

= <Roots
= <Devices
<FrontPanel Enable="on' AiccessLevel="operator" i
= <gnmp Enshle='on">
<Authentication ReadOnlyCommunity='"publie' ReadWriteComuunity="private" />
= <Notifications>
<Destination Destination="1" Ipiddress="0.0.0.0" Type='"trap¥2'" Community="trapcom' />
<Destination Destination='"2" Ipiddress="0.0.0.0" Type='trap¥2' Community="trapcom' />
</Notifications>
</ Brmp>
<¢li Enable='"on" RemoteEnabls="on' InactivityTimesout='0" />
<zui Enable="on" />
<Ftp Enable="on" Enonymous='on" />
= <Logs>

<Local Enahle='"on" />
<Remote Enable="on" IpAddress="10.253.2.97" UdpPort="514" />
<Filter Facility="alarms' Level="info" />
<Filter Facility="configuration' Level='off" /=
<Filter Facility="system' Levsl='"info" /=
<Filter Facility='"internalerror" Level='"info' />
<Filter Facility="authentication" Level="info" />
<Filter Facility='"networking' Level="info' />
</Log#

The XML or configuration file provides the possibility to import or export the device application
specific parameters. This configuration file can be useful as a back-up file, to debug or configure the
device offline.
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Itis possible to store up to 48 different configuration files. These files can be imported and exported.

To view or download a configuration file, refer to section: Export a Configuration on page 92 .

o Configurations can be reused among devices where the same licenses are applicable.
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11.3.2 Active Configuration

The active configuration is the configuration that is currently used on the device.

When a configuration is completed, it is recommended to save this configuration onto

I. The active configuration is not necessarily a configuration that is saved on the device.
the device.

Check the LED Cfg saved in the status bar to see if the active configuration is currently saved or
not.

11.3.3 Saved Configuration

A saved configuration is a configuration that can be recalled at any time by an operator to modify the
device behavior according to pre-defined settings.

For example: perform tests or prepare a migration of the device settings.
» Navigate to the Tasks Pane (GUI) to check the available configurations;
» Click Device;

» Click Configurations. The available configurations are listed.
The active configuration is indicated in bold.

The boot configuration is a loaded on the device during a reboot. (The boot configuration is
recognized by a E[8J8]}-flag)

Configs A
MHarne -
= initialconfig S5t
® limear
® m

Save,., Irnport...
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11.3.4 Save a Configuration

When parameters are changed, they are not directly saved into the active configuration.
» Navigate to the Tasks Pane to check the available configurations;

» Click Device;

» Click Configurations;

» Click Save...

Save Config

Please give a name to the config to save. Note that choosing an existing
configuration will overwrite it.

Marne: Backup configuration v

Save Config Carcel

» Enter a Name or select a configuration using the drop down list.

Use this menu to Save the current configuration.
Saving the current configuration makes it the default configuration.

This does not mean that it becomes the boot configuration.

By default, the selected configuration is overwritten upon saving. Enter a name to
A save the configuration under a new configuration file.
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11.3.5 Auto Save Configuration
When enabled, any change made to a configuration setting is automatically saved to the active

configuration file.

» Login as expert;

» Navigate to the following location to enable this parameter.

Before enabling this parameter it is advised to make backup file. This to make
roll-back to a previous configuration possible.

Overview Tree View
= | Root Configuration
ment Interfaces Active Config State: Updated not saved
Interfaces
Auto Save Configuration:
. qqu f N —

Per

Demodulator
Calibration

=, Device
Identification
Location
OperatorIdentification
FrontPanel
SMMP

CLI

FTP

Log
DateTime
Monitor
Configuration

Redundancy

Alarms
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11.3.6 Import a Configuration

Import a configuration file that can be used as a new configuration.

»

»

»

»

»

Navigate to the Tasks Pane to check the available configurations;
Click Device;

Click Configurations;

Click Import;

Browse to the correct folder and select the correct config.xml file.

Please note that after an import of a configuration, the configuration is not loaded automatically.
This requires an additional load step, refer to Load a Configuration on page 91.

.f The configuration file must comply with the available configuration options and

activated licences on the device.

Note: If the BISS setuplD of the device is not the same as the BISS setuplD of the

o device having generated the configuration, the copy will result in corrupted BISS

parameters. (Refer to section: Basic Interoperable Scrambling System (BISS) on page 197.
If one of the setuplDs is zero, this will generate an error, unless the import/export is
done on the same device (backup function).
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11.3.7 Load a Configuration

Use this procedure to load a configuration file that is available in the configuration list.

The loaded configuration becomes the active configuration.

» Navigate to the Tasks Pane to check the available configurations;
» Click Device;

» Click Configurations;

» Click the Config Name you want to load;

» Click the following icon@ ;
» Click Load Config...

Configs x|

Narne:

Ql backup config

initial fig (e
Load Config.. INItaconmg

Export...
Delete Config...

Make Boot Save... Impart...
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11.3.8 Export a Configuration

Use this to export a configuration file.
Depending on the management interface GUI or CLI the following is done:
— GUI: the file is downloaded by the browser;

— CLI: the file is available on the FTP server.
» Navigate to the Tasks Pane;
» Click Device;

» Click Configurations;

» Click the ® in front of the Config Name you want Export;
» Click Export to export the XML file to a default folder (GUI) or to the FTP server (CLI).

Tasks | Dwarview Tree View

Davice =)

‘ m] Configurations ,

Configuration Templat:

[ Reset -

DSNG profiles import...

DSNG profiles export

Configs ¥
Marme
® BBFtrial a~
initislconfig EE5M iy
Load Config...
Export... MDMstandakoneS4

MDMstandaloneS2 ‘
|

Delete Config... | 958

m

Mzke Boct... 1 [

— Save.. Import...

The exported file can be:

» Used as a backup file;
o « Edited offline and reused on another device. In this case,
— In this case, make sure that the configured options and activated licences are
the same on both devices;

» Forwarded upon request to the support engineer for debugging technical problems.
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11.3.9 Delete a Configuration

Delete a configuration file from the device when it becomes obsolete.
» Navigate to the Tasks Pane;

» Click Device;

» Click Configurations;

» Click the Config Name you want delete;

» Click the following icon ;

» Click Delete...

. _IE\ Onrarview ” Tree View
(&m [
[ res=t .

Configs |x
;Ma'ne
¥ BBFtrial £
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11.3.10 Make a Configuration File Bootable

» Navigate to the Tasks Pane;
» Click Device;

» Click Configurations;

» Click the following icon E];

» Click the Config Name you want make the boot configuration;

Configs ¥

Marne

Q) initialconfig

Laad Corfig. . startconfig
tesk
Export...
Delete Config. ..
Make Boat. .. Save. .. Import...

» Click Make Boot to make the selected configuration the boot configuration.
— The boot configuration is indicated as s{eleaF
A boot configuration is used to set all parameters to their correct value at boot time.

This implies that the management parameters (for example redundancy settings),
Input / Output parameters are set according to the network requirements.

Once you have configured the device it is recommended to save the configuration and

make the configuration bootable.

This is mandatory in order to keep the configuration after a power interruption.

Refer to section: Save a Configuration on page 88.
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11.4 Configuration Templates

This feature is limited in this release. Basically the configuration template allows you to reload the
factory default settings.

Navigate to the following location:

» Login as Operator or Expert (Refer to section: Switch User Profile on page 41);

» Navigate to the Tasks Pane;

» Click Device;

» Click Configuration Templates;
» Click Initialonfig;

» Click Load Template.

Configuration Templates x|

MName

! o .
Lozd Template... initizloonfig
bps
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11.5 DSNG Profiles

The M6100 Boadcast Satellite Modulator has preconfigured parameters defined that can easily be
set. The preconfigurations are aligned with the DSNG profiles that are designed and proposed by the
WBU (World Broadcasting Unions) and ISOG (International Satellite Operations Group).

The profiles are designed to provide a faster acquisition in the field by minimizing the number of
parameters that both uplink and downlink operators have to agree on prior to transmission.

The profiles include:

» All parameters required for RF signal acquisition and to ensure a full lock at the MPEG-2
transport stream level;

* The support for one video and four pairs of audio.

The following figures show the difference between the amount of communications required to
establish a DSNG link:

»  Without use of the DSNG profiles about 16 different questions need to be answered.

)BTV
BIG
TELEVISION

DSNG Hi I'm Jan, the

Uplink Operator

Hi I'm Marc, the
Downlink Operator

DIGITAL NEWS
GATHERING

/\"\

¢ i Ll!)

N
[ > .
| transmit on Satellite A v What is your Symbol rate?
h! ]
A, Frequency B and N
Pol C .
I B, What modulation & FEC

P v are you running at?
< y
| 5 Mbaud | X
N Are you in DVB-DSNG or
I > DVB-527?
Ld
8PSK, 5/6 e

Yes, my IRD is locking now.
N What service number are
L y) you running at?
DVB-S2 & . x
¥ I
Good, | have a picture
t [ N now, you are running in
Service 3 ~ 4 1080iH.264 4:2;0, how
J “ 1 many audio tracks do you
/l have?
N
8 audios, all L v — I
coded in AAC-LC . Do you havel4 PIDs each
< 1 carrying 2 audio tracks or do
you have a PID per audio
'S track?
I Y
| have 4 audio pids each & 1
carrying 2 audios I
| hear all your radio tracks now,
thanks for your help Jan, bye.

With use of the DSNG profiles the amount of communication steps is reduced to about 4.
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&
S

DSNG Hi 'm Jan, the

Uplink Operator

Hi I'm Marc, the
Downlink Operator

DIGITAL NEWS
GATHERING

<
=
L

| transmit on Satellite R :r;itl‘-(zi;: Kfc;lflraﬁsr;gli
PF::)!I f(::l’i!:lil:ncy ?sgg- : A ') 1080i picture coded in

g an y 1 50

news profile N H.264 4:20:0.
Thanks for your help Jan
[ ] N 3 . .
E Please refer to Appendix - DSNG Profiles Preconfigured Settings on page 226 to get an
overview of all preconfigured parameters.

Location

Navigate to the following location to configure the correct DSNG profiles.

M6100 >> Modulator >> DSNG Profiles

For example, select News9 and Level Extended:
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overview | Tree View || [E] Modulator: Modulator-1 * Profile Name News9
Modulator: Modulator-1
PO CaTgEs e fa il “ | Level 4 Extended
Configuration Table
Mode: . DVB-52X RF Coding DVB-S2X
Stream Mode: . Single Stream
Transmit: @ x Order of Modulation 16APSK-L
Output Frequency: €4 1450.000000 MHz
Output Band: L Band FEC 13/18
Roll Off: .\ 5%
Occupied Bandwidth: 8.999550 MHz Symbol Rate (Mbaud) 8,571
Spectrum Polarity: €4 Direct Pilots Symbol Yes
Output Level: €4 -15.0 dBm
Carrier Modulation: € on Frame Length Normal
Ampl Slope Equalizer: [ ¥ ]
Rate Priority: . Symbol Rate Resulting Transport 23,967
Symbol Rate: . 8.57L000 Mbaud Rate (Mbps)
Bit Rate: . 23.899766 Mbps
Occupied Bandwidth 9
@SNG Profiles Configuration Tab-l_e> (MHZ)
Profile: ) Newso
Level: €4 Extended Roll-off Factor 1,05
DVB-52 Configuration Table
Frame Type: 2 Normal Receiver Threshold 9,70
ModCod: . 1BAPSK 13/18 (ES/NO)
Plots: 2 v CIN allocated 9,50
Dummy PL Scrambler Mode: €4 DvbS2 Standardized bandwidth
PL Scrambler Signature: o
Roll-off Signalling: €4 Standard
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11.5.1 DSNG Profiles Import

Import a configuration file that can be used as a new configuration.

» Navigate to the Tasks Pane to check the available configurations;

» Click Device;

» Click DSNG profiles import...;

» Browse to the correct folder and select the correct DSNG config.xml file;

» Click Update.

Please note that after an import of a DSNG profile, the configuration is not loaded automatically.
This requires an additional step, refer to Save a Configuration on page 88 .

The configuration file must comply with the available configuration options and
A activated licences on the device.

11.5.2 DSNG Profiles Export

Use this to export a configuration file.

Depending on the management interface GUI or CLI the following is done:
— GUI: the file is downloaded by the browser;
— CLI: the file is available on the FTP server.

» Navigate to the Tasks Pane;

» Click Device;

» Click DSNG profiles export the current configuration file is saved to a default folder (GUI) or to
the FTP server (CLI).
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11.6 Software Upgrade

A software upgrade is needed in two cases:
» To provide bug fixes and/or software enhancements;
* To activate a new functionality in the device.

The upgrade procedure is explained on the next page.

This activation/upgrade can require a license update as well. Refer to section:
Licence File on page 82 .

software release is available. For more information on the Care Pack please refer to

Depending on the ordered Care Pack the customer will be informed when a new
section: Care Packs .

11.6.1 Software Upgrade Procedure

Before upgrading your software from R1.4 to R2.5, make sure that:

1. The latest R1.4 software version is installed;

2. The license file is compatible with R2.5, (refer to section: Import a License File on page 83)

Use the applicable software upgrade file (installer.bin).

Proceed as follows to perform a software upgrade:
» Login as operator or expert;

» Navigate to the Tasks Pane;

» Click Maintenance;

» Click Software Upgrade....

The following window opens:
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Open P

Laok in: ‘ 1) My Documents vl o F |
b GiDownioads
My Recent
Documents
7[,
Desktop
My Documents
1 2l s
My Caomputer
File name: ‘ 3 | l o ]
- Files of type | sl bestanden v [t ]
My Metwark, [ Open as read-only

» Browse to the folder where the "installer.bin file" is stored;

» Select the file and click Open.
The following message is displayed:

Software Upgrade:

o This operation will reboot your device!
Are you sure, you want to upgrade the device firmware with the content of

"installer.bin"?

» Click Upgrade.
Refresh the browser after about 40 seconds.

section:Software Upgrade (CLI) on page 74 .

To perform a software upgrade using the CLI please refer to
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11.7 Device ldentification

M6100 >Device >> Identification

This menu provides an overview of the general device identification. Use this part to:
» Enter alogical device label for easy recognition of the device in a system setup;
* Look up the following:

— Label;

— Serial number;

— Unique ID;

— Product;

— Type ID;

— Device Description;

— Type ID;

— Hardware Revision;

— Software ID;

— Software Version;

— Device options (displays the sales code and the code description)
This displays the current options of the device.

11.8 Logging

M6100 >Device Setup >> Logging

Enable or disable logging.
Logging can be performed on the following levels:

» Local device logging;
Log files can be exported or cleared, refer to Export or Clear Logging on page 104.

* Remote logging using a remote syslog server. Syslog is a standardized mechanism for logging in
computer systems.

Syslog Server

When remote logging is enabled and a remote IP address is inserted all logging information is
forwarded to this address. The logging messages are packed in UDP (User Datagram Protocol) and
sent to a specific UDP port (514 according to the syslog standard).
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11.8.1 Syslog Filter

It is possible to assign up to nine different log levels to the following facilities.

Facility Log Description

Alarms An alarm is detected on the device.
Configuration Configuration changes on the device.
System System changes on the device.

Internal error An internal error is detected on the device.
Authentication User logged in.

Networking Everything related to network interfaces.

Facility Overview of the Log File

The default log level is hard coded. The lower the filter level, the more entries appear
in the log file which may adversely impact the performance of the device.

Level Description

Emergency The system is unusable.

Alert Action must be taken immediately.
Error Critical conditions.

Warn Normal but significant condition.
Notice Notification messages.

Info Informational messages.

Debug Debug level messages.

Trace Debug level messages.

Off No logging is performed.
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11.8.2 Export or Clear Logging

» Navigate to the Tasks Pane;

» Click Logs;

Tasks «

*»

Device

£

Logs

U Device Log ¥

u Clear Device Log

» Click Device Log.
Use this menu to View or Download the local board logging file.
*  When a view is requested, the log file is opened in a separate browser.

*  When a download is requested, a text file is downloaded.

*  When a Clear Device Log is requested, the logging information is removed.

A new log file is started. This can be useful to perform debugging.

11.8.3 Interpretation of a Device Log File

A standard log file looks as follows:

[configuration-INFO][2012-12-16 10:27:53] writeValue
/Root/SystemAlarm/Log/Source=Generallnterface

[alarms-INFO][2012-12-16 10:27:54] alarm General Interface: OFF

Facility Log Level Time Extra information about the action taken
Stamp
[configuratio - INFQ] [2012-12-16 writeValue
n 10:27:53] /Root/SystemAlarm/Log/Source=Generallnte
rface
[alarms -INFO] [2012-12-16 alarm General Interface: OFF
10:27:54]
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11.9 Diagnostics Report

Use this to get an overview of the complete configuration and get debugging information of the
device. This report can be requested by the Customer Service department to perform debugging on
the device. In case of technical problems, it is advised to let the Customer Service department
analyze this report.

The document can be viewed using the GUI or downloaded as a text file.

Proceed as follows:

»

»

»

»

Navigate to the Tasks Pane;

Click Toolbox;

Click Diagnostic Report;

Select one of the following,

View: opens the report in a separate browser window;

Download: Downloads a diagnostics.txt file;

Download (Debug): This downloads an encrypted diagnostics report file and is only for use

by our the Customer Service department.

The following figure is an extract of a diagnostics report:

TR e 2 o F i o =
2 i DIAGNOSTICS REPORT date="Z000-07-Z22 0Z:31:37"
G et + et + £ T+t T+t
&
L
&
7 = X * X * X X X
g = Build info
a9 = X * X * X X X
10 <?xml wersion="1.0" standalone="wyes"7=
12 “BuildInfo Buildtype="IMT" Release=" DeyNr 1.0.0" Timestamp="Z012100314ZZE0" Node="T7E63B2" /=
12 0K
13
14
15 ** % + % + % ++ ++
16 . FPGL info
17 ** % + % + % ++ ++
1z TersionPonWbdl: nte&4EZ3, 1.F, EZ0-0%-Z01Z,17:43
132
Z0
140
141  rEEEEE £ + £ £ £ TEEEEE
142 ol Current volatile conficuration
143 EEEEET £ + £ £ £ TEEEEE
144 =?xm]l wersion="1l.0" standalone="yes" &
145 =ZConfiguration®
146 <Rootx
147 =“Devicex
l4g <Identification Lahel="Device Name and Humber » ;-
143 <FrontPanel Enable="on" Accesslewvel="operator" /=
L58 <Snmp Enable="on"x
LEL =huthentication ReadinlyCommunity="public" PReadWlriteCommunity="private" />
1EE =Notifications>
152 <Destination Destination="1" Ipliddress="0.0.0.0" Type="trapVi" Community="trapcom" /=
154 <Destination Destination="Z" Iplhddress="0.0.0.0" Type="trapVi" Community="trapcom" s>
15E </Hotificationss
R = EBnmp =
L <Cli Enable="on" RemoteEnable="on" InactivityTimeouc="&£00" s>
1E8 “Gui Enable="on" f=
LES <Ftp Enable="on" Anonymous="on" ;=
1&0 “Log=
lsl <Local Enable="on" /=
1lez “Remote Enable="off" Iplddress="0.0.0.0" TdpPort="L514" />
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11.10 Date and Time

M6100 >> Device Setup >> Date and Time

Navigate to this location to set or check the device date and time.

NTP (Network Time Protocol)

M6100 >> Device Setup >> NTP

By default, NTP is disabled.

The NTP protocol is used to synchronize the clocks of different devices over a network. Itis based
on the principle of having all machines get as close as possible to the correct UTC time (Coordinated
Universal Time).

Enter the different NTP peer IP Addresses to which must be synchronized.
The M6100 Boadcast Satellite Modulator acts as a client and periodically queries the server for a
precise UTC time reference.

Itis possible to enter up to four NTP peer IP addresses.

It is recommended to enter more than one NTP peer IP Address to increase the
reliability of the network synchronization.
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NTP Peer Server

AN
For example: GPS

AN

g Y

IP Add 1 IP Add 2 IP Address 3 IP Address 4
NTP Peer Servers ress \ ress/ / /

o

N

hY
( IP Network

i

NTP peer IP Address 1

NTP peer IP Address 1
NTP peer IP Address 2 NTP peer IP Address 2
NTP peer IP Address 3 NTP peer IP Address 3
NTP peer IP Address 4

NTP peer IP Address 4

When the NTP peer addresses are inserted, time and date of the M6100 are updated with the
received information as soon as the M6100 can connect to one of the NTP peer servers.
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11.11 Device Monitoring

M6100 >> Device Setup >>Monitor

The following device level parameters are monitored.
¢ Temperature;

» Board Power supply;

* CPU (Central Processor Unit) load;

* Memory usage;

¢ Uptime.

11.12 Reset the Device

The device can be reset when needed.

» Navigate to the Tasks Pane;

» Click Device;

» Click Reset.

Different reset types are possible:

* Hardware: Resets the software and the hardware (=reboot);
+ Software: Resets the software;

» Configs: Resets the application specific parameters.
For connectivity reasons, the device specific parameters are excluded from this reset. For more
information please refer to section: Configuration File on page 85 .

Factory: Resets all parameters to their default values.
This action is only possible via the CLI interface.
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11.13 Alarm Handling

Alarm handling allows you to configure and manage the behavior of the different alarms in the
device.
Meaning that it is possible to

* mask (hide) alarms;
» assign alarms to a general interface or general device alarm.

Navigate to the following location to perform alarm handling.

M6100 >> Device >> Alarms

List of Alarms

For a comprehensive list of alarms, refer to Alarm List on page 213 .

o This function is available via the GUI, CLI and SNMP but not through the front panel:
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11.13.1 Alarm Masking

You can mask individually selected alarms. This means that you can hide alarms.

Alarm Handling

{4 Configuration

Alarm name Alarm Mask General Interface | General Device
€4 Temperature X * o
€4 Invalid License S S W/
€4 Upgrade Failure * * W
€4 BootConfigFal..

Configuration > Editing "Eth Data2 Link Failure”

€4 Frontpanel Inte.. X
€4 Fan Failure S
€J EthDats Gener.. X Alarm Mask:
4 EthDatallinkF.. X General Interface: [
€ EthData2linkF.. x General Device: [
€ EthDataltfFal.. x
€4 EthMgmtllink ..
€4 EthMgmt2link .. X
w

Update Cancel
Eth MgmtItFFai. Bea db Shes

Be careful when configuring this, as a masked alarm is not recognized anymore by the M6100.

Alarm masking can also impact device redundancy, this because the alarm is not propagated
into a general device or a general interface alarm.

>

For more information please refer to section: Alarm Configuration on page 111 .

Example on the behavior of a masked alarm.

Eth Data2 Link Failure: Alarm Mask = Off

1. No active alarms are present (normal behavior of the M6100);

2. The Ethernet cable of Eth Data2 is removed;

3. The Eth Data2 Link Failure alarm is raised.
— On the front panel the active alarm LED lights up according to the alarm that is present;
— On the overview page of the GUI the Data2 arrow turns red;

— The Alarm Pane shows the following:
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overview | TreeView | [E] Data Interfaces Alarms »
Data Interfaces Filter: | Active ~ | [ Clear Counters
Ethernet
Description Count
€4 Link
Q) Eth Dats2 Link Failure 1
Interface Enable MAC Address Auto Negotiztion | Advertised Speeds | Forced Speed Link State MU
€ Datal L 00:06:39:08:15... Al 10008t Ful Dupl... 1500
4 Data2 x 00:06:33:08:15... W Al Link Down 3200

Eth Data2 Link Failure: Alarm Mask = On
1. No active alarms are present;
2. The Ethernet cable of Eth Data2 is removed;

3. The "Eth Data2 Link Failure" alarm is masked so no alarms are triggered!

Data Interfaces
Ethernet
(4 Link
Interface Enable MAC Address Auto Negotiation | Advertised Speeds | Forced Speed Link State MTU
L Datal v 00:06:39:08:15... All 1000Bt Full Dupl... 1500
€4 Data2 v 00:06:39:08:15... W All Link Down 9200

11.13.2 Alarm Configuration

The alarm configuration provides the flexibility to define per Alarm, whether or not the alarm is
linked to a General Interface and/or General Device alarm.

This way the customer is able to define whether or not this specific alarm triggers a redundancy
switch over as the redundancy system bases a switch over on one of these two alarms.

Be careful when changing the alarm configuration, as the general interface and general device
alarms, are there to protect your device in critical situations.

For example, the "Temperature alarm", by default generates a general device alarm. The
general device alarm switches off the main functional blocks of the M6100, to reduce the CPU
load of the device.

In case the default setting is overruled and the general device alarm is not triggered, the device
can become overheated.

The alarms are still recognized by the M6100 meaning that the alarm is displayed in the alarm pane
and that the related functional block/arrow in the GUI changes color (turn red). On the front panel
the active alarm LED lights up according to the alarm that is present.

For example:

TS 1_3Pat Error Alarm must generate a General Interface alarm. (because this could be a reason
that a switch to a redundant device is necessary).

Alarms

ASI IN Mo Input Signal off On off G~

ASI IN Invalid TS Bit Rate Off off off

ASI IN No Input Signal ASIL  OF off off

ASI IN No Input Signal ASIZ  OFF Off Off

ASI IN Mo Input Diata off Omn off

Ref Clack Mo Lack off Off Ooff

TS 1 1TS sync los off off off

TS 1 2 Sync byte amor Off Off Off E

TS 1_3 Pst_smor Off 4 On W Off LF
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When a PAT error is present, the general interface alarm is also triggered and displayed in the
alarms pane.

The following figure shows the alarms pane.

Alarms »
Filtzr: | Active v | [ Clear Coul
Dresscription Countt
a General Interface 3
€) 75 1.2 Pat_smor 1
Details ¥
State: Active
History
Crocurences: 3
Last Activation:  wrijdag 19 juli 2013
9:02:32
Last Clear: vrijdag 19 juli 2013
Ti3e22

We want that the "Eth. Mgmt Itf Link Failure" alarm triggers a General Interface Alarm.
(The reason could be that this alarm must trigger a switchover to a redundant device).

Note that a "Mgmt Itf Failure" by default does not trigger the alarm switches. To change this behavior
you have to assign the "Mgmt Itf Failure" alarm to a General Interface or General Device alarm.
(Whether to choose the General Interface or General Device alarm depends on the configuration of
the USS (Universal Redundancy Switch).

The following figure shows the configuration of the "Eth Mgmt Itf Failure" alarm.

Alarms
€4 configuration =
Alrm name Alarm Mask General Interface  General Device
Eth Data2 Link Failure o
Eth Mgmt2 Link Failure oy o o
[l [l

Eth Mamt Fp Link Failure %

Update Cancel
Eth Datal Half Duplex @ 5 —
Eth Dataz Half Duplex

MLl LI 1w L prd L gl P w

The next time when the Eth Mgmt Itf Failure alarm is present, a General Interface alarm is triggered.

The following figure shows the alarms pane.
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Alarms »

Filter: | Active v | [ Clear Countei

Description Count

€) General Interface 1

) Eth Mgmt Iif Failure l

11.13.3 Clear Alarm Counters

Alarm counters as presented in the Alarms Pane on page 49 of the GUI and can be cleared all at
once.

Alarms e
Filter: | Active ~ Eclear Counter

Description Count

0 General Interface

o Eth Mgmt Itf Failure
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11.14 Reference Clock

M6100 >> Ref Clock

Configure the reference clock.
This reference signal for an outdoor BUC can be multiplexed on the L-band Tx interface.

A reference clock can be generated internally (default) or slave on an external source.

The internal reference clock is 10MHz.
The clock reference has the following specifications:

10MHz Ref Specifications

Internal clock reference Stability + 2000 ppb over 0 to 70°C
Ageing = 1000 ppb/year

Very High Stability (optional) Stability +2x10e-9 over 0°C to 65°C
Ageing: + 0.5 ppb/day
+ 500 ppb/10 year

When an external source is selected, the following frequencies can be inserted.
1MHz, 2MHz, 5MHz, 10MHz or 20MHz.

Select the external clock reference for synchronization with other devices to have a higher stability
than the internal default stability.
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11.15 Device Redundancy

Redundancy is very important as a single failure of the M6100 affects many services at the same
time.

Reliable operation of the M6100 in a satellite network is of key importance. The M6100 works
seamlessly together with the Newtec AZ202/AZ212 redundancy switches to provide best-in-class

system uptime.

]
Refer to the user manual of the AZ202/AZ212 Universal Switching System.

The following figures shows a 1+1 protection scheme built up with the AZ202 switch, one in normal
operation and one in redundant operation.

Normal Operation

Dataitraffic

Router e S
Data Traffic % gmt .
1
i :
1 1
! }

IP Pprtinactive  Stand-by

L-band interface

MGMT
Device
- GU
- Cu
- SNMP

Mgmt
Router

Redundant Operation

IP 1 Port Inactive
Dataitraffic .“*‘ :
Router i
Data Traffic % gmt .
P2 Stand-by

gq—l 4 mgmt

L-band interface

B — ESEaSs D"oEnazan
— E hew OEEOBEODEO

Mgmt
Router

Newtec Proprietary V1.0

Confidentiality: Unrestricted 115/234




General Device Settings and Actions M6100 Broadcast Satellite Modulator R2.5

To Enable or Disable device redundancy go to the following location:

M6100 >> Device >> Redundancy

o By default, device redundancy is disabled.

Initial Redundancy State:

» Standby (default value): This means when the device starts up and redundancy is enabled, the
initial state of the redundancy is standby. Typically:

— The modulator output is disabled;
— No IP Address on the data interface.

¢ Active.
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12 Data Interfaces

12.1 Data Ethernet Interfaces

The data interfaces can be configured on the following location:

M6100 >> Data Interface >> Ethernet

» Data1 (This port is the top port on the back panel indicated as data1);
» Data2 (This port is the bottom port on the back panel indicated as data2);

negation must be on. To enable link redundancy, refer to section:

o When link redundancy is needed, Data1 and Data2 must be enabled and auto
Data Ethernet Link Redundancy on page 120.

Per interface, the following information is displayed.

 Defaultinterface name; (read only) » Advertised Speeds;
» Enabled (On/Off); » Forced Speed;
* MAC address; * Link State.
 Auto Negotiation (On/Off); * MTU (Maximum Transmission Unit)
Range: 68 - 9582
Statistics

M6100 >> Data Interface >> Statistics

This provides an overview of the traffic that is passing over the different Ethernet ports.

The following statistics are displayed:

* Input Bytes; + Output Bytes

* Input Packets; + Output Packets;
* Input Dropped;  Output Dropped;
* Input Errors; * Output Errors.

Newtec Proprietary V1.0

Confidentiality: Unrestricted 117/234




Data Interfaces M6100 Broadcast Satellite Modulator R2.5

12.2 Data IP Connectivity

The following figure is an example of a setup:

0.0.1.1/24 M| patat 1P: 10.0.1.2024 1 i

e : : l[:g Dataz IP: = S,-:I; cne Ethernetport activeat a

Use a network drawing to define the data input interfaces:

Make sure that the source device and the M6100 belong to the same IP range or the content is
routed to the correct Data IP address.

M6100 >> Data Interface >> IP Address

By default, the data IP addresses are 0.0.0.0/24:

» Data Gateway: This is the access point for the data port of the device;
» Data1 (Physical Ethernet interface);

» Data2 (Physical Ethernet interface);

» Data (This IP address is used to perform link redundancy, effectively combining Data1 and Data2
into one new interface).
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12.2.1 Virtual IP Address

Use virtual IP addresses when working with device redundancy and a USS (Newtec's Universal
Switching System).

The virtual IP addresses are configured on the main device. These are automatically synchronized to
the stand-by (spare) device. The moment the main device goes into alarm the stand-by device

inherits the IP address of the main modem. A gratuitous ARP (Address Resolution Protocol) Reply is
sent to the Ethernet switch in order to update it's MAC table and reroute the traffic to the correct port.

ey ain
D= DCata Bond
Wiriual P Address
% 1002224
: — active
E
N
A
Grauious ARP
= s Stand-by
b —
RN e R
Data? Data Bond
Wirkal P Address
- 1002224
disabled

M6100 >> Data Interface >> IP Address

Newtec Proprietary V1.0

Confidentiality: Unrestricted 119/234




Data Interfaces M6100 Broadcast Satellite Modulator R2.5

12.3 Data Ethernet Link Redundancy

Itis possible to enable link redundancy (also known as bonding) on the management and data
Ethernet interfaces. Link redundancy is used to eliminate downtime as much as possible in the
system setup. This to increase the reliability of the system.

When Ethernet interface redundancy is enabled, two interfaces behave as one virtual interface (bond
interface): only one of the two physical interfaces is active at a time. When the link state of the active
interface goes down (physically broken connection), the other interface takes over the operation.

Refer to the following figure:

Link Redundancy

* Datal or Data2 (Redundant)

* Datal before Data2 (Redundant)

* Data2 before Datal (Redundant) —
* Datal (Non-redundant) ’ Dataintf?2
* Data2 (Non-redundant)

Dataintf 1

Cafa bond

Data Input
Interfaces

}‘

e

M6100 >> Data Interface >> Link Redundancy

Link Redundancy

Link Redundancy: None v %}
Switch Count: MNone
Active Interface: Datal or Data2 (redundant)

Datal before Data2 (redundant)
Data2 before Datal (redundant)
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Options Descriptions

Data1 or Data2 (Redundant) The bonding interface is active.
There is no preference in priority between the two available
interfaces.

Data1 before Data2 The bonding interface is active.

(Redundant)

Interface Data1 has priority over interface Data2. This
means that when Data1 is available, this will be the active
interface.

Data2 before Data1 The bonding interface is active.

(Redundant) Interface Data2 has priority over interface Data1. This

means that when Data2 is available, this will be the active
interface.

Normally Ethernet Link Redundancy has priority to device redundancy.

o There is one exception to this rule:

In case the alarm TSolP No Input Data is triggered a switch over to the redundant
device is performed instead of to the redundant Ethernet Link.

To configure the bond interface, refer to section: Data IP Connectivity on page 118.

To have bonding working properly make sure to configure the switch/router in such a
o way that the spanning tree is not blocking the fast switchover between ports.

In a typical Cisco switch configured using rapid spanning tree this is achieved by
setting the ports in PortFast mode.
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12.4 ASI Input

Configure the ASI input interfaces on following location.

M6100 >> ASI Input >> Input Selection

The two ASI inputs make it possible to create a link redundant interface input.

Selection Description

None The ASI inputis disabled and incoming traffic is discarded.

ASI1 Enables the ASI1 input, traffic is inserted on this interface.

ASI2 Enables the ASI2 input, traffic is inserted on this interface.

ASI1 or ASI2 When a valid ASI signal is detected, the active input remains selected.

When no valid ASI signal is detected a switch is performed towards the
other ASI interface. No switchback is performed when the problem on the
original interface is resolved.

ASI1 before When a valid ASI signal is detected on ASI1, this input remains selected.

ASI2 When no valid ASI signal is detected on ASI1, a switch is performed towards

the ASI2 interface.
A switchback is performed when the problem on the ASI1 input is resolved.

PRBS Activate the internal PRBS (Pseudo Random Bit Sequence) generator.

generator This option is selected to perform basic tests on the device or network.

For more information please refer to section: PRBS Generator on page 180 .

12.4.1 In-line Splitter

Use this parameter to compensate for an attenuation that is present due to the use of an external
passive splitter. It is possible to compensate for 3dB or 6dB attenuation.

Input
ASI-1
TS '_I_" r "'.'B
A
External G EM_ s =gy | e ee——
Splitter Input 3d8 or GdB
3dB or 648 A pl Compensation for
attenuation 512 the attenuation caused
Dy the splitter.

When a passive splitter is used and this compensation is not enabled, the incoming signal might be
degraded too much so that a correct modulation cannot be guaranteed.
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12.4.2 Input Framing

Configure the input framing type.

M6100> ASI Input > Input Framing

The incoming packets can be:
» TS188 (transport stream with 188-byte packets);
* TS204 (transport stream with 204-byte packets, 188 bytes with 16 bytes for error correction).

The 16 bytes for error correction (overhead) are removed before the actual
A modulation takes place.

When the incoming packets are not corresponding to the configured framing type, the following
alarm is generated: ASI IN No Input Signal ASI1.
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12.5 ASI Output

The ASI outputs can be used to perform monitoring on incoming signals.
The ASI outputs are loop through on BNC (F) - 75 ohms (coax).

M6100 >>ASI Output >> Signal Selection

The ASI outputs can be used to bring out one of the following input selections:

* Modulator Input, this is the signal output from the TS MUX block.
This way the signal can be monitored when extra processing (such as rate adaptation) has been
performed.

Active ASI input;

Inactive ASI input;

PRBS generated signal, we also refer to section: PRBS Generator on page 180.

The output selection defines where the signal will be available.

M6100>ASI Output >> Output Selection

The signal can be made available on the ASI3, ASI4 or on both ASI3 and ASI4 interfaces.

PRBS can be activated from the following locations:

o M6100 >> ASI Input
M6100 >> ASI Output

Also refer to section: PRBS Generator on page 180.
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12.6 TS over IP

12.6.1 Why TS over IP

Transport stream over IP is a solution that is introduced to reduce costs and create more flexibility for
teleports and network operators. Using Ethernet interfaces provide the flexibility of sending media
files over the Internet towards the modulator.

12.6.2 IP Network Issues

Transporting time critical media files in TS over IP networks also implies the following main
challenges:

* Timing (packet order);
* Packet loss;

» Traffic jitter;

* Latency.

These challenges are solved as much as possible by using a certain TS encapsulation protocol and
setting the maximum traffic jitter and maximum buffer delay of the device.

12.6.3 TS Encapsulation into an IP Packet

Before the transport streams are sent over an IP network they must be packed into an IP packet.
The Maximum Transmission Unit (MTU) of an IP packet is set to 1500 bytes. This is done because
most TS streams pass over an Ethernet network. The limitation of the IP packet is set to avoid IP
fragmentation in the system setup.The MTU (1500) for the IP packet limits the number of TS
packets (188 bytes) that can be packed into the IP packet.

The limitation is 1500/188 bytes= maximums seven TS packets.

The following picture shows the maximum amount of TS packets packed into one IP packet.

The device automatically detects the amount of TS packets that are encapsulated in
an IP packet.

IF Header

IP Packet
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12.6.4 TS over IP Settings

The incoming traffic on the Ethernet interface of the modulator are IP packets with Transport
Streams included. The IP information must be removed to recover the original transport stream. Do
this by setting the parameters of the TsolP so thatit is in line with the encoder/video multiplexer
settings:

» Encapsulation Protocol;
* |P Address Type;
» Traffic Profile.

The following figure shows the IP traffic flow through a network system setup.

([ ]| /‘/_f N ane M6100
- _.<'g>< - Rl SR

h 4

Newtec Proprietary V1.0

Confidentiality: Unrestricted 126/234




Data Interfaces M6100 Broadcast Satellite Modulator R2.5

12.6.5 TS over IP Input Interface

Configure the TsolP inputinterface.

M6100> TS over IP >> Input Interface

The two data Ethernet inputs make it possible to create a redundant interface input. For more
information pleaser refer to Data Ethernet Link Redundancy on page 120 .

The following table describes the possible input selection options.

Selection Description

None No input selection, the functional block is not active.

Data 1 The data arriving on the Data 1 input interface is inserted into the device.

Data 2 The data arriving on the Data 2 input interface is inserted into the device.

Data Bond The data arriving on the Data 1 or Data 2 input interface is inserted into the
device.

The bond interface is used to create the link redundancy.

Only one link is active at a time.

Any Data Data arriving on the Data 1 or Data 2 input interface is inserted into the
device. The difference with data bond is that both links are active at the
same time.

Source redundancy is always applied on TS over IP. Refer to section:
o Source Redundancy on page 137 .

This implies that all packets coming from one source are accepted. When using Any
Data and the multicast traffic from the same source is present on Data1 and Data2,
this data will be aggregated resulting in a corrupt Transport Stream.
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12.6.6 TS Encapsulation Protocol

M6100> TS over IP >> TS Encap Protocol

To transport these time critical media files over IP networks it is possible one of the following
protocols can be used.

* UDP (User Datagram Protocol);
* RTP (Real Time Protocol);
* RTP FEC (Real Time Protocol with Forward Error Correction).

The used protocol depends on the situation.

The following sections explain:
» The different protocols;

*  When to use a certain protocol.

12.6.6.1 UDP

The User Datagram Protocol is used to send data (MPEG Transport Streams) from a source
(encoder) to the modulator over an IP network. The protocol does not require to setup special
transmission channels or data paths. UDP provides an unreliable service and it is possible that
packets arrive out of order, are duplicated or are lost without notice. This means that UDP can only
be used in simple IP networks where no jitter, packet loss or packet reordering is expected.

For example in a DSNG truck where two encoders are connected to two Modulators via a simple
Ethernet switch. See the following figure:

e - .
I |
e e 3

The TS packets are packed into IP packets with only a UDP header. This is displayed in the
following figure:

IP Header

IP Packet
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12.6.6.2 RTP

The Real-time Transport Protocol is used to send MPEG Transport Stream packets from a source
(encoder) to the modulator over an IP network. This protocol is based on UDP but it uses extra
header information such as sequence numbers and timestamps. This is inserted to deal with
packets that arrive out of order and to store the payload information. The RTP protocol is used when
networks become more complex.

1]
The Real Time Protocol is defined in the standard RFC3550.

aoe 28
== " RTP: Deals with:

A + Packet reordenng
Jitter This by looking at the timestamps.

Packet ordering

v
v

When sending TS over IP, the TS packets must be packed into IP packets. The packing of TS
packets into one IP packet is restricted to a maximum of seven TS packets. This is displayed in the
following figure.

=
@
=
@
@
I
=

IP Packet

RTP is restricted in using consecutive packets that are used to generate the error correcting
packets. This limits the burst correction efficiency. This is why RTP FEC is developed.
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12.6.6.3 RTP FEC

This is the standard RTP protocol but it adds the possibility to insert non-consecutive packets.
These non-consecutive packets are used to generate FEC (Forward Error Correction). This FEC
information of a certain TS is inserted periodically in a parallel UDP port.

This mechanism is standardized by SMPTE.org in the standards SMPTE 2022 of

which the M6100 Broadcast Satellite Modulator supports SMPTE 2022-1 and SMPTE
o 2022-2. These standards support only the protection of CBR (Constant Bit Rate) TS

streams. The standards for VBR (Variable Bit Rate) TS streams are not supported.

* SMPTE-2022 used to be known by the name Pro-MPEG COP#3.

a0 - . o
. \e\ J RTP FEC deals with: ang

+ Jitter

« Packet reordenng

+ Packet loss

* Bursts

This by looking at the timestamps
andthe FEC packets.

Jitter
Packet ordering
Packet Loss
Bursts

ﬁv
v

The insertion of SMPTE-2022 FEC packets is based on a two dimensional XOR (exclusive or)
algorithm.
The size of the matrix (refer to the following figure) is defined by two parameters L and D.

* L = the period or space between the non-consecutive packets or the amount of columns in the
matrix;

¢ D = defines the amount of rows in the matrix.
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Ty

When the transport streams are aligned in the matrix the XOR function is applied to compute the
FEC packets per column and row.

The FEC packets that are calculated in the columns deal with consecutive burst packet loss and this
up to L packets. This FEC is used for correcting packet burst errors and random errors.

The FEC packets that are calculated in the rows deal with non-consecutive packet loss. It corrects
single packet loss within a row of TS packets. This is used to correct random packet errors.

The combination of two dimensions (FEC streams) is used to realise a higher
performance/correction capability then one single FEC stream.

The FEC streams must be transported separately on different UDP ports. The following matrix

provides an overview of the transmission of the following:

» TS packets are transported on port n;

* The FEC column packets are transmitted on port n+2;

* The FEC row packets are transmitted on port n+4.
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The M6100 Broadcast Satellite Modulator has all hardware on board to support L(column) and D
(Row FEC) up to 20 where L*D<=100.

The M6100 Broadcast Satellite Modulator is able to detect the FEC packets automatically. These
FEC packets are used to reconstruct the original transmitted transport stream.

The M6100 Broadcast Satellite Modulator corrects the errors but also removes the FEC overhead
prior to transmission.

The error count and number of corrected errors are reported, the operator can use this information to
monitor the link quality between video head-end and modulator.

These monitoring parameters can be located under.

M6100 Boadcast Satellite Modulator>TS over IP >> Monitor

Parameter Description
RTP FEC Scheme Displays the currently used RTP-FEC Scheme.
RTP In Count Displays the number of received RTP packets.

RTP Column FEC In Displays the number of received RTP column FEC packets.
Count

RTP C Row FEC In Displays the number of received RTP row FEC packets.
Count
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12.6.6.4 IP Address Type

Define whether unicast or multicast is used for TS over IP reception.

M6100>TS over IP >> Monitor

When unicast is used the device listens to the IP address of the input selection, being one of the
following:

¢« Data 1;
¢« Data 2;
« Data Bond.

When multicast is used a specific multicast address must be defined.
This is the IP address where the different devices in the multicast group have to listen to.

IP Multicast uses a reserved range of IP addresses (from 224.0.0.0 to 239.255.255.255). The IGMP
(Internet Group Management Protocol) is used as communication and coordination protocol between
source and recipients.

With IGMPv3 a source address can be detected so that traffic from this source only is selected.

o To configure an IP Address, refer to Data IP Connectivity on page 118.

IGMPv2 and IGMPv3 (standards) are supported by the M6100 Satellite Broadcast
Modulator.
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12.6.7 Traffic Profile

In the M6100 Broadcast Satellite Modulator the traffic profile must comply with the profile used in the
encoder/video multiplexer. This is needed to ensure that the M6100 Broadcast Satellite Modulator
recognizes the traffic.

12.6.7.1 VBR (Variable Bit Rate)

This is the property of a transport stream, where the packet rate is varying over time. It means that
when the compressed data contains less information, less packets are sent. In other words, the
number of packets in two time intervals of the same duration is variable.

*  When the VBR profile is selected, it is not possible to slave the baud rate of the
o modulator onto the received TS rate.

» The jitter specifications are not applicable and traffic is taken in at best effort rate.
This means when too much packets are received data is discarded.

12.6.7.2 CBR (Constant Bit Rate)

M6100> TS over IP >> Traffic Profile

This is the property of a transport stream where the packet rate is constant over time, in other words
there are always the same number of packets in two time intervals of the same duration. CBR
streams are often used for transmission of multiplexes or programs over communications channels
of fixed bandwidth.

Note that the CBR is on TS level and not on IP level. This means that on IP level jitter
can be added but it does not impact the TS rate that stays constant.

In CBR mode, the baud rate of the modulator is slaved onto the received TS bit rate
when the rate adapter is disabled.

It is important that the input rate is configured correctly

The following figure is an example of a constant bit rate:
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Trace bar a X

Bit-rate I TR 101 290

The red line indicates the variable rate of the effective data, while the green line indicates the bit rate
of the transport stream.

12.6.8 Maximum Traffic Jitter and Buffer Delay

M6100>TS over IP >> Max Buffer Delay

A typical IP network is introducing jitter on the arrival time of the IP packets which contain the
encapsulated Transport Stream (TS). While, depending upon the network, jitter can be as low as 10
ms, the M6100 can compensate, for CBR streams, network jitter up to 500 ms.

Compensation is done by using a buffer. We refer to figure at the end of this section.

The buffer stores input data up to a certain level. This level is called the buffer delay. The buffer
outputs Transport Stream data at a constant rate.

During start up the queue is filled until the configured buffer delay is reached. From this moment
onwards, the traffic leaves the de-jitter buffer (First In First Out).

The rate is set by the Input TS Bit Rate (M6100 >> TS over IP >> Input TS Bit Rate) parameter. Any
high frequency jitter is removed this way.

In case of VBR mode, the buffer is bypassed and there is no jitter removal at all.

For the correct functioning of the system, it is very important that the Input TS Bit Rate
is configured correctly! Use the Transport Stream Analyser on-board the M6100
modulator.

Its measured PCR rate (M6100 >> TS Analyser >> Estimated TS Rate) is the most
accurate indication for the TS input rate.

The buffer not only de-jitters the high-frequency jitter of the incoming data, it also takes care of any
difference in rate between the reference clocks of the incoming TS and the modulator by the use of
a (slow) control loop which targets to keep the buffer fill level constant at the same buffer delay .

The slow control loop guarantees an output clock variation lower than 10 ppm/hour in
accordance with DVB standard requirements. For a 3 ppm difference in clock rate

o between the reference clocks of the TS and the modulator, a 20 ms buffer delay is
sufficient. Coping with a difference of up to 30 ppm between the reference clocks of
the TS and the modulator requires a 200 ms buffer delay. 30 ppm is the maximum
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allowed by DVB standard requirements. Buffer delay values are valid up to a 150
Mbps TS input rate.

Control parameters:
The user has two parameters for the configuration of the buffer.

Max Traffic Jitter: between 0 and 300 ms

Delay value. In case the reference clocks of TS encoder and modulator are the same,
the buffer will cope with up to 500 ms traffic jitter when Max Traffic Jitter is set at 300
ms.

o The Buffer Delay equals Max Traffic Jitter + 200ms if not limited by the Max Buffer

Max Buffer Delay

If Max Buffer Delay is lower than Max Traffic Jitter + 200ms, then the Max Buffer Delay parameter
value is used as the configured set point. This is useful when the reference clock differences are
well known (e.g. could be zero if input TS and the modulator clock are on the same reference) to
limit the buffer delay.

Monitoring parameters:

» Buffer Delay: the configured set point of the de-jitter buffer. It equals the Max Traffic Jitter +
200ms;

» Min Buffer Filling = The minimum measured value over a time interval;

» Max Buffer Filling = The maximum measured value over a time interval.

dimensioning of the buffer size. Minimum values close to zero or maximum values

o The "Minimum/Maximum Buffer Filling" monitoring parameters allow for checking the
close to twice the " Buffer Delay" monitoring value mean the buffer is too small.

Example:

If it is known that Maximum Traffic Jitter = 20 ms and the difference between the reference clocks of
the TS and the modulator could be up to 30 ppm, then set

+ Max Traffic Jitter = 20 ms;
» Max Buffer Delay = 220 ms.

Monitoring parameters will give, once the slow control loop is in steady-state,
*  Minimum buffer filling: 200 ms;

* Maximum buffer filling: 240 ms.
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12.6.9 Input TS Bit Rate

M6100 >> TS over IP Input >> Input TS Bit Rate

Define the input TS bit rate when the CBR traffic profile is selected.
With the rate adapter enabled, the output rate will be adjusted to match the Modulator symbol rate.

To enable the rate adapter refer to Rate Adaptation on page 171.

When the inserted bit rate is too high/low the following alarm is generated: TS over IP Invalid TS
Bit Rate.

12.6.10 Source Redundancy
Source redundancy for TS over IP is a protection mechanism built into the modulator. This
mechanism takes care of the fact that the modulator only listens to one source at a time.

In other words, the modulator takes in the first detected TS stream for further processing. The other
stream (with the same UDP destination port) is ignored because the packets have a different source
address.

When for 300ms no data is received from the “active” source, the modulator switches over to the TS
stream delivered by the other source.

The source in this context is defined as an IP Address and a UDP port number.
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S TSolP _
10.0.15.2:3366 —
Source 2
10.0.15.3:3361 | TSolP

Mo data received for 300ms
Switchover to the other source.

TSolP

e * f=E=3
10.0.15.2:3366 :
Source 2
10.0.15.3:3361 | TSolP

M6100>TS over IP >> Monitor >> Source Info

This monitoring parameter provides the actual used input source IP Address and UDP port.

multicast address and same UDP port.Thus, source redundancy cannot be used for

o Source redundancy is only applicable for those remote devices sending to the same
remote devices sending to a different multicast address or a different UDP port.
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12.7 Multiprotocol Encapsulation

Multiprotocol Encapsulation is used to take in Ethernet data and insert it into a TS.

]
MPE is a data link layer protocol defined by DVB and published as: ETSI EN 301 192.

o Note that ordering number VM-01 is required to activate this functionality.

Enable MPE on the following location:

M6100 >> MPE >> Enable MPE

Using MPE makes it possible to transmit data along with the video transport stream.

This data can contain for example: software image files for DTH set-top boxes,Multi Home Platform
information or general low bit rate data for distribution in private networks.

The encapsulator replaces null-packets in the TS with useful payload of data packets. This
optimizes the use of the available bandwidth by using opportunistic data insertion. The user just
needs to define the bitrate of the carrier to something matching both streams at maximum load.

The TS will automatically be rate-adapted to the carrier rate and the MPE is inserted in it.
This feature works with any MPE capable receiver or IRD.

Input bit rates on the MPE input upto 20 Mbps are supported.

It is possible to insert signaling and perform shaping on this data.

Refer to the following figure:

-
M6100 Broadcast Satellite Modulator /’ Pempdubionor
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M video Packet " NultPacket M Data Packet
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12.7.1 MPE Input Selection

M6100 >>MPE >> Input Selection

Configure the MPE input interface.

The two data Ethernet inputs make it possible to create a redundant interface input. Refer to section:
Data Ethernet Link Redundancy on page 120 .

Selection Description
None No input selection, the functional block is not active.
Data 1 The data arriving on the Data 1 input interface is inserted into the device.
Data 2 The data arriving on the Data 2 input interface is inserted into the device.
Data Bond The data arriving on the Data 1 or Data 2 input interface is inserted into the
device.
The bond interface is used to create link redundancy.
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12.7.2 Packet ID

M6100> MPE >> PID

When MPE is enabled, it is needed to add a packet Identifier to this stream. This makes it possible to
filter the correct data on the receiving end.

M&100 Broadcast Satellite Modulator

_ For example: 3000
Incoming Data S

(Ethernet) MPE Encapsulation
of Data into null Add a PID

packels
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12.7.3 Program-Specific Information (PSI-Sl) Insertion

M6100>MPE >> PSI-SI Insertion

The program specific information is metadata about a program and is part of the MPEG TS.
The receiver uses the program-specific information to identify the properties of the stream.

This information is added to the PAT (Program Association Table) and to the PMT (Program Map
Table).

The PAT lists all programs available in the transport stream. A program number can identify these
listed programs. Each of the programs listed in the PAT has a PID for its PMT. The program map
table contains detailed information about the programs added to the TS. For each program there is
one PMT defined.

The following table is an example of a PAT containing MPE data.

Program PID PMT Content

Number

1 1001 30 Video
1002 Audio
1005 Teletext

2 1501 31 Video
1502 Audio

3 2001 Video
2002 Audio 1
2003 Audio 2

15 3000 4000 MPE
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The following additional information can be added:
* Program Number;
*  Program Map Table

- PMTPID

When no signaling is present in the received TS, use the following settings to insert signaling when
applicable.

* PMT Repetition Rate: Program Map Table repetition rate in ms;
* PAT Repetition Rate: Program allocation table repetition rate in ms;
» SDT Repetition Rate: Service descriptor table repetition rate in ms;

* Transport Stream Id: Enter the transport stream identifier.

Y ..
. . ’./1; .
ME100 Broadcast Satellite Modulator . ?—f

Incoming TS g

(MPTS)
Incoming Data "

(Ethemnet) . . 2

Signalling on: (optional)
* Add a Program Number
* AddaPMT PID: for example 4000
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12.7.4 Traffic Classification, Shaping and Channels

M6100>MPE >> Traffic Classification

The purpose of this block is to classify, shape and send out the data to the correct output channel.

The following figure represents the different steps that are performed:

Traffic Classification

Incoming IP Traffic \

Use the rules to filter on:
+ Destination Network Address

= Traffic Type
Classified Classified Classified Classified
Traffic Traffic Traffic Traffic
Node1 Node1 Node2 Node3
GoGE : —

= ol &) Shaping Shaping Shaping ( /
Variable | Buffer "
Queue |

Size
PIR PIR CR

MPE Channel 2
(AIR MAC Address)

Shaping
Parent Node

= = PR | | CR
MPE Channel 1
(AIR MAC Address) 1
Shaping Shaping
Sub Node Sub Node Name
Name
P | PR CR |
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12.7.4.1 Channels

Channels are logical pipes that are used to transport shaped traffic.
A channel can be used to transport a certain service towards a terminal or a group of terminals.
A terminal (receiving device) can receive multiple channels (for example: different services).

It is possible to combine traffic coming from several traffic shaping nodes and insert them into one
channel.

(Combining traffic from different shaping nodes is done by assigning the same Channel Name per
shaping node.)

On the receiving end it is possible to filter on the different channels/AIR MAC Addresses.

Channels

Index | Channel Name Enable = Mac Address
1 Channell [ 00:00:00:00:00:00 -
4 2 Channelz 00:00:00:00:00: 00 |_|

The following figure shows the complete data flow through the encapsulator.
The figure also visualizes that it is possible to fill one channel with data coming from different
shaping nodes.

s .
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PIR CIR
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Node2 . ==l | AIR MAG Filter
1
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MPE Channel 2 Demodulator
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Shaping
MPE Channel 3

Demodulator
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Parameter

Description

Channel Name

Enter a logical channel name, for example the service that is transported
over this channel (For example: VolP Traffic, )

Enable This must be Enabled (On) otherwise the channel is not recognized and the
data cannot be encapsulated.
MAC Address This is the AIR MAC address.
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12.7.4.2 Traffic Shaping

The following figure illustrates how the classified traffic is shaped by the traffic shaper.

Classified IP
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Per classified traffic node, traffic shaping can be performed.

Traffic shaping makes it possible to restrict the maximum given PIR (Peak Information Rate) in a
flexible way. Next to the PIR a CIR (Committed Information Rate) is used for the distribution of the
total available rate.

The traffic shaping software also allows the distribution of the available rate among services in order
to e.g. higher prioritize time critical VolIP traffic and to throttle certain downloads.

As shown in the next figure, a Parent Node can contain more sub nodes. These sub nodes inherit
the settings of the previous node and are then again divided in a PIR and CIR.

( Shaping )
Root Node
FIR CIR
} :
Shaping Shaping
Sub Node Name x Sub Node Name vy
PIR CR| | PR CR |
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This is used to ensure that the available data rate is distributed in the most appropriate manner
among the users of the satellite network. The traffic shaper provides adaptive traffic shaping, which
makes it easy for shaping the traffic of networks where the throughput of the link is varying over
time.

Once the shaping is performed, the traffic encapsulated into transport streams and forwarded to the
correct output channel.

{4 Traffic Shaping

Index Node Mame Enable Parent Mode Name  CIR PIR Channel Name Priority Max Queue Time
1 Node1 off Root 25.000 kbps 10.000 kbps Channell 50 100 msec

2 Node2 off Root 0,000 kbps 0.000 kbps 50 100 msec

3 Node3 off Root 0.000 kbps 0.000 kbps 50 100 msec
Parameter Description

Node Name Enter the shaping node name.

Enable This must be enabled (On), otherwise the node is not recognized and the

data cannot be encapsulated.

Parent Node
Name

The Root node is the top node of the shaping tree.
The Root node represents the overall available bandwidth.

o

The parent node name of the first shaping node must always
be Root!

Other nodes can have another parent node (when this node is
defined in the device!)

CIR

Enter the Committed Information Rate for this Shaping Node.

PIR

Enter the Peak Information Rate for this Shaping Node.

Channel Name

Enter the corresponding channel name where the traffic must be sent to.

One channel can have several nodes and shaping rules.
Note: The channel names must match with a channel name configured
under channels, refer to the previous section Channels on page 145.

Priority Enter a priority for this shaping Node.
Use this setting to prioritize the shaped traffic (for example: voice= 5,
video=10)
(The lower the value that is entered, the higher the priority.)

Max Queue Define a queue time per shaping node.

time This is a buffer based on the FIFO (First In First Out) principle. The buffer

provides the possibility to store an amount of data in a shaping node. When
the queue time is exceeded, data will be dropped.
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12.7.4.3 Traffic Classification

The purpose of traffic classification is to identify flows/streams of traffic that need a different

treatment.
Traffic classification is based on the destination Network Address, via classification expressions or a

combination of both.
Once the traffic is classified into a traffic node, this traffic is forwarded towards the traffic shaper.

The following figure illustrates how the incoming traffic is classified.

The traffic classification is listed under.

Incoming IP Traffic

Traffic Classification

Use the rules to filter on:
+ Destination Netwark Address
+ Traffic Type

Classified Traffic
forward to the
Traffic Shaper

{4 Traffic Classification

Classified
Traffic
forward to the
Traffic Shaper

Classification Mame Enable

Classified
Traffic
forward to the
Traffic Shaper

Use Metwcrk Address | Mebwork Address

Classified
Traffic
forward to the
Traffic Shaper

-l_j
Y
w
o
=
1]
L

uole yISse|D)

Classification Expressiol Shaping Mode Mame

Inde:x
i Rulel On Mo 0.0.0.0/24 not ipd dst net 102, Model
2 . Rulez IU on € ves €4 10.754.2.0024 4 €4 niode: L)
3 Rule3 0# Yes 10.0.39.0/24 Mode:
4 Rules OFF Wes 10.0.66.0/24 Moded
Newtec Proprietary V1.0
149/234

Confidentiality: Unrestricted



Data Interfaces

M6100 Broadcast Satellite Modulator R2.5

Parameter

Description

Classification
Name

Enter a logical classification name/rule.

Enable

Activate the classification rule.

Classification

Itis possible to define an expression to classify/filter out specific traffic. This

Expression expression can be standalone or combined with the Network Address (see
previous parameter).
Note that the syntax of the expression is being checked while typing.
Refer to appendix Appendix - Classification Expressions on page 230 to get an
overview of the possible expressions.

Shaping Node Enter the node name to which the classified traffic belongs.

Name The Node Name must match with the Node Name defined in the Traffic
Shaping Menu.

Matching The matching order defines the order in which packets are processed by the

Order classification rules. This is important for disambiguation when multiple

classification rules match the same packet.
The order ranges from 1 (match first) to 99 (match last).
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12.8 BBF over IP In

This block takes care of Baseband Frames (BBFs) received on the data Ethernet port(s) of the
modem.

Itis used when an external encapsulator (like AZ810) is used.

Navigate to the following location:

M6100 >> BBF over IP

» Enable: reception of BBFs on this data input interface;

* Input Selection: Select on what physical interface to take in the data.
— Dataf,
— Dataz;

— Data Bond (this is the bond interface, both physical interfaces and link redundancy must be
activated).

* Reset monitoring counters.

The following figure shows an example of a setup between the AZ810 and the M6100.

ASI1 _
ASI2 AZ810 Data1 M6100
5o e, N
: Simee =—=1_*/ | BAND / IF OUT

ASI4 BBF IP IN
—> BBF over IP Qut . - over

“Stream1” “Stream1”

+ DestlP Address:239.0.0.4—— | 3 chahle

« DestlP Port 1110—rno_ I . Mult!cast

« 15110 T T+t Multicast IP Address 239.0.0.1

———1» - UDPPort 1111

“Stream2” . :

+ DestIP Address: 239.0.0.1 Stream2

+ DestIP Port 2222 * Enable

« 15110 +  Multicast

+ Multicast IP Address 239.0.0.1

“Stream3” + UDP Port: 2222

------ “Stream3”

Stream4” .

___________ Stream4
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BBF Stream Description

Configuration

Name Enter a logical name.

Enable Enable the specified BBF endpoint.

IP Address Unicast:

Type Multicast:

Multicast IP Define to what multicast group the device belongs.
Address

UDP Port Define on what UDP port the BBFs are received.

This is needed when the device belongs to a multicast group.

BBF Type Define the BBF type that is send by the source (AZ810) towards this
functional block.

Note: This option is inserted for future development when other BBF-Types
might become available.

Source Enable in case of source redundancy.

Redundancy The source ID is filtered and displayed in the monitoring info (Source Info).

When for 300ms no input is detected due to a failure of the source, the
redundant source is selected.

Note: Source redundancy is only applicable for those remote devices
sending to the same multicast address and same port.

Thus source redundancy cannot be used for remote devices sending to a
different multicast address or a different port.

Stream Monitoring

{# Stream Monitoring

Index Input Eit Rate Source Info * Input Counter | Output Counter  Output bytes Drop Counter  Owerflow Counter  Inwalid Frames Discontinuity Count Modcods not supported

1 0.000000 Mbps M.A. 0 framaz 0 frames 0 bytaz 0 frames 0 frames 0 frames 0 frames 0 frames
rd 0.000000 Mbps M.A. 0 frames 0 frames 0 bytes 0 frames 0 frames 0 frames 0 framnes 0 frames
3 0000000 Mbps M.A, 1 Frames 0 frames 0 bytes 0 frames 0 frames 0 frames 1 frames 0 frames
4 0000000 Mbps M4, 1 Frames 0 frarnes 0 brytes 0 frarnes 0 frarnes 0 Frames 0 Frames 0 Frames
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Monitoring
Parameter

Description

Input Bit Rate

The incoming bit rate in Mbps measured per stream.

Source Info

This monitoring parameter provides the actual used input source IP Address
and UDP port.

Input Counter

Displays the amount of incoming BBFs.

Output
Counter

Displays the amount of outgoing BBFs.

Output Bytes

Displays the number of BBF bytes properly transmitted in a stream.

Drop Counter

Displays the amount of BBFs dropped because the received modulation type
is not active on the source.

Invalid Frames

Displays the amount of Invalid frames.

Overflow
Counter

Number of BBFs that are dropped for a specific BBF stream because the
input data buffer is full.

Discontinuity
Count

When the sequence numbers are not continuous for a certain BBF stream
this counter will be incremented.

MODCODs not
supported

Displays the amount of BBFs that are dropped because the received
MODCOD is not licensed for a specified BBF stream.
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13 Features Descriptions

13.1 Modulator

The modulator functional block is used to perform the actual modulation of the TS.

M6100> Modulator

The main parameters are:
* Mode DVB-S/DVB-S2/DVB-S2X/S2-Extensions;
* Transmit On/Off;

*  Output Level;

* Output Frequency;

* Frame Type;

¢ Pilots;

* ModCod;

* Rate Priority;

* Symbol Rate;

» BitRate.

13.1.1 Modulation Mode

Select the modulation mode DVB-S, DVB-S2, DVB-S2X or S2-Extensions.

M6100> Modulator >> Mode

« DVB-S;
+ DVB-S2;
+ DVB-S2X;

e S2-Extensions.
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13.1.2 Input Type

Select the type of input packets or frames.
* TS (Transport Stream);
» BBF (Baseband Frames).

13.1.3 Transmit

M6100 >> Modulator >> Transmit

This is the modulator output transmission.

Enable transmit when the complete configuration is done according to the system requirements.

enabled.
This will be the case with parameters that influence the transmitted signal and its
spectrum.

o A warning is displayed when it is not allowed to change a parameter when transmit is

Transmit State Reason

The parameter displays why the transmission is on or off. This parameter is valuable when the
transmission is off due to an alarm. It reflects the alarm state's that are configured under transmit
control.

13.1.4 Output Frequency and Output Band

M6100 >> Modulator >> Output Frequency

Set the output frequency of the modulator. The output frequency must be in-line with the device
capabilities (L-band or IF band) and the system requirements.

Output Frequency
¢ L-band: 950MHz to 2150MHz;
* |F-band: 50MHz to 180MHz.

The device performs a check whether the inserted frequency is within the allowed frequency range.
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13.1.5 Roll Off Factor and Occupied Bandwidth

M6100 >> >> Roll-Off

Select the appropriate roll off factor.

The possibilities are:

e 35%;
o 25%;
e 20%;

* 15% (Clean Channel Technology™);
* 10% (Clean Channel Technology™);
* 5% (Clean Channel Technology™).

The following figure compares 20% roll-off with 5% roll-off.

20%
IIL.( ------ Higher symbolrate ------- A=)
i LR
' "'ul" I|I
In' ,.-"Ill \
]
[/ \§
I/ \ )
i 3
--------- Same occupled bandwidih -------- -x

By lowering the roll-off factor and accordingly increasing the symbol rate, the throughput can be
increased while maintaining the same occupied (leased) bandwidth.

Clean Channel Technology™

Clean Channel Technology™ is a combination of improved roll-off factors for DVB-S2 and advanced
filtering technologies to allow optimal carrier spacing. The combination can bring efficiency gains up
to 15%.

Clean channel technology consists out of the following three effects.

Afirst effect in the Clean Channel Technology™ is applying a smaller Roll-Off (RO) percentage than
currently used in the DVB-S2 standard. In the DVB-S2 standard the 20% and 25% Roll-Off factor
percentages are common. Basically this means that these percentages need to be added to the
desired bandwidth over satellite. Reducing these Roll-Off factors to 5%, 10% or 15% results in a
direct gain in bandwidth. This is reflected in the following formula:
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Multi carrier per Transponder:
Occupied bandwidth = Symbol Rate*(1+Roll-Off factor).

Example for Occupied bandwidth 3MHz.

- DVB-S (35%) 2.2 Mbaud « DVB-S2 (15%)
- DVB-S2 (25%) 2.4 Mbaud « DVB-S2 (10%)
- DVB-S2 (20%) 2.5 Mbaud - DVB-S2 (5%)

2.6 Mbaud
2.7 Mbaud
2.8 Mbaud

Single Carrier per Transponder:
Two limits are possible:

e Limit1:

Symbol Rate = Transponder Separation / (1+Roll-Off Factor)

o The minimum roll-off factor that may be selected with this formula is 10%.

e Limit2:
Symbol Rate =User Bandwidth / (1+Roll-Off Factor)

For example:
A 36 MHz transponder with 40MHz Separation.

Roll-Off Limit 1: Limit 2:
e () Transponder Separation based User Bandwidth based
35 29.6 Mbaud 26,7 Mbaud
25 32 Mbaud 28,8 Mbaud
20 33.3 Mbaud 30,0 Mbaud
15 34.8 Mbaud 31,1 Mbaud
10 36.4 Mbaud 32,7 Mbaud
5 36.4 Mbaud 34,3 Mbaud
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13.1.6 Spectrum Polarity

M6100 >> Modulator >> Spectrum Polarity

Spectrum inversion can be enabled in case an inverting upconverter is used. As a general rule
transmissions on satellite need to be non-inverted.

Most modern demodulators can detect and automatically adapt the spectrum
inversion.

13.1.7 Output Level

M6100 >> Modulator >> Output Level

The output level must be set according to the network requirements.
For L-band the range is between -35/+7 dBm (+ 2dB)

For IF-band the range is between -35/+10 dBm (+ 2 dB);

The step size is 0.1dB.

13.1.8 Carrier Modulation

M6100 >> Modulator >> Carrier Modulation

This command controls the carrier modulation:
* On (Operational modulated carrier signal);
* Pure Carrier (unmodulated output signal);

» Test modulation (pulse);

Test modulation (clock/4);

(
Test modulation (clock/8);
(

Test modulation (clock/16).
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The pure carrier is used during line-up and to perform cross polarization tests with the
satellite operator.

The test modulation settings are used for calibration and/or verification of the spectrum polarity.

In this case, a carrier is modulated by a rotating vector with a period of baudrate/n. This results in a
single spectral line at:

+clock/n offset from the pure carrier.

The following figure shows the constellation diagram and the result on a frequency analyzer of a
Test modulation clock/8.

Test Modulation Pulse
Clock/8

a2
A,

[ ] [ ]
) Pure Test modulation f’
Carrier Clock/ 8
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13.1.9 Amplitude Slope Equalizer

M6100 >> Modulator >> Ampl Slope Equalizer

Configure the amplitude slope equalizer. An amplitude slope in the up-converter or in the high
power amplifier can be compensated by using this equalizer. The equalizer has a maximum range of
1+ 2 dB/50 MHz.The compensation can be set in the range between -7 and +7.

o The slope equalizer can also be used to compensate for cable slope.

13.1.10 Rate Priority

M6100 >> Modulator >> DVB-S >> Rate Priority

Define the rate priority:
* Symbol Rate;
» BitRate.

13.1.11 Symbol Rate

Define the symbol rate in Mbaud.

This parameter can only be set if the setting Rate Priority = Symbol Rate.

M6100 >> Modulator >> DVB-S >> Symbol Rate

13.1.12 Bit Rate

M6100>> Modulator >> DVB-S >> Bit Rate

Define the bit rate in bps (bits per second).

This parameter can only be set when the Rate Priority = Bit Rate.
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13.1.13 Transmit Control

M6100 >> Modulator >> Transmit Ctrl

Tranzmit Control

General device alarm: &4 Disable Transmit
General interface alarm: €4 Mo Impact
Demodulator no-lock alarm: €4 Ho Impact
Allow changes while TX on: W =

The transmission control parameters allows you to alter the default behavior of the transmitter.
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13.1.14 Link Optimization

M6100 >> Modulator >> Link Optimization

Overview || Tree View || [Z] Modulator *

Modulator
Output Frequency: . 1450.000000 MHz -
W
Standby Redundancy Swa._ €9 Standby

Link Optimization

Transponder Operation Mode: |rv1|_|ltipl e Carrier per TrE||V| a - Linear

External Convertor Single Carrier per Transponder - Non-Linear

Enable: Multiple Carrier per Transponder - Linear

Single Carrier per Transpondsr - Linear

The Transponder Operation Mode configuration defines the satellite configuration of the link and
thereby helps the to select the right ModCods (linear or non-linear).

Transponder Operation Description

Mode

Multiple Carrier per Use this setting when the transponder is operated in multiple
Transponder carriers per transponder on the satellite.

The transponder has sufficient backoff and operates in its linear
region.

* ModCod selection: A valid list of ModCods is displayed,
including the specific Linear ModCods.
Non valid ModCods for this setting are not displayed.

Single Carrier per Use this setting when the transponder has sufficient backoff to be
Transponder — Linear considered in linear mode with a single carrier and that the
operation is clearly within the linear region of the transponder.

*  ModCod selection:A valid list of ModCods is displayed,
including the specific Linear ModCods.

Single Carrier per Use this when the satellite is operated in a single carrier per
Transponder — transponder mode in the non-linear amplification region of the
Non-Linear transponder.

*  ModCod selection: A valid list of ModCods is displayed.

Note that we do not support single carrier per

Transponder - Non-Linear at data rates below
o 22MBaud.

In this situation please select Multiple Carrier per

Transponder.
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13.1.15 External Convertor

M6100 >> Modulator >> External Convertor

» Select Enable On
When enabled, it is possible to configure the transmit frequency (RF Frequency) in function of the
LO Frequency of the BUC and the output frequency defined on the modulator.

External Convertor

Enable: € On

RF Frequency: €4 14214901888 MHz
LO Frequency: €4 12500.000000 MHz
Spectrum Inversion: €4 Direct spectrum

Please check the specs of the external converter to determine LO (Local Oscillator)
Frequency.

The following calculations are valid:

Direct Spectrum

RF Frequency = LO Frequency + Output Frequency

Inverted Spectrum

RF Frequency = LO Frequency - Output Frequency
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13.1.16 DVB-S Specific Settings

Define the ModCod that can be used.

13.1.17 DVB-S2, DVB-S2X and S2 Extensions Specific Settings

13.1.17.1 Frame Type

Select the Frame type
* Normal Frames (64800 bits);
» Short Frames (16200 bits).

This option is only available in the DVB-S2 and DVB-S2X standards.
DVB-S2 Extensions only supports normal frames.

DVB-S2 and DVB-S2X applies the error correction coding and the modulation to large frames of
data called baseband frames. A DVB-S2 and DVB-S2X baseband frame is either 16200 bits (short
frames) or 64800 bits (normal frames). The content of a frame can be a section of a transport
stream, or any type of data, framed or unframed (Generic Stream).

Video, audio or IP
‘ RN PID1 DVB-52 baseband

nEm P TEIEE - V.52

modulation

Note that the DVB-S2 and DVB-S2X standard specifies how to encapsulate transport
o streams into Baseband frames, but not how to encapsulate IP data into baseband
frames.
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13.1.17.2 Modulation and Coding

Define the ModCod that can be used.

Newtec provides a tool (the DVB-S2 calculator) which calculates, in function of the chosen ModCod
and other system parameters, the required Es/NO for your application.

All available ModCods are listed in the Appendix - Specifications under the section:
Modulation on page 220 .

]
Refer to (http://www.newtec.eu/library/dvb-s2-calculator/ ) to download the DVB-S2
calculator.

13.1.17.3 Pilots

M6100>Modulator >> Pilots

Define if it is needed to insert pilots or not.

This option is only available in the DVB-S2 and DVB-S2X standard.
In S2 Extensions Pilots are mandatory.

What are Pilots?

Pilots are unmodulated symbols grouped in blocks that are added on the physical layer framing
level.

Why are Pilots used in DVB-S2 and DVB-S2X?

* Use Pilots to increase the reliability of the receiver synchronization. (Increasing the performance
and robustness of the demodulator.)

» Pilots reduce the influence of phase noise in the system;

o Typically the LNB on the receiving side is the main source of phase noise.
Note: that pilots add about 2% of overhead.
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When are Pilots Used in DVB-S2 and DVB-S2X?

In general it is advised to use pilots(especially in the following cases).

* When a noticeable amount of phase noise is present (for example LNBs with "bad" phase noise);
¢ Atlow datarates ;

* When distortion is present on the signal, for example due to non-linearity.

13.1.17.4 Physical Layer Scrambling

Physical layer scrambling is performed on each physical layer frame (excluding the Physical layer
header) to perform energy dispersal of the modulated signal.

PL Header Scrambling Sequence Active

Scrambled PL Frame

F 3
v

Scrambling Reset

E For more information on Physical Layer Scrambling, refer to the DVB-S2 standard:
ETSI EN 302 307.

Newtec Proprietary V1.0

Confidentiality: Unrestricted 166/234




Features Descriptions M6100 Broadcast Satellite Modulator R2.5

13.1.17.4.1 Dummy PL Scrambler Mode

M6100 >> Modulator >> Modulation >> Dummy PL scrambler mode

When bursty traffic (like IP) is transported, the physical layer can run out of data to transmit. In that
case dummy physical layer frames are transmitted in order to keep the receiver locked.

There are two possible modes to perform scrambling of the dummy physical layer frames.

* DVB-S2 and DVB-S2X Standardized Reset (reinitialized):
In this mode the randomization sequence is reinitialized at the end of each dummy physical layer
frame header.

+ Continuous:
In this mode there is no re-initialization at the end of each dummy physical layer frame header.
This is done to achieve more randomness in the dummy physical layer frames (carrier data) as
desirable for bandwidth cancellation. The bandwidth canceller needs randomization in order to
measure the time delay between the transmitted and the returned signal.

This Continuous mode is only valid for the dummy physical layer frames!

o The Continuous mode is not DVB compliant.

As a consequence it is possible that some non-Newtec demodulators are not capable
of working with this mode.

13.1.17.4.2 Physical Layer Scrambler Signature

M6100 >> Modulator >> PL Scrambler Signature

E The following information about the Physical Scrambler Signature is taken from the
DVB-S2 standard. Refer to the following document, ETSI EN 302 307.

In case of broadcasting services, the PL Scrambler Signature = 0 shall be used as default sequence,
this to avoid manual receiver setting or synchronization delays.

The PL Scrambler Signature, assuming values in the range 0 to 262 141, indicates the spreading
sequence number. The use of different PL Scrambling sequences allows a reduction of interference
correlation between different services. For the same purpose, it is possible to reuse a shifted version
of the same sequence in different satellite beams. Furthermore, the PL Scrambler Signature can be
unequivocally associated to each satellite operator, satellite, or transponder, thus permitting
identification of an interfering signal via the PL Scrambling "signature" detection. There is no explicit
signaling method to convey the PL Scrambling signature value to the receiver.
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13.1.17.5 Clock Output

M6100 >> Modulator >> Clock Output

Enables or disables the transmission of a 10MHz clock signal on the L-BAND output interface.

For the reference clock settings and characteristics, refer to Reference Clock on page 114.

13.1.17.6 Roll Off Signaling

M6100 >> Modulator >> Roll Off Signaling

« standard : (2 bits : "10") roll off signaling value is used for roll off = 20%;

* reserved : (2 bits: "11") roll-off signaling value is "reserved" (11) is used for roll off < 20%.

Some DVB-S2 receivers can use the received roll-off bits state '11' for selecting a 15% roll-off filter.

In this case, it is favorable to choose the setting "reserved”.In all other cases, it is recommended to
use the setting "standard" as this will guarantee compatibility with DVB-S2 and DVB-S2X receiving
equipment.
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13.2 Reference Clock

M6100 >> Ref Clock

Configure the reference clock.
This reference signal for an outdoor BUC can be multiplexed on the L-band Tx interface.

A reference clock can be generated internally (default) or slave on an external source.

The internal reference clock is 10MHz.
The clock reference has the following specifications:

10MHz Ref Specifications

Internal clock reference Stability + 2000 ppb over 0 to 70°C
Ageing = 1000 ppb/year

Very High Stability (optional) Stability +2x10e-9 over 0°C to 65°C
Ageing: + 0.5 ppb/day
+ 500 ppb/10 year

When an external source is selected, the following frequencies can be inserted.
1MHz, 2MHz, 5MHz, 10MHz or 20MHz.

Select the external clock reference for synchronization with other devices to have a higher stability
than the internal default stability.
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13.3 TS MUX

M6100 Boadcast Satellite Modulator >> TS MUX

The multiplexer functional block incorporates the rate adapter and is responsible for the insertion of
a carrier ID into the Network Information Table (NIT). For more information please refer to section:
NIT Carrier Identification on page 172 .

13.3.1 Insert Signaling

M6100 Boadcast Satellite Modulator >> TS MUX >> PSI-SI Insertion

Insert the Original Network Id (for SDT) as specified by the parameters Transport Stream Id and
Network Id.

For more information please refer to section: Program-Specific Information (PSI-Sl) Insertion on page 142.

Newtec Proprietary V1.0

Confidentiality: Unrestricted 170/234




Features Descriptions M6100 Broadcast Satellite Modulator R2.5

13.4 Rate Adaptation

M6100 Boadcast Satellite Modulator >> TS MUX >> Rate Adapter

In principle, a one to one relationship exists between the input bit rate and the symbol rate of the
device. With rate adaptation this is no longer true. It is possible to set one variable independent of
the other.

When activated, the on-board Rate Adapter will drop and insert MPEG null packets as required to
obtain a fixed transmit symbol clock and uninterrupted service, even if the net input transport rate is
variable.

The Rate Adapter re-calculates MPEG PCR (Program Clock Reference) time stamps as required by
MPEG rules (PCR re-stamping if the PCR Restamping status is selected).

When the Rate Adapter is disabled, the device transmit clock is slaved to the interface (TS) clock
rate.

* When rate adapter is disabled: the modulator symbol rate slaves on the input bit
o rate. In TS over IP this is only possible when the CBR traffic profile is selected;

* When the rate adapter is enabled the modulator symbol rate can differ from the
input bit rate.

The following figure shows the rate adapter functionality.

/’Rate Adapter

Insert MPEG
null Packets

if needed

asaaan asca as

*

PCR

Drop
null Packets
if needed

Restamping

null
packets

. J/
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13.5 NIT Carrier Identification

M6100 Boadcast Satellite Modulator >> TS MUX >> NIT Carrier ID

The carrier identification is used to reduce RFI (Radio Frequency Interference). The NIT carrier ID
allows the satellite operators to identify and contact the source of interference quickly. The carrier ID
is implemented in the Network Information Table (NIT) of the TS, more specifically into the network
descriptors set of the NIT. This information is readable by any MPEG analyzer system, which makes
it easy to track the source of the carrier. The carrier ID contains the following information:

¢ Fixed identification of the source:

Modulator Manufacturer;
Serial number of the modulator;

MAC address of the modulator.

» User configurable data:

Descriptor Tag, this tag describes the carrier ID information in the NIT.
Carrier Identifier, insert a logical name for the carrier ID;
Telephone number;

Geo Coordinates;

o When using both DVB-CID and NIT-CID, make sure that the Geo Coordinates entered

are the same.

User Information.

no null packets are available in the TS to insert the NIT.

o In case the incoming TS does not contain a NIT, a NIT will be generated except when

Make sure that enough null packets are available in the TS to insert the NIT.

enabled. This means that the carrier ID of the incoming TS is replaced with the

o The configurable carrier data is inserted into the NIT when this functionality is

information entered in the M6100 Broadcast Satellite Modulator.
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13.6 DVB Carrier Identification

M6100 >> Modulator >> DVB Carrier Identification

LB Carrier ldentification

Enable: € On

Global Unique ID: C9:00:06:39:FF:FF:08:01:00
DYB-CID Format: 1

Use Geo Coordinates: 4 On

Latitude: €4 51.1502 deq.

Longitude: €4 4.1395 deq,

Telephone Number: €4 +323 730 65 00 ext,

User Data: €4 Newtec

The DVB carrier identification standard is used to reduce RFI (Radio Frequency Interference). The
DVB carrier identification allows the satellite operators to identify and contact the source of
interference quickly.

The DVB carrier identification exists of a device unique parameter and device variable parameters.

13.6.1 Device Unique ID

* The Global Unique ID is a device unique identifier that is based on the MAC address of the
modulator.

13.6.2 Device Variable Parameters

The device variable parameters can be adjusted by the operator.
The geo coordinates indicates the current position of the modulator.

When "Use Geo Coordinates” is turned On, the latitude and longitude information is added to
carrier ID.

The telephone number makes it easier for satellite operators to contact you in case of emergency. It
is possible to enter the extension number of the department or person that is responsible for the
system configuration.

For example: +323 780 65 00 ext. xxxx. (With xxxx the correct extension number.)
Be aware that ext. is case sensitive.
The user data can be used to enter free text, it is possible to enter up to 24 characters.

For example: Enter the name of the company that is responsible for the uplink.

DVB-CID Format: At this moment only one format exists and by default the parameter setting is 1.
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13.6.3 How does it Work?

The DVB carrier identification is transmitted within the uplink RF carrier as a spread spectrum signal
below the the carrier.

The DVB carrier identification information is independent of the payload of the carrier being
identified.

Signal A + signal B + Noise

D Service A (Host Carrier)
Signal to
Nofee Ratio D Service B (Interfering Other Service)
S NS, Noisediost
Carrier D Info | [ o [ [ i | [ |

13.6.4 What to do when Interference is Detected?

» Contact your satellite operator;
» The satellite operator has the right equipment to filter out the Carrier ID Information;

» Your satellite operator identifies who is responsible for the interference and takes contact with
the other satellite operator to alert them of the interference.
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13.7 TS Analyser

The transport stream analyser makes it possible to monitor the incoming transport stream. The
purpose of this feature is to help determine if a problem seen at the output of a satellite receiver is
due to a problem on the satellite link or to a problem in the head-end before the modulator.
Consequently, it provides the possibility to identify the root cause of service outages that happened
in the video head-end, or on the transmission path between the video mux and the satellite
modulator. Because the analyser is built into the modulator, inserting it does not change the
behavior of the signal or the topology of the network, making the troubleshooting easier. This leads
to a shorter defect resolution time.

Go to the following location to view the parameters in this functional block.

M6100 >> TS Analyser

» The TS analyser can be enabled at any time.

» ltis possible to reset the TS analyser and this to restart an analysis of the incoming transport
stream.

When the user enables or resets the TS analyser the following alarms are reported:

* Pat_error;

» Sync_byte_error;

* TS_sync_loss.

These alarms should disappear after five seconds. When these alarms do not
disappear after five seconds it is needed to check the transport stream that is being
analyzed.

Measurement of the transport stream bit rate, variations in the bit rate may indicate errors in the
video processing head-end preceding the satellite modulator, in video source losses, still pictures,
failing video encoder etc. This measurement is made on the incoming stream. The measured bit
rate is accurate to the nearest entirely loaded packet. For example: for an incoming bit rate of
2250000bps or 149,6 TS packets/s. The actual measurement should be 149,6 packets/s but this
value is rounded off to 149 packets/s. This translates into a measured bit rate = 149 x 188 x8=
224096bps. In case of TSolP input, measurement is done after some jitter removal, but before the
full rate smoothing performed just before the modulation stage. Jitter on the incoming signal may
thus affect this measurement a bit.

measurements needed for a good tracking of the origin of issues seen in a typical

o While not being a full-fledged TS analyser, this feature provides most of the
head-end.
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13.7.1 TS Analyser Status Overview

The detection of the following MPEG errors status overview:

T4 Analyser
Enable: €& On
Reset: €4 running
Estimated TS Rate: 1.000000 Mbps
Status
1_1T15_sync_loss: Off
1_2 Sync_byte_error: Off
1_3 Pat_error: o
1_4 Continuity_count_error: on
2_1 Transport_error: o
2 3Ja PCR_repetition_error: Off
2_3b PCR_discontinuity_error: Off
2_4 PCR_accuracy_error: Off

E Note these Errors are defined in the following standard: TR101 290.
(The error explanations in this manual are kept short and intuitive.)

» All the errors trigger the corresponding alarm. These alarms are also displayed in

.ﬁ the in the alarm pane of the GUIL.

+ The TS analyser errors are associated with an interface alarm and they can be
used for redundancy purpose.

» Error 1.1: TS_sync_loss: absence of two or more SYNC bytes regularly spaced;
» Error 1.2: Sync_byte_error: the correct sync byte (0x47) does not appear after 188 or 204 bytes;
* Error 1.3 PAT _error: No valid PAT detected;

» Error 1.4 Continuity_count_error: This error is usually caused by a disordering of the packets, by
the loss of a packet or by the duplication of a packet;

» Error 2.1 Transport_error: A Transport_error_indicator flag is set in the TS-Header of a packet;

» Error 2.3a PCR _repetition_error: Time interval between two consecutive PCR values is more
than 40 ms;

» Error 2.3b PCR_discontinuity_indicator_error: The difference between two consecutive PCR
values (PCRi+1 — PCRi) is outside the range of 0...100 ms without the discontinuity_ indicator
set;

» Error 2.4 PCR_accuracy_error: PCR accuracy of a program is not within £500 ns.

The PCR_accuracy is measured using the MGF3 filter profile. Please refer to the
TR101 290 standard for more information on this filter profile.
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13.7.2 Error PID Table

This table summarizes the PIDs for which a PCR error was detected and displays the exact PID
type. The table also indicates a continuity count error and a transport error.

Error PID Table

PIC Type Continuity Count Error Transport Errar
g8 Others on OFf
14 Others on Ff
15 EIT ar ST CIT on oFF
20 TDT or TOT ar 5T OFf on
24 Others on on
28 Inband on OFf
29 Measurernent on OFf
31 SIT on OFF
46 Others or Ghost OFf on
47 Others or Ghost oFf on

13.7.3 PCR PID Table

This table lists all the PIDs that contain a PCR (Program Clock Reference) and the related
measurements.

The PCR PID table is available in combination with the CBR traffic profile. With the VBR traffic
profile, this table is not populated.

PCR PID Table

PID PCR Interval  Repetition Ern Accuracy Errc Min PCR_AC - Max PCR_AC  Min Peak PCR Max Peak PCl Rate Offset  PCR. Rate
1011 25 ms i i -72ns 7lns -Se40600 ... 1314578 ns 16 ppm 42.23771..
11z 37 ms ol ol -122 ns 92 ns -8340541 ... 1945393 ns 16 ppm 42.23770..
1013 24 ms i i -129ns 70ns -S642012 .. 1313488 ns 14 ppm 42.23761 ..
1014 36 ms ol oli -83 ns 83ns -8369685 ... 1945251 ns 13 ppm 42.23759..
1015 25 ms i i -86 ns 79ns -BB42232 .. 1314030ns 14 ppm 42.23761..
1016 37 ms ol ol -83 ns 93 ns -8351007 ... 1945278 ns 13 ppm 42.23760..
1017 24 ms i i -124 ns 92 ns -BB25575 .. 131403%ns 14 ppm 42.23763..
1018 37 ms i [l -103 ns 73ans -8349561 ... 1945077 ns 12 ppm 42.237535..
1311 14 ms i i -132 ns 116 ns -3264021 .. 1749257 ns 16 ppm 42.23769..
1312 14 ms ol ol -161 ns 122 ns -3262461 ... 1766360ns 15 ppm 42.23769..
1313 14 ms i i -168 ns 118 ns -3339090 ... 1754216ns 16 ppm 42.23769..
1314 14 ms ol oli -187 ns 93 ns -3327eT2 . 1724478 ns 16 ppm 42.23769..
1315 14 ms i i -159 ns 111 ns -3308442 ... 1722299ns 16 ppm 42.23769..
1316 14 ms i ol -128 ns 114 ns -3e2e0el . 1779367 ns 1S ppm 42.23768. .
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The following values are provided:

Measurements

Description

PCR Interval

Measured interval time (in ms) between two consecutive PCR packets.

Repetition Error

PCR repetition error.

Accuracy Error

PCR Accuracy Error.

Min PCR_AC Minimum value of PCR accuracy value (nanoseconds) over the last
second.
Max PCR_AC Maximum PCR_accuracy value detected over the last second.

Min Peak PCR_AC

Lowest PCR_accuracy value detected since last reset (with an initial
wait time of a few second).

Max Peak PCR_AC

Highest PCR_accuracy value detected since last reset (with an initial
wait time of a few second).

Rate Offset Offset in ppm between the rate computed from the PCR values and the
actual rate. The actual rate is the measured rate in case of ASI inputs, or
the user-defined rate in case of TSolP input.

Note: as the device clock has a precision of around 1
ppm, the rate offset is also an indication of the clock
o offset between the source device (encoder or
multiplexor) and a true reference (with 1 ppm precision).
The rate offset is thus also an indicative measurement of
the PCR clock offset, while not being a formal
measurement of this value as defined in the standard.
PCR Rate Displays the current rate calculated from the PCR values in the

corresponding PID.
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13.7.4 PID Table

This table lists all the PIDs that are present in the stream.

PID Table

PID Tvpe TsRate Continuity Count Error Transpotk Errar

0 PAaT 7.520 kbps oi OFf

1 car 7.520 kbps Off OFf

16 MIT ar 5T 0.000 kbps olii ol

L7 SOT or BAT or 5T 3.008 kbps Off [l

15 EIT ar ST CIT 455,712 kbps oii OFF

101 Cithers or Ghosk 195,520 kbps Off ff T

102 Others ar Ghosk 139.872 kbps OfFf OFf

103 Cithers or Ghost 142,880 kbps Off Ff

104 Others ar Ghost 166,944 khps OfFf OFf

105 Cithers or Ghosk 7.520 kbps Off ff

1001 PMT 7.520 kbps olii ol

1002 PMT 7.520 kbps Off [l

1003 PMT 7.520 kbps oii OFF

1004 PMT 7.520 kbps Off OFf

1005 PMT 7.520 kbps ol ol

1008 PMT 7.520 kbps Off OFf

1007 PMT 7.520 kbps oi OFf

1008 PMT 7.520 kbps Off OFf

1011 Wideo 4363, 104 kbps olii ol

1012 Yideo 2973,408 kbps Off [l

1013 Wideo 4743616 kbps oii OFF

1014 Yideo 31585,480 kbps Off OFf

1015 Wideo G605, 568 kbps ol ol

1018 Yideo 2543264 kbps Off OFf =
The following information is displayed in the table.

Information Description

PID Displays the PIDs that are present in the stream.

Type The PID type that is detected.

TS Rate Displays the transport rate.

Continuity Count Indicates if a continuity count error is detected.

Error

Transport Error Indicates if a transport error is detected.
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13.8 PRBS Generator

Option number AS-01 is required to use this feature!

The PRBS (Pseudo Random Bit Sequence) generator is used to perform basic tests on the device
or to get an indication on the satellite link quality.

When using the PRBS generator check that the NIT Carrier ID and Rate Adapter are disabled. Note:
The randomness of the signal is not guaranteed when these settings are enabled.

PRBS can be activated on the following locations:

M6100> ASI Input >> Signal Selection

o

M6100> ASI Output >> Signal Selection

A warning message is raised when the PRBS generator functionality is already used
by another ASI interface. PRBS can only be active on one location in the device at a
time.

Both locations display the following parameters:

M6100 Boadcast Satellite Modulator> ASI Input >> PRBS Generator

M6100 Boadcast Satellite Modulator> ASI Output >> PRBS Generator

||
>
o

Parameter Description
TS Bit Rate Enter a TS Bit Rate in bps that must be generated.
Type Define what kind of test signal to use:

* PRBS: Configures the test generator to generate transport stream
packets containing PRBS data. The generated PRBS complies with
HP3764 Compatible 2*23-1 PRBS sequence as specified in CCITT Rec.
0.151;

» Counter: Configures the test generator to generate transport stream
packets containing 8-bit counter values as data. This counter data
cannot be analyzed by the test detector. It can only be used for manual
verification by an external analyzer.

PID Handling Configuration of the test generator to generate transport stream packets
with a valid transport stream header. The configured PID (Packet
Identifier) is inserted in the transport stream header and the continuity
counter is incrementing. Possible settings:

« Off: Transport stream packets are generated without a valid transport
stream header. In this case, a 0x47 sync marker followed by 187 test
bytes are generated;
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Parameter Description

» On: The transport stream packets are generated with a PID value that
is inserted in the first two bytes following the sync marker (byte 1 and
byte 2) of each data packet. It is used for proper error detection when
the rate of the generator is lower than the interface rate of the modulator
board or when the test generator is configured to create a burst of
transport packets (data packets combined with null packets).

PID Value Configure the PRBS generator PID value.
Number Data Configure the number of data packets per burst that the test generator
Packets has to generate. The baseband source can generate alternating bursts

of data packets and null packets. Once the burst is finished, it starts over
repetitively. This is controlled by setting the number of data packets and
null packets. This command controls the number of data packets per
burst. The continuity counter is not reset when the next burst starts. A
maximum of 255 data packets per burst is possible.

Number Null Packets Configuration of the number of null packets per burst that have to be
generated.

13.8.1 PRBS Monitor

These parameters can only be set on the following location:

M6100> ASI Input >> PRBS Monitor

Parameter Description

Enable Enable the PRBS Monitoring.

PID Handling Enable/disable the detection of a PID inside data packets of the PRBS
stream.

PID Value Configure the PRBS monitor PID value. Define which PID value must be
filtered out of the incoming data.
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13.9 Equalink™

Automatic
Level
Control

Frequency
converter

Low Noise
Amplifier

High Power
Amplifier

Up Converter Down Converter

—-;%J Modulator Demodulator %

Equalink™ is introduced to optimize the satellite link performance by counteracting distortion effects
in a satellite link.
The following distortions can be present:

Linear distortion

Linear distortions are typically compensated by the demodulator equalizer on most

o modern demodulators.
Older demodulators with less good equalizer specs can suffer from linear distortion.
Therefor linear Equalink is only used to optimize a broadcast network with old
demodulators..

» Imperfections of the amplitude response of the transponder;

» Degradation caused by the phase response of the IMUX/OMUX filters lead to imperfections in
the group delay response.

Non Linear distortion

*  AM/AM (output amplitude versus input amplitude);

*  AM/PM (output phase versus input amplitude);

» Caused by the non-linearity in the amplifier of the satellite.

BER performance degradation due to transmission channel impairments is becoming increasingly
important in DVB-S2 systems operating with higher order modulation formats (16APSK, 32APSK), in
particular at higher symbol rates.

The Equalink™ concept effectively optimizes satellite link performance by counteracting these
distortion effects.
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Link performance can be expressed in terms of Bit or Packet Error Rate (BER or PER) versus
Energy-per-symbol to Noise density ratio (Es/No).

For a communication channel over a satellite link, the overall link performance can be severely
degraded by channel impairments.
Examples of such impairments are:

* Adjacent Channel Interference and Co-Channel Interference;
¢ Inter-Modulation;

» Adjacent Satellite Interference;

¢ Phase noise;

» Signal distortion.

The Equalink™ concept effectively optimizes satellite link performance by counteracting these
effects.

This is displayed in the following figure:
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Newtec M6100, MDM6100, MDM6000 Modulators equipped with the Equalink™ feature contain
both linear- and non-linear pre-distortion functions, which can be individually enabled/disabled.
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13.9.1 Enable Equalink™

» Login as expert.

Before enabling the Equalink feature, the calibration procedure must be run first. This calibration
procedure calculates the Equalink parameters.

This can be done in two ways:
1. manually import an Equalink File (linear Equalink only);

2. use the automatic Equalink procedure (linear and non-linear).

The results of the Equalink calibration are shown in the GUI.

Equalink

Linear Enable: &

Linear State: o

Linear Info: Linear predistortion Off

Non-Linear Enable: [

Mon-Linear State: s.a

Mon-Linear Info: MNon linear predistortion Off (table 0,0)
Limear Applicakbility
Output Frequency: €4 1450.000000 MHz
Roll Off: €4 5%
Symbol Rate: €4 5.000000 Mbaud

Mon-Linear Applicability
Output Frequency: €4 1450.000000 MHz
Version: w1
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For correct Equalink usage, it is important that the modulator settings match the
Equalink applicability parameters. If this is not the case, then restart the calibration

procedure. As expert user it is possible to enter Equalink settings manually allowing to
overrule the results from the calibration procedure and setting the (non)-linear
calibration flag.

» Enable or disable the stored linear- and/or the non-linear predistortion.

* Read out the state of the predistortion.

This is the case when the operator needs to perform tests by sending a pure carrier.

o The predistortion parameter can be enabled and the predistortion state can be off.
This test case automatically switches off the predistortion parameter.

The Non-Linear Info: indicates if the non-linear predistortion is loaded or not.

Before enabling linear Equalink, check the following:

* Modulator Output frequency and Modulator symbol rate values must match with the
corresponding Equalink applicability parameters. This should be the case if the calibration
procedure was applied;

* Roll-off factor of the modulator = max 20% (so it must be 5%, 10%, 15% or 20%).
Or if the applicable roll-off = 20%, the roll-off of the modulator should be <20%.

Before enabling non-linear Equalink, check the following:

» The 'transponder operational mode' parameter in the Link Optimization Table must be set to
'single carrier per transponder - Non-linear'
Link Optimizaticn Configuration Table

Transponder Operational Mode: onder - Non-Linear [ ] der - Linear

Single Carrier per Transponder - Mon-Linear
Multiple Carrier per Transponder - Linear @
Single Carrier per Transponder - Linear

» Modulator output frequency value must match with the corresponding calculated Equalink
applicability parameter;

» If Equalink version is = 2, then the modulator symbol rate must be = 22 Mbaud;

As the Equalink applicability parameters must match the corresponding modulator

settings, it is advised not to change the modulator parameters when Equalink is
enabled. Doing so will result in error messages, blocking you to change those
modulator parameters.
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13.9.2 Import the Linear Equalink™ File

In this menu it is possible to import the calculated predistortion file.
» Login as expert.

» Navigate to the Tasks Pane (GUI).

» Click Equalink.

» Click Manual Import....

» Select the Predistortion-type:

¢ linear.

» Click Browse and select the correct file.

» Click Import.
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13.9.3 Automated Linear Equalink™

This feature provides automated linear Equalink™.

Without predistortion
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The automated Equalink™ calibration is done by performing measurements between the M6100
and a Newtec demodulator or modem.

The demodulator is going to monitor the carrier to distortion ratio (C/D) of the satellite link during the
automated Equalink™ calibration period.

The more monitoring iterations that are performed during the measurement the better the result of
the calibration.

Note: The higher the amount of iterations, the longer the calibration period takes (typically one
iteration takes 5 min).

The monitoring results are transferred towards the M6100 over an IP network (terrestrial link or
satellite link) and used by the modulator to calculate the optimal predistortion result.

The calibration gain (in dB) displays the difference between the satellite link performance before and
after committing the linear Equalink™.

Once the calibration gain is committed, the gain indicator is reset to zero. This implies that a new
calibration can be started.

The fading margin (in dB) is used to monitor the fading during the automated
A Equalink™ calibration period. When the margin is exceeded the calibration is
interrupted. The calibration must be restarted manually!

Consult the calibration log file to get a detailed overview of the automated Equalink™ calibration
procedure.
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13.9.4 Automated Linear Equalink™ Calibration Procedure

Use the following procedure to perform automated Linear Equalink™ measurements.
» Login as expert user;

» Navigate to the device Tasks Pane (GUI);

» Click Equalink;

» Click Automated Linear

Equalink > Automated Linear *
Calibration Traffic Source: Internal test traffic b
Demodulator Type: Rermote Equalink client »
IP Address Demodulator: 0.0.0.0
Uplink Frequency: 10000.000000 MHz
Transponder Uplink Centre Frequency: 10000.000000 MHz
Transponder User Bandwidth: 38.000000 MHz
Uplink Spectrum Inversion: Direct v
Fading Margin: 2 dB
Iterations per Monitor Cyclus: 2
Calibration Mod Cod: Auto ModCod »

Start Cancel

Newtec Proprietary V1.0

Confidentiality: Unrestricted 188/234




Features Descriptions

M6100 Broadcast Satellite Modulator R2.5

Parameter

Description

Calibration Traffic Source

Internal test traffic (When using this mode, the live traffic is
interrupted and a PRBS is started to perform the calibration.);

Live Traffic (When using this mode, the live traffic is not
interrupted to perform the calibration.)
This recommended to perform the calibration.

Demodulator type

Indicate what type of demodulator is used to run the calibration
procedure.

RMCP Demodulator (select this type when working with
equipment such as EL910. When this is selected, RMCP
commands are used to communicate with this type of device.);

Remote Equalink Client, in this case the remote device is a
M6 type demodulator.

IP Address Demodulator

Enter the MGMT IP address of the demodulator.

Uplink Frequency

Enter the uplink frequency.

Transponder Uplink
Centre Frequency

Enter the same Uplink Frequency and Transponder Center
Frequency to optimize the linear distortion for the full

transponder.

Linear distortion A Linear distortion

! oy - » \ | Transponder

! \\‘ \“ //;r
! Carrier WA

! \

] Y

r’ v

Center f
Frequency

Uplink Frequency

Transponder User
Bandwidth

Enter the corresponding bandwidth.

Iterations per Monitor
Cycle

Enter the amount of iterations per monitoring cycle you want to
perform. Two iterations provide a relative fast calibration.The
higher the amount of iterations the longer the calibration period
takes, (typically, one iteration takes 5 minutes).

o The number of iterations recommended is 3.

Fading Margin

Enter the maximum fading margin that is allowed during the
calibration period.

Calibration ModCod

The calibration will run in DVB-S2 or DVB-S2X.

* Auto ModCod: In this case the calibration uses different
ModCods to perform the calibration.

» Manual selection of the Equalink calibration ModCod.
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» By default the Calibration ModCod is set to Auto ModCod, in this case the application searches

for the most optimal ModCod to perform the calibration;

It is possible that the calibration stops when running the procedure with Auto ModCod

selected.
o If this is the case, you have to select the Calibration ModCod manually.

Please check the log file and select the lowest ModCod value indicated in the log file.

(please refer to the figure below)

2012-08-13 08:19:33
*#= Starting Equalink calibration procedure ***

Automatic ModCod selection
ModCod: BPSK-9/10
Switch DEMOD equalizer ON
Switch DEMOD equalizer OFF
FAILURE: DEMOD does not lock for selected MODCOD when Equaliser is OFF! MODCOD will be reduced.
ModCod: 8PSK-8/9
Switch DEMOD equalizer ON
Switch DEMOD equalizer OFF
FAILLIRE: DEMOD dnes not lock for selected MODCOD when Equaliser is OFF! MODCOD will be reduced.
ModCod: 8PSK-5/6
:l'l.‘l'dLLi 1 ‘L‘AEFU‘I CP:.I Equd:il'.El ":JI-'I
Switch DEMOD equalizer OFF
Linear Auto-equalink failed:
Command suppressed by configuration

» Click Start (to start the calculation);
» A progression bar is displayed;

» When the measurements are performed, the link margin improvement is displayed;

Measurements

Calibration process completed successfully,
Link rnargin improvernent: 0.2 dB

To closely follow the progress of the calibration
process, check the log file,

Commik  Discard

» Click Commit to confirm the link margin improvement.

When a linear Equalink procedure is committed, the linear Equalink settings are
A updated in the current configuration. An explicit save is required!
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13.9.5 Automated Non-Linear Equalink™ Procedure
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the different calibration procedures depending on transponder settings (Fixed Gain Mode

— Also refer to the Automated Non Linear Equalink™ procedure. This document describes
or Automatic Level Control).

The procedure can be found on the CD-ROM that is delivered together with the device.

Use the following procedure to perform automated Non linear Equalink™ measurements.
» Login as expert user;

» Navigate to the Tasks Pane (GUI);

» Click Equalink;

» Click Automated Non-Linear;

Equalink > Automated Non-Linear *
Calibration Traffic Source: Internal test traffic b
Modulator Power: Fixed modulator power »
Maxirmum Modulator Power: -15 dBm
Demodulator Type: RMCP Demodulator »
IP Address Demodulator: 0.0.0.0
Fading Margin: 2 dB
Iterations per Monitor Cyclus: 2
Calibration Mod Cod: Auto ModCod ¥

Start Cancel
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Parameter

Description

Calibration Traffic Source

Internal test traffic (When using this mode, the live
traffic is interrupted and a PRBS is started to perform
the calibration.)

Live Traffic (When using this mode, the live traffic is
not interrupted to perform the calibration.)

Modulator Power

Auto modulator power

The modulator systematically changes the output
power to search for the optimal power. Note that
output power will not exceed the Maximum Modulator
Power.

Fixed Modulator Power
The modulator power used is fixed and defined under
modulator (output level).

Maximum Modulator Power

Enter the Maximum Modulator Power, the range is between
-35dBm and 10dBm.

The following parameters should be taken into account:

— Highest level whereby measured C/D is >11dB
and DEMOD is locked.
(PRBS could be used to be certain that data is
present in the carrier);

— Highest level that is allowed by the uplink HPA.
verify that spectral regrowth remains under
-30dBc

— Lowest OBO (Output Back Off) and Highest
Downlink EIRP (Effictive Isotropic Radiated Power)
that is allowed by the Satellite Operator

The Satellite operator will verify this
during line up!

This value is not applicable incase the Fixed Modulator
Power is used.

Demodulator type

External demodulator:

— RMCP Demodulator (select this type when working
with equipment such as EL910. When this is
selected, RMCP commands are used to
communicate with this type of device.);

— Remote Equalink Client, in this case the remote
device is a M6 type demodulator.

Internal demodulator:

— Local S2-EXT Demodulator, in this case you are
calibrating with the wideband demodulator inside
the modulating device.

Note: When using this it is advised to add noise in
the hub downlink.
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Parameter Description
IP Address Demodulator Enter the MGMT IP address of the external demodulator.
Fading Margin Enter the maximum fading margin that is allowed during

the calibration period.

Iterations per Monitor Cycle Enter the amount of iterations per monitoring cycle you
want to perform.

Two iterations provide a relative fast calibration.The
higher the amount of iterations the longer the calibration
period takes, (typically, one iteration takes 5 minutes).

o The number of iterations recommended is
3.

Calibration ModCod The calibration will run in DVB-S2 or DVB-S2X.

* Auto ModCod: In this case the calibration uses
different ModCods to perform the calibration.

« Manual selection of the Equalink calibration ModCod.

» Click Start;

» A progression bar is displayed;

» When the measurements are performed, the link margin improvement is displayed:
Measurements

Calibration process completed successfully,
Link rnargin improvernent: 0.2 dB

To closely follow the progress of the calibration
process, check the log fie,

Cornmik  Discard

» Click Commit to confirm the link margin improvement.

When a non-linear Equalink procedure is committed, the non-linear Equalink settings
are up to date in the current configuration.

An explicit save is required to store the settings permanently!

Newtec Proprietary V1.0

Confidentiality: Unrestricted 193/234




Features Descriptions M6100 Broadcast Satellite Modulator R2.5

13.10 DC BUC Power On L-Band Tx

The M6100 offers an optional DC power supply on the L-band Tx interface that can be used to
power BUCs. This option combines the L-band transmit signal coming from the modulator with a DC
power supply and an optional 10MHz reference signal. All these signals can be combined onto the
L-band Tx Interface (N-connector).

The DC power supply (when enabled) provides a24V or 48V DC voltage with a maximum
continuous current of 3.8A on the L-band Tx interface. Both possibilities are available when one of
the following sales options, OU-05 or OU-086, is ordered.

13.10.1 Back Panel Description

The following figure shows the L-Band Tx connector when the BUC power for L-band Tx option is
ordered.

The connector used is an N-connector 50 Ohm (Female).

Two LEDs indicate the state of the power supply.We refer to section
LED Behavior of the DC BUC Power for L-Band Tx on page 195.
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13.10.2 LED Behavior of the DC BUC Power for L-Band Tx

There are two LEDs that indicate the state of the DC BUC power for L-band TX.
The active LED corresponds to the selected voltage.

Both LEDs have the same behavior.

LED

State

Time

Behavior Description

48V
or 24V

Off

This voltage is not applied on the L-Band Tx interface.

Steady

This voltage is currently applied on the L-Band Tx interface.

Blinking

1s

An overload alarm is present on the DC power supply.

The circuit protection mechanism of the power supply is
triggered and disables the output power.

The protection mechanism monitors every 1s if the overload is
removed and re-enables the DC supply if this is the case.

The following situations can trigger the overload alarm:
» The connected load is too high;

* When along cable is shorted at the outdoor equipment end.

5s

A short circuit alarm is present on the DC supply.

The circuit protection mechanism of the power supply is
triggered and disables the output power.The protection
mechanism monitors every 5s if the short circuit is removed
and re-enables the DC supply.

The following situations trigger the alarm:
* The connected load is too high;

* When along cable is shorted at the outdoor equipment end.

connection between the L-band Tx interface
and the earthing, the LEDs on the back panel
are off.

o When a short circuit is present, due to a direct
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13.10.3 Set the DC BUC Power for L-Band Tx

M6100 > Modulator >> BUC Power on L Band TX

Parameter Value Description
Enable On/Off Enable or Disable the L-Band DC supply.
voltage 24V / Select the appropriate voltage for the equipment used in
48V combination with the DC supply.On the back panel the
corresponding LED is activated.
Note: Itis not possible to change this value when
the DC supply is enabled.
Measured Range Displays the actual voltage level on the L-band Tx interface.
Output
Voltage 0V / 48V
Output Range Displays the actual current being delivered by the DC supply:
Current 0A/8A * When an overcurrent is detected the circuit protection
mechanism is triggered and disables the DC supply.
The protection mechanism monitors every 1s if the overload
(overcurrent) is removed. The overload alarm is active.
* When a short circuit is detected the circuit protection mechanism
is triggered and disables the DC supply.
The protection mechanism monitors every 5s if the short circuit is
removed.
The short circuit alarm is active.
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13.11 Basic Interoperable Scrambling System (BISS)

13.11.1 Content Scrambling Modes

The BISS application on the M6100 protects the content of a MPTS (multi-program transport
stream) during transmission.

BISS uses a Session Word as a scrambling key. The same key is used to scramble all programs.

The M6100 supports two different encryption modes with different scrambling behavior: standard
mode or raw mode.

13.11.1.1 Standard Mode

The Standard Mode is fully DVB-compliant. In this mode, the payload of all packets is scrambled,
except for the PSI/SI tables (PIDs<0x1F and PMT tables).

The scrambling starts when a valid PAT table is found and all existing PMT tables are identified.

o When no PAT is detected within 1 second, the scrambling is however started in raw
mode.

Each PMT table is updated with a proper CA descriptor (Conditional Access descriptor) if the
descriptor is not yet available. The scrambler also inserts a CAT when no CAT is present in the
transport stream.

In case of CRC error on the PAT or PMT, or if the incoming stream appears to be scrambled (CA
descriptor in the incoming PMT), the scrambling is stopped to avoid making the signal
unrecoverable. This behavior can be overruled with the “Scrambling Suppression” parameter.

Scrambling Suppression (for Standard Mode)

When operating in the standard mode, the scrambling by default stops in case of CRC errors on
the PAT or a PMT or if a PMT already contains a CA descriptor. The reason is that the risk to
scramble PMTs, or erase previous scrambling information would make the stream unrecoverable by
an IRD.

It is possible to overrule this behavior, if the protection of the stream is more important than its
decodability in case of errors. Do this by disabling the “Scrambling Suppression” parameter.

Keep this suppression enabled when the TS has high priority and getting the TS to the receiving
end has more priority than scrambling the TS.
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13.11.1.2 Raw Mode

In this mode the payload of all packets is scrambled except for the PID<Ox1F. In this mode it is
possible to overwrite the default Ox1F value in order to define the range of unscrambled PIDs (from
0x00 to a user-given value). Use the following parameters to define this range, Min RAW
Unscrambled PID and Max Raw Unscrambled PID.

The scrambling starts immediately as this mode does not perform a check if a valid PAT is available
in the TS.

Furthermore, this mode scrambles all PMTs (if any) and it does not insert a CAT in the transport
stream.

This encryption mode guarantees SFN (Single Frequency Networks) integrity.

It can also be used to encrypt proprietary MPEG streams.

13.11.2 Key Management System

13.11.2.1 Odd/Even key

The BISS specification is based on the use of two scrambling keys: the odd key and the even key.
One key is the active one, use to scramble the packets, while the other key is the future key to use.
This allows to enter in devices the next key to use in advance and later activate at the chosen
moment.

On the scrambling side (the modulator), the operator defines which key shall be used. On the
descrambling side, the devices automatically detect which key to use.

Note that only the Even key should be used for BISS for interoperability with 3rd party
A receivers.
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13.11.2.2 Key Management System Structure

The following figure details the structure of the BISS Key management system that is implemented.

Encryption Encryption_

Mode Injected Id Mode Injected Id

Encrypted =
Qdd
Buried Id session word

Decryptor

Buried Id

Decryptor

Encrypted
Even
session word

Clear
0Odd session word

Odd/Even
parity

or
+ NetworkM

TS unscrambled [

Scrambler

Clear
Even session word

Switch performed
* manually by operator

anagement System

1 TS scrambled

1

|

The key management structure can be split up into two parts, distribution of clear session words
over a secure channel (bottom part) and distribution of Encrypted session words over a non-secure
channel (top + bottom part). Both distribution methods are explained in the following sections.

13.11.2.3 Distribution of Clear Session Words over a Secure Channel

When the distribution of a session word can be performed over a secure channel (trusted manual
operator, secured e-mail or any other trusted means), it is possible to enter the clear session word

directly without extra protection.

Clear
Odd session word

Clear
Even session Word

A Switch performed
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= NMS
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Scrambler
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Parameter Description
Odd/Even Session This setting allows the user to set the odd or even clear session word.
word The entered clear session word is used by the scrambler as the real

encryption key. The key parity defines if the odd or even key will be
used by the scrambler.

Interface used

The clear session words are entered by the user through any interface
(For example: Frontpanel, GUI, CLI, SNMP).

It is not possible to read back the session words by any interface.
Hexadecimal
A session word exists out of 12 digits and is in hexadecimal format.

When entering the session word, enter the most significant digit
(nibble) first (reading from left to right).

For example, 0xA13DBC42908F would be entered in the following
sequence:

A1,3,D0,B,C,4,29,08,F

The clear session word must be distributed to all parties that are
allowed to descramble the received data.

Key Parity Key Parity Selection on the Modulator

The user on the transmitting site selects whether to use the odd or the
even session word.

Note: When the Key Parity is set to odd, setting the even session word
has no direct impact on the scrambled output and the other way
around. The “new” session word becomes active when the key parity is
switched on the scrambler.

Setting Clear Session Words

Starting Point: The odd session word is used by the scrambler. This is indicated in the
header of the transport stream packet.

* Entering an even session word does not affect the scrambled output.
* The even session word is stored in the device
* Switch Key Parity (to Even)

* The output is now scrambled with the even session word. The header of the transport stream
packet indicates that the even session word is used. The descrambler of the receiver reads out
the header information and decrypts with the correct key..

Entering new session words is limited by the BISS specification to 10 times within a 5
minute period and there must be a minimum of 10 seconds between two changes.
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Itis also possible to edit the active session word directly (the odd session word in the example here).
It will then be directly used in the scrambling. The new session word has to be entered also on the
descrambler side to allow proper descrambling. As a consequence, editing the active session word
often creates a descrambling interruption on the receiver side. Changing the active session word on
the scrambler side shall thus only be done if non-valuable content is being transmitted at that time.
Otherwise, it is best to edit the inactive session word and then switch to it. The descrambler should
automatically follow the changes, as described in the aforementioned procedure.

Changing the key parity on a scrambler will not interrupt the stream. Itis thus a
seamless operation, if the descrambler is properly configured on the receive side..

13.11.2.4 Distribution of Encrypted Session Words over a Non-Secure Channel
When the distribution of a session word cannot be performed over a secure channel it is advised to
add extra protection to the clear session word.

Adding extra protection is done to avoid that non authorized parties have access to the clear session
word and at the same time to the scrambled content.

B injected Id

or Encrypted
Odd

session word

Decryption |
Mode

Buried Id

Decryptor

Qdd
session word

The encryption key of the Session Word is called a device identifier. Two identifiers are defined in
BISS:

» Agroup identifier (the Injected ID), common for several units. This identifier is secret and cannot
be read by an operator. It is used when an organization has several devices part of the same
network. The Injected ID is entered in all devices of the same network. The same Encrypted
Session Word can then be used on all devices to protect a transmission. This Encrypted Session
Word cannot be used on any other device that does not have this Injected ID.

* Aburied identifier (the Buried ID), unique for each unit. This identifier can be read on the front
panel. Itis not fully secret. Its use is to protect a Session Word that has to be sent to that unit
specifically. The operator will read the buried ID and communicate it to the Session Word owner,
so that this person can send back the Encrypted Session Word. This Encrypted Session Word
can only be used by that device.
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Parameter

Description

Odd/Even Encrypted
Session word

This setting allows the user to set the odd or even encrypted session
word.

An encrypted session word is computed by using the injected Id or
buried Id and the clear session word. (To compute an Encrypted
session word, we refer to section 8.10.2.5 on page 178)

Interface used

These encrypted session words can be entered by the user through
any interface. (For example: Frontpanel, GUI, CLI, SNMP).

It is not possible to read back the session words by any interface.
Hexadecimal

An encrypted session word exists out of 16 digits and is entered in
hexadecimal format.

For example, if the encrypted session word is
OxF76EE249BE01A286, enter it in the following sequence:

*F,76,EE24,9B,E01,A28and6.

Injected Id

The injected Id can be used to decrypt the encrypted session words.
Interface used

This Id can be entered by the user through any interface and is
stored in the device. (For example: Frontpanel, GUI, CLI, SNMP). It
is not possible to read back the injected Id by any interface.

Hexadecimal
The Injected Id exists out of 14 digits and is in hexadecimal format.
When to use an injected I1d?

An injected Id can be entered (injected) on a single device or it can
be entered on a group of devices.

Buried Id

The buried Id can be used to decrypt the encrypted session words.
The buried Id is a fixed key that is unique per device.

Interface used

The buried Id is read only and can only be read by the expert user.
It can be readout through any interface.

(For example: Frontpanel, GUI, CLI, SNMP).

Hexadecimal

The buried Id exists out of 14 digits and is in hexadecimal format.
When to use a buried Id?

Use this |d to compute a device unique encrypted session word.

Encryption Mode

This parameter allows the user to select the way encrypted clear
session words are decrypted. This can be done by using the buried
Id or the injected Id. Setting this mode has no direct impact on the
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Parameter Description

scrambled output. This because it is only used when entering a new
encrypted session word.

Session Word The decrypter computes the clear session word from the injected or
Decryptor buried Id and the encrypted session word.

The computed clear session word is used by the scrambler as the
(real) clear session word.

13.11.2.5 Compute Encrypted Session Words

Computing Encrypted Session Word before their distribution to devices shall be done off-line by an
external tool.

The following figure shows how an encrypted session word is calculated.

Figure 94 — Compute an Encrypted Session Word

Newtec distributes:

Define a clear Enter the
session word Injected and/or

(odd/even) buried 1D

Compute the
Encrypted
session word

Newtec distributes a simple web-based java script to compute encrypted session
words for a specific device. Use the Newtec Service Desk tool to receive a copy:

o > Browse to http://customersupport.newtec.eu . > Fill in your Username and
Password > Create a ticket

As response of your request you will receive the script from our support team.

In case you don't have a Username and Password yet for the Newtec Service Desk
tool: request a login to customersupport@newtec.eu.

All session words or IDs used are in hexadecimal. For the algorithms, they are
A represented with the most significant byte (bit) first.
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The following figure is an Excerpt of the web-based java script tool. .

Computing BISS keys

Teou can use this page to compute BISE keys, starting from the Encrypted Sesston Word or from the Clear Session Word.

Eeys shall be entered as hexadecimal with capital or standard letters (0x123abe or Ox1224BC)
If you enter an injected 1D, it will compute the SW with the injected ID. If you enter a buried ID, it will compute the 5% with the
turied ID. If wou enter both, it will do both,

Computing Clear Session Words

Encrypted Session Word (8 bytes): [0xE81816B87ESCFIC4|

Tryected I (7 boytes): ED}{FBEFQCSBSDDSEB Clear Sesston Word:

Buried ID (7 bytes): ;ﬁ}{FBEFQCSBSDDSEB | Clear Session Word:

Compute Clear SWW

Computing Encrypted Session Words

\Clear Session Word (6 bytes): ;Dx6651 DCoH3B1 FC

Tnyected ID (7 boytes): EQ}{FBEFQCSBSDDSEB | Encrypted Session Werd:

Buried ID (7 baytes): ED}{FBEFQCEBSDDSEB | Encrypted Session Word:

[ Compute Encrypted SW]

MNOTE: To campute Clear Session Words from Encpisd Session Words, some bits are removed in the process. This
means than when compuiing the reverse (from Clear Session Word to Bncrypied Session Wards, the system fills those
added bits with a zero. Sa, Iif you decrypt an Eucrpied Session Word, then re-encrypi it with the same ID, you may have a
different result. The anly way to he sure of the result is o decrypt again the Encrypted Session Word and check that the
Clear Session Words are identical.
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13.11.3 Deleting Keys

The command Clear Keys is implemented to reset the Injected Id and the Encrypted session words.
The command writes the value 0 into these parameters.

For security reasons it is advised to enter new scrambling keys as soon as possible!

BISS

Scrambling: L on

Scrambling Mode: €4 Standard

Key Parity: € Odd

Scrambling Suppression: €4 Enabled
Heys
Clear Keys: [Claar Ke}fsl v l &a
Even Session Word: -
Ddd Session Word: iy SRy
Encrypted Even Session Word: L eohinRikok s
Encrypted Odd Session Word: [ 7 Bk b
Encryption Mode: 4 Buried Id
Injected Id: @
Buried Id: F33F48F333552C
Setup Id: u EEEEELE L LTS
Ponitaring i
Scrambling State: Scrambling
Session Word Changed: 2013-02-11 08:18:58

13.11.4 Seamless Key (Session Word) Change

The BISS key management system is designed to allow the change of a session word (odd/even)
during a transmission without interrupting the stream. The scrambler adds information into the
header to indicate whether the odd or even parity session word is used.

The demodulators/receivers can detect which key (odd or even key) is currently in use. When the
modulator switches from one key to another, the demodulator/receiver automatically detects the
change and switches to the other key in a synchronous way. This way, the demodulator always uses
the proper session word to descramble the transport streams. No interruption or glitch appears at
the output of the demodulator/receiver.

By changing the unused session word on the modulator, it is possible to switch again the key in the
network.

13.11.5 Scrambling Monitoring Parameters

Here you get an overview of the current scrambling state and when the session word was last
changed:

» Scrambling State: Continuously reads out whether the TS is scrambled or not. It is possible that
scrambling is enabled but that due to PAT, PMT alarms and/or when a CA descriptor already
exist, the scrambling is not allowed (in this case the parameter scrambling suppression is
enabled). For more information on scrambling suppression refer to Standard Mode. on page 197

+ Session word Changed: This parameter informs when the session word was changed for the
last time. Each time a new session word is entered, the timestamp is written to this parameter. It
helps the user to identify the user if the session word stored in the configuration is the right one
or not.
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13.11.6 Possible Alarms

Alarm Description

BISS PAT Error When the CRC of the PAT is not valid then this alarm is raised.

BISS PMT Error BISS PMT Error

BISS CAT Error When the CRC of the CAT is not valid then this alarm is raised.

BISS Program If a packet of a program to be scrambled is already scrambled (indicated
Already Scrambled by the scrambling bits), then this alarm is raised. The packet shall not be

scrambled in that case, but scrambling continues for other packets.

BISS CA-Descriptor If a PMT already contains a CA descriptor then this alarm is raised.
found on Input

BISS Scrambling This alarm is raised due to errors happening in the scrambling core
Error (FPGA).

13.11.7 Operation of BISS

13.11.7.1 Setting a Key for Transmission

Starting point: the scrambler sends clear data to the descrambler. Both have their scrambling mode
set to “Standard”, but scrambling is disabled.

Steps:

* The Session Word is entered in the descrambler (odd key);

« Enable scrambling on the descrambler;

* The Session Word is entered in the scrambler (odd key);

* Enable Scrambling on the scrambler (select ON).

13.11.7.2 Setting an Encrypted Session Word for Transmission

Starting Point: Scrambling is not enabled. Clear TS is send towards the receiver.
Steps:
If Injected ID is used:

» Enter the Injected Id in the device, if it is not yet done (normally, the injected ID shall be
defined earlier)

» Select the encryption mode of your choice:
* Injected Id
* Buried Id
» Enter the encrypted odd session word in the decryptor.

* The odd session word is computed by the decryptor and available for use.
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» Select the scrambling Mode (could be done at any step before):
+ Standard
*+ Raw

* Enable Scrambling (select ON)

* The scrambler uses the odd session word.

13.11.7.3 Changing Keys Seamlessly

Starting Point: Scrambling is enabled and sends scrambled transport streams to the receiver. The
odd session word is active.

Steps:

» Enter the encrypted even session word in the decrypt or;

» The even session word is computed by the decryptor and available for use;

+ Set the key parity to even;

» The scrambler uses the even session word (this is indicated in the header of the TS packets, this
to inform the receiver of the switchover).

13.11.7.4 Removing a Receiver from the Network

Starting point: the scrambler sends scrambled data to the descramblers. The odd key is active. All
have their scrambling mode set to “Scramble/descramble” mode.

Steps:

1. Define a new Session Word;

2. The Session Word is entered in the descramblers (even key), except the one removed from the
network;

3. The Session Word is entered in the scrambler (even key);

4. The scrambler is asked to switch to the even key.

13.11.7.5 Setting up a Secure BISS Network

Starting point: A scrambler and a set of descramblers in a secured facility (or in secured facilities).
Steps:

1. Define an Injected ID;

2. Insert the Injected ID in all devices by a trusted person/system;

3. Deploy the devices;

4. Sets the key for a transmission, sending Encrypted Session Words rather than Session Words.
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13.11.7.6 Creating Groups of Receivers

Groups of receivers, mutually exclusive, are created by inserting different Injected IDs in those
receivers and in the related sender. This way, another group of receivers cannot use Encrypted
Session Words sent to a group of receivers.

13.11.8 Keys and Redundancy, Backup or Import

A solution based on BISS should combine security, but also guarantee operations. BISS Session
Words cannot be copied from one device to another or exported, except in some cases:

* Redundancy;
* Export of a configuration for backup purposes;

* Import of a configuration pre-generated.

13.11.8.1 BISS and Redundancy

The BISS implementation allows copying a session word during a redundancy switch.

To ensure the security of the key, a Setup Identifier is used. A Setup Identifier is the equivalent of
the Injected ID: it is used to encrypt session words when copied from one device to another, using
the Newtec AZ202 switch.

The setup ID is typically the same for all devices in a redundancy bank. It is recommended that this
setup ID is unique for each redundancy setup.

Setup IDs all have the same default value, so that redundancy always works for devices coming from
factory.

In that case, the session word is not secured, as it can be copied to any other device during a
switch. It is thus recommended to define the setup ID when deploying a redundant setup using
BISS.

13.11.8.2 Backup a Configuration

Itis possible to export and import device configurations. The Session Word is exported in an
encrypted manner, as well as the Injected ID, so that they can be recovered after an import on the
SAME device. If this configuration is imported on another device, the Injected ID will be ignored.

If this configuration is imported on a device with the same Setup ID, the Session Word will however
be loaded.

The default value of the setuplD is the same for all devices. By default, exporting and
importing a configuration on another device will allow the copy of the BISS SW. To
o avoid that, define the setup ID to a secret value.

An alternative is to set the setup ID of the device to zero. This will allow backup of
configuration, but will prevent the import of that configuration on any other device.
The keys are then fully protected.
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13.11.8.3 Import a Configuration

» ltis possible to edit an exported configuration file and define a new Session Word or a new
Injected ID in this file. When the changes are done, import the new configuration file into the
device(s).

13.11.8.4 Erasing the setuplD

To erase the setup ID, it is possible to enter a zero value. This will result in the fact that a unique
setup ID is generated for that device. It will prevent copying any BISS key from that device to another
device. Backup of configuration on the same device is still possible through import/export of
configuration.

Trying to copy a config to or from a device with a setup ID equal to 0 will result in an error, unless it
is the same device.

Should the device be used in a redundancy setup, a new setup ID has to be entered.Should users
want to go back to the situation out of factory where BISS keys can be copied between devices, it is
necessary to perform a config reset. Config reset can be done via the GUI when going to the TAB
Device/Configurations. All config parameters are lost, but the device will behave again as out of
factory.
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14 Use Case: TS over IP Constant Bit Rate
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In this use case, the modulator is connected to a video encoding system that generates a TS over
IP. To combat RFI we want to insert a Network ID into the TS. This TS is modulated in DVBS -2
QPSK and transmitted over satellite to set-top boxes in a DTH (Direct-To-Home) network.

The previous figure is an example of such a setup.

The main settings of the video encoding baseband system are:
« Traffic Profile = CBR,;

* TS Encapsulation Protocol = UDP;

» TS Bit Rate = 13.5Mbps;

* RTP FEC;

* Destination IP Address.

In this use case, we presume that the management interface configuration is already
done. The user is able to manage the device using the GUI.
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14.1 Configure the Data Interfaces

* Login as Expert user.
» Enable the Ethernet connectivity of the device.

» Configure the correct IP Addresses for the Data interface so that the M6100 is reachable for the
encoder/multiplexer.

14.2 Configure the TS over IP Input

M6100> TS over IP

Set the parameters in this block according to the settings of the head-end encoder or multiplexer.
* Click on the TS over IP functional block (when in the GUI) and do the following:

» Enable this functional block (meaning that traffic must be taken in on TS over IP);

» Define the Input selection, (on what data interface the TS is taken in);

» The following parameters must be set according to the input of the head-end
encoder/multiplexer;

* TS Ecapsulation Protocol = UDP;

* |P Address Type = Unicast:

» Configure the UDP port on which the TS over IP stream is received;
* Set the Traffic Profile = CBR;

» Define the Input TS Bit Rate.

When the inserted bit rate is too high/low the following alarm is generated:
TS over IP Invalid TS Bit Rate.

14.3 Configure the TS MUX

In this functional block, configure the NIT Carrier ID Information.

M6100> TS MUX >> NIT Carrier ID

* Enable Carrier ID and insert the appropriate carrier ID information.

This information is inserted into the NIT of the TS.

o In case the incoming TS does not contain a NIT nor any null packets the NIT is not
inserted automatically (because there is no room to store the NIT). Make sure that
enough null packets are available in the TS to insert the NIT. (For example by
enabling the rate adapter and setting the bit rate higher than the incoming CBR.).
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14.4 Configure the Modulator

M6100>Modulator

» Modulation Mode: DVB-S2;

» Output Frequency: Set the output frequency according to the transmission plan. (L-band or
IF-band, depending on the device capabilities);

» Roll Off Factor;

» Occupied bandwidth: a monitoring parameter that shows the occupied bandwidth [symbol rate x
(1+a) with a: 0.20, 0.25 or 0.35];

» Spectrum Inversion: select between direct and inverted. Spectrum inversion can be applied in
the modulator in case an external RF block up converter inverts the spectrum. In that case, the
spectrum is not inverted on the satellite as specified by the satellite operator;

» Output Level: Set the output level according to the network requirements;

» Clock Output: Define if a 10MHz clock reference needs to be inserted, for example to
synchronize the BUC;

» Carrier Modulation: When set to on, a modulated carrier is transmitted. (Use pure carrier to
transmit an unmodulated (clean carrier or CW) carrier.);

» Slope equalizer: to compensate for cable slope.

Transmit Control

Define the impact of a General Device Alarm and a General Interface Alarm on the transmission of
the signal.

DVB-S2 Settings
» Frame Type: Define normal or short frames;

» ModCod: QPSK select the used modulation and coding (FEC) according to the transmission
plan;

» Pilots: Insert pilots to increase the reliability of the receiver synchronization;
» Rate Priority: Set the required priority;

» Enter the correct Bit Rate or Symbol Rate; Note: The symbol rate can be slaved on the input
TS bit rate (CBR).

DVB-S2 Carrier Identification
» Enable: On (The Global Unique ID is transmitted along with the carrier.);
» Enable: Use Geo Coordinates and enter the corresponding coordinates;

» Enter a telephone number and additional user data. (All this information makes it easier for the
satellite operator to contact you in case of interference.).
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15 Appendix - Alarm List

The alarm list provides an overview of the different alarms that can occur on the device.
The description of the alarm indicates where the alarm is situated and how the problem can be

solved.

Most alarms are related to one of the functional blocks that exist in the device.

A few alarms can be an aggregation of different sub alarms.

This means that one of the sub alarms must exist before the overall alarm is displayed. When
debugging this overall alarm it is necessary to check the sub alarms as this can exist out of more

than one sub alarm.

15.1 Generic Alarms

Alarm

Description

Temperature

This alarm is raised when the monitored temperature
exceeds 85 °C.

General Device

This alarm can be triggered by one of the following alarms:
* Modulator DAC Failure;

* Modulator No Calibration Data;

¢ |nvalid License;

» Boot Config Failure;

* Temperature;

Modulator Ref synthesizer failure alarm;

Modulator LO-1 synthesizer failure alarm;

Modulator LO-2 synthesizer failure alarm.

General Interface

This alarm is raised when an error is reported on an interface
thatis used in the data path.

This alarm can be triggered by one of the following alarms:
» Ethernet interface alarm.
» Ref Clock No Signal;

Invalid License

This alarm is raised when the license file is not available or
wrongly signed.

Boot Config Failure

This alarm is raised when an erroneous boot configuration
was attempted to load and failed.

Check the boot configuration file stored on the device.

Frontpanel Internal Failure

This alarm is raised when the front panel communication
failed.
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15.2 Ethernet Interface Alarms

Alarm

Description

Eth Data Link Failure

This alarm is raised when there is no signal on the
corresponding Ethernet interface.

Eth Data Itf Failure

This alarm is raised when a failure is detected on the
Ethernet interface.

Eth Mgmt Link Failure

This alarm is raised when there is no signal on the
corresponding Ethernet interface.

Eth Mgmt Itf Failure

This alarm is raised when a failure is detected on the
Ethernet interface.

Eth Mgmt Fp Link Failure

This alarm is raised when there is no signal on the
corresponding Ethernet interface. (Front Panel)

Eth Data Half Duplex

This alarm is raised when an Ethernet interface is in half
duplex mode as a result of a link negotiation.

The alarm is not raised when the Ethernet interface was
forced in half duplex mode by configuration on the device.
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15.3 TS over IP Alarms

Alarm Description

TS over IP General This alarm is raised when there is a general TS
over IP input alarm.

TS over IP No Input Data This alarm is raised when no input data is received
for the TS over IP functionality.

TS over IP Buffer Overflow This alarm is raised when the input data buffer of
TS over IP is full.

TS over IP Buffer Underflow This alarm is raised when the input data buffer is
below the minimum value.

TS over IP RTP No Sync This alarm is raised when no valid RTP input data
is received.
TS over IP Invalid TS Bit Rate This alarm is raised when the measured input TS

bit rate is higher/lower than the configured value.
(only relevant for a CBR Traffic profile)
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15.4 ASI Alarms

Alarm

Description

ASI IN General

This alarm is raised when there is a general ASI
input alarm.

* ASI IN No Input Signal;

* ASI IN No Input Data;

« ASI IN Buffer Overflow;

« ASIIN Invalid TS Bit Rate.

ASI IN No Input Signal

This alarm is raised when no input signal is
detected at the selected ASI input.

ASI IN Invalid TS Bit Rate

This alarm is raised when the measured input
Transport-Stream (TS) bit rate is higher or lower
than the expected value.

ASI IN No Input Signal ASI

This alarm is raised when no input signal is
detected at the corresponding ASI input.

ASI IN No Input Data

This alarm is raised when no input data is detected
at the selected ASI input.

ASI IN Buffer Overflow

This alarm is raised when the input data buffer is
full.
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15.5 Transport Stream Analyzer Alarms

Alarm Description

TS 1_1TS_sync_loss Alarm indicating that the synchronization with the
Transport-Stream (TS) has been lost. This
condition occurs:

When two or more consecutive corrupted SYNC
bytes are received.

TS 1_2 Sync_byte_error This alarm is raised when a single corrupted SYNC
byte is detected. The alarm is cleared when the
next correct SYNC byte appears.

TS 1_3 Pat_error This alarm indicates that the 'Program Association
Table' (PAT) cannot be detected properly in the
stream.

The PAT table id (0x00) should be detected in a
PID 0x0000 at least every 0.5 s.

TS 1_4 Continuity_count_error This alarm is raised when packets arrive out of
sequence, get dropped or occur more than once.

TS 2_1 Transport_error This alarm condition is detected when the
"Transport Error indicator'-bit in the TS-Header is
set to "' for a specific PID. The alarm condition is
cleared when no Transport Error indication is
detected for 5 s.

TS 2_3a PCR_repetition_error This alarm is raised if the spacing between two
consecutive PCR values is more than 40msec.
The condition can occur

When PCR packets get lost or when PCR packets
are not present at a sufficient rate.
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156 TS MUX Alarms

Alarms

Description

TS MUX Local PID on Input

This alarm is raised when a local generated packet is using a
PID, which already is available on the input of the device. In
case of error no data encapsulation will be supported.

TS MUX Signalling
Processing Error

This alarm is raised when a local generated table is using a
program number, which is already in use by the MPEG
stream. In an error case no data encapsulation will be
supported.

15.7 BISS Alarms

Alarms

Description

BISS PAT Error

This alarm is raised when the CRC of the PAT is not valid.

BISS PMT Error

This alarm is raised when the CRC of the PMT is not valid.

BISS CAT Error

This alarm is raised when the CRC of the CAT is not valid.

BISS Already Scrambled

This alarm is raised when a packet of a program is already
scrambled

ISS CA Descriptor Found On
Input

This alarm is raised when a CA descriptor is found on input.

BISS Scrambling Error

This alarm is raised when errors are happening in the
scrambling core.

BISS SW Refused Error

This alarm is raised when the session words are changing too
rapidly while scrambling is active.

BISS General

This alarm is raised when there is a general Biss error.
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16 Appendix - Specifications

16.1 Data Interfaces

ASI INTERFACE (OPTIONAL)

2 selectable ASI inputs on BNC (F) — 75 ohms (coax);

2 x ASI output (loop through) on BNC (F) — 75 ohms (coax);
188 or 204 byte mode;

Rate adapter;

MPTS or SPTS according to ISO/IEC 13818.

ETH INTERFACE

Auto switching 10/100/1000 Base-T Ethernet interface;
Transport stream over IP interface (UDP/RTP);
Forward Error Correction SMPTE 2022-1 and -2;

188 or 204 byte mode;

Rate adapter;

MPTS or SPTS according to ISO/IEC 13818;

Single stream mode.

16.2 Content Encryption and Protection

BISS ENCRYPTION (OPTIONAL)

Support for BISS-0, BISS-1 and BISS-E;
On one single TS (SPTS or MPTS).

16.3 |IP Encapsulation

Optional MPE Encapsulation of IP packets in 1 Transport Stream;
Max 20 Mbps.
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16.4 Modulation

SUPPORTED MODULATION SCHEMES AND FEC
« DVB-S

Outer/Inner FEC: Reed Solomon / Viterbi MODCODs:

QPSK 112, 2/3, 3/4, 5/6, 7/8

+ DVB-DSNG

Outer/Inner FEC: Reed Solomon / Viterbi MODCODs:

8PSK 2/3,5/6, 8/9

16QAM 3/4,7/8

+ DVB-S2 (acc. ETSI EN 302 307 v1.2.1)
Outer/Inner FEC: BCH/ LDPC
52 MODCODS (short & normal frames):

QPSK from 1/4 to 9/10
8PSK from 3/5 to 9/10
16APSK from 2/3 to 9/10
32APSK from 3/4 to 9/10

¢ Newtec S2 Extensions
Outer/Inner FEC: BCH/ LDPC

54 MODCODs:
QPSK from 45/180 to 144/180
8PSK from 80/180 to 150/180
16APSK from 80/180 to 162/180
32APSK from 100/180 to 162/180
64APSK from 90/180 to 162/180

29 Linear MODCODs:

8PSK-L from 80/180 to 120/180
16APSK-L from 80/180 to 162/180
64APSK-L from 90/180 to 162/180
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« DVB-S2X standard

Outer/Inner FEC: BCH/LDPC
53 MODCODs (normal frames):

QPSK from 1/4 to 9/10
8PSK from 3/5 to 9/10
16APSK from 26/45 to 9/10
32APSK from 32/45 to 9/10
64APSK: from 11/15 to 5/6
128APSK: 3/4;7/9
256APSK: 32/45; 3/4

13 Linear MODCODs (normal frames):
8APSK-L: 5/9; 26/45
16APSK-L: from 1/2 to 2/3
32APSK-L: 2/3
64APSK-L: 32/45
256APSK-L: 29/45 to 11/15

41 MODCODs (short frames):

QPSK from 11/45 to 8/9
8PSK from 7/15 to 8/9
16APSK from 7/15 to 8/9
32APSK from 2/3 to 8/9
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¢ Support of DVB-S2 VCM mode
BAUD RATE RANGE

Modulator

« DVB-S2, DVB-S2X & Newtec S2 Extensions 256 kbaud - 72 Mbaud

+ DVB-S & DVB-DSNG 1 - 45 Mbaud

Demodulator

« DVB-S2, DVB-S2X & Newtec S2 Extensions 256 kbaud - 72 Mbaud

+ DVB-S & DVB-DSNG 1 - 45 Mbaud

FRAME LENGTH
+ DVB-S & DVB-DSNG 188 bytes
+ DVB-S2 & DVB-S2X Short Frames 16200 bits

« DVB-S2, DVB-S2X & Newtec S2 Extensions Normal Frames 64800 bits

CLEAN CHANNEL TECHNOLOGY
*  Roll-off: 5% -10% -15% -20% - 25% - 35%;
*  Optimum carrier spacing;

» Advanced filter technology.

AUTOMATED EQUALINK ® 2.0
¢ Predistortion for all MODCODs

CARRIER INTERFERENCE REDUCTION
» DVB RF Carrier ID (DVB-CID)

— Spread Spectrum Modulator (BPSK)

— Supports User Data

— Compliant to ETSI 103 129 v1.1.1 (2013-05)
« Carrier ID NIT Table
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16.5 Modulation Interfaces

L-BAND (CONFIGURATION OPTION)

Connector N(F), 50 Ohms

(optional SMA adapter)
Frequency 950 - 2150 MHz (10 Hz steps)
Level -35/+7 dBm (+/- 2dB)
Return loss > 14 dB

Switchable 10MHz Reference

Spurious performance
Better than - 65 dBc/4kHz @ +5 dBm output level and > 256kBaud
Non-signal related: < - 80 dBc @ +5 dBm output

IF-BAND (CONFIGURATION OPTION)

Connector BNC (F) - 75 ohms

(intermateable with 50 ohms)

Frequency 50 - 180 MHz (10 Hz steps)
Level -35/+10 dBm (x 2 dB)
Return loss 50 ohms : > 14 dB

75 ohms : > 20 dB

Spurious performance
Better than - 65 dBc/4kHz @ +5 dBm output level and > 256kBaud
Non-signal related:< - 80 dBc @ +5 dBm output

L-BAND MONITORING

Connector SMA (F), 50 ohms

Frequency Same as L-Band output frequency or
1050 MHz in case of IF output option
only

Level -45 dBm

Return loss >10dB
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10 MHZ REFERENCE INPUT

Connector BNC (F), 50 ohms
Input level -3 dBmup to + 7dBm
Frequencies 1,2, 5,10, 20MHz

10 MHZ REFERENCE OUTPUT (OPTIONAL)

Connector BNC (F), 50 ohms

Input level +3 dBm (+/- 2dB)

BUC POWER (OPTIONAL)

Max. current: 3.8A

Voltage: 24V, 48V (Software controlled)
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16.6 Internal 10 MHz Reference Frequency

STANDARD STABILITY

Stability +/- 2000 ppb over 0to 70° C

Ageing +/- 1000 ppb/year

VERY HIGH STABILITY (optional)

Stability +/- 2 ppb over 0 to 65°C
Ageing +/- 500 ppb/10year
16.7 Generic

MONITOR AND CONTROL INTERFACES

*  Web server GUI (HTTP) via web browser;

* M&C connectivity via separate Ethernet links
» Diagnostics report, alarm log (HTTP);

*«  SNMP v2c.

ALARM INTERFACE
¢ Electrical dual contact closure alarm contacts;
* Connector 9-pin sub-D (F);

* Logical interface and general device alarm.

16.8 Physical

* Height 1RU, width: 19”, depth 51 cm, 5.8 kg;
* Power supply: 90-130 & 180-260 Vac, 125 VA, 47-63 Hz;

*  Temperature:
Operational: 0°C to +50°C / +32°F to +122°F
Storage: -40° to +70°C / -40°F to +158°F

*  Humidity: 5% to 85% non-condensing;
* CE label and UL.
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17 Appendix - DSNG Profiles Preconfigured

Settings

17.1 DSNG Profiles Preconfigured Settings

The following tables list the predefined parameters for the ISOG-News profiles.
The parameters listed in the following tables are copied from the WBU and ISOG

o document.
WBU-ISOG Operational Profiles to Streamline DSNG Operations version January
2014.

17.2 1SOG-News3 Profile

bandwidth

Profile Name News3 News3 News3 News3
Level 1 Legacy 2 Midrange 3 Efficient 3 Efficient
RF Coding DVB-S DVB-S2 DVB-S2 DVB-S2X
Order of QPSK QPSK 8PSK 16APSK
Modulation

FEC 3/4 3/4 5/6 2/3
Symbol Rate 2,220 2,500 2,500 2,857
(Mbaud)

Pilots Symbol NA Yes Yes Yes
Frame Length NA Normal Normal Normal
Resulting 3,069 3,630 6,056 7,387
Transport Rate

(Mbps)

Occupied 3 3 3 3
Bandwidth

(MHz)

Roll-off Factor 1,35 1,2 1,2 1,05
Receiver 6,9 4,03 9,35 8,88
Threshold

(Es/No)

C/N allocated 5,60 3,24 8,56 8,68

Newtec Proprietary

Confidentiality: Unrestricted

V1.0

226/234



Appendix - DSNG Profiles Preconfigured Settings M6100 Broadcast Satellite Modulator R2.5

17.3 1SOG-News4 Profile

Profile Name News4 News4 News4 News4
Level 1 Legacy 2 Midrange 3 Efficient 3 Efficient
RF Coding DVB-S DVB-S2 DVB-S2 DVB-S2X
Order of QPSK QPSK 8PSK 16APSK
Modulation

FEC 3/4 3/4 5/6 2/3
Symbol Rate 2,963 3,333 3,333 3,810
(Mbaud)

Pilots Symbol NA Yes Yes Yes
Frame Length NA Normal Normal Normal
Resulting 4,095 4,840 8,073 8.917
Transport Rate

(Mbps)

Occupied 4 4 4 4
Bandwidth

(MHz)

Roll-off Factor 1,35 1,2 1,2 1,05
Receiver 6,9 4,03 9,35 8,88
Threshold

(Es/No)

C/N allocated 5,60 3,24 8,56 8,68
bandwidth
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17.4 1SOG-News6 Profile

Profile Name News6 News6 News6 News6
Level 1 Legacy 2 Midrange 3 Efficient 3 Efficient
RF Coding DVB-S DVB-S2 DVB-S2 DVB-S2X
Order of QPSK QPSK 8PSK 16APSK
Modulation

FEC 3/4 3/4 5/6 2/3
Symbol Rate 4,444 5,000 5,000 5,714
(Mbaud)

Pilots Symbol NA Yes Yes Yes
Frame Length NA Normal Normal Normal
Resulting 6,143 7,260 12,111 14,774
Transport Rate

(Mbps)

Occupied 6 6 6 6
Bandwidth

(MHz)

Roll-off Factor 1,35 1,2 1,2 1,05
Receiver 6,9 4,03 9,35 8,88
Threshold

(Es/No)

C/N allocated 5,60 3,24 8,56 8,68
bandwidth
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17.5 1SOG-News9 Profile

Profile News9 News9 News9 News9 News9

Name

Level 1 Legacy 2 Mid-range 3 Efficient 4 High 4 High
Efficiency Efficiency

RF Coding DVBS DVBS2 DVBS2 DVB-S2 DVB-S2X

Order of QPSK QPSK 8PSK 16APSK 16APSK-L

Modulation

FEC 3/4 3/4 5/6 3/4 13/18

Symbol Rate 6,667 7500,000 7500,000 7500,000 8,571

(Mbaud)

Pilots Symbol NA Yes Yes Yes Yes

Frame NA Normal Normal Normal Normal

Length

Resulting 9,216 10,891,571 18,167,072 24,163970 23,967

Transport

Rate (Mbps)

Occupied 9 9 9 9 9

Bandwidth

(MHz)

Roll-off 1,35 1,2 1,2 1,2 1,05

Factor

Receiver 6,9 4,03 9,35 10,21 9,70

Threshold

(Es/No)

C/N allocated 5,60 3,24 8,56 9,42 9,50

bandwidth
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18 Appendix - Classification Expressions

Filter all incoming packets based on expressions that match any field of an incoming packet:

» IP addresses, TOS byte, protocol, etc.

Expressions can be ANDed (&&), ORed (||), negated (!), brackets can be used to group different

expressions.

expression=expression and expression
expression=expression && expression
expression=expression or expression
expression=expression || expression
expression=not expression

expression=lexpression

IPv4

ip4 tos <tos>

ip4 dscp <dscp>

ip4 protocol <protocol>

ip4 src host <ip4address>

ip4 src net <ip4address>-<ip4address>
ip4 src net <ip4address> mask
<ip4netmask>

ip4 src net <ip4address>/<ip4bits>
ip4 dst host <ip4address>

ip4 dst net <ip4address>-<ip4address>
ip4 dst net <ip4address> mask
<ip4netmask>

ip4 dst net <ip4address>/<ip4bits>
ip4 unicast

ip4 multicast

ip4 broadcast

ip4 ah

ip4 esp

IGMP

igmp type <igmptype>

igmp host <ip4address>

igmp net <ip4address>-<ip4address>
igmp net <ip4address> mask
<ip4netmask>

igmp net <ip4address>/<ip4bits>

expression=(expression)
expression=protocol
expression=field value
expression=protocol field value

expression=always expression=never

UDP

udp src port <port>

udp src port <port>-<port>
udp dst port <port>

udp dst port <port>-<port>
udp rtp-detection <rtpdetect>
udplite src port <port>

udplite src port <port>-<port>
udplite dst port <port>

udplite dst port <port>-<port>
udplite rtp-detection <rtpdetect>
TCP

tcp src port <port>

tcp src port <port>-<port>
tcp dst port <port>

tcp dst port <port>-<port>

ICMP4
icmp4 type <icmpé4type>

icmp4 code <icmp4code>

Newtec Proprietary

Confidentiality: Unrestricted

V1.0

230/234



Appendix - Acronyms M6100 Broadcast Satellite Modulator R2.5

19 Appendix - Acronyms

Acronym Definition

ACM Adaptive Coding Modulation

APSK Amplitude and Phase Shift Keying

ASI Asynchronous Serial Interface

BCH Chaudhuri and Hocquengham

BER Bit Error Rate/Ratio

BISS Basic Interoperable Scrambling System

BNC Bayonet (Neill Concelman) Connector (for coaxial cable)
BUC Block Up Converter

CBR Constant Bit Rate

CCITT Comite Consultatif International Télégraphique et Téléphonique (known

today as the ITU-T)

CCM Constant Coding and Modulation

CD Compact Disc (digital audio recordings)
CD-ROM Compact Disc Read Only Memory (in computer systems)
CEC Canadian Electrical Code

CIR Committed Information Rate

CLI Command Line Interface

CPU Central Processing Unit

CTRL Control

DSNG Digital Satellite News Gathering

DTH Direct to Home

DVB-S Digital Video Broadcasting-Satellite
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EMC ElectroMagnetic Compatibility

ETH Ethernet

ETSI European Telecommunication Standards Institute
FCC Federal Communications Commission

FEC Forward Error Correction (in data transmission systems)
FTP File Transfer Protocol (computer networks & systems)
GND Ground (connection in equipment or circuits)
GPS Global Positioning System

GUI Graphical User Interface

HTTP Hypertext Transfer Protocol

ID Identifier

IEC International Electrotechnical Commission

IF Intermediate Frequency

P Internet Protocol

IRD Integrated Receiver Decoder

LCD Liquid Crystal Display

LDPC Low-density Parity-check code

LED Light Emitting Diode

LNB Low Noise Block Converter

MAC Medium Access Control

MHP Multimedia Home Platform

MIB Management Information Base

ModCod Modulation and Coding

MPE Multiprotocol Encapsulation
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MPEG Motion Picture Experts Group

MPTS Multiple Program Transport Stream
MTU Maximum Transmission Unit

MUX Multiplex communications transmissions
NEC National Electrical Code

NIT Network Information Table

NMS Network Management System

NTP Network Time Protocol

PAT (MPEG2) Programme Association Table
PC Personal Computer

PCR Program Clock Reference

PER Packet Error Rate

PID Packet Identification

PIR Peak Information Rate

PMT (MPEG 2) Program Map Table

PRBS Pseudo Random Binary Sequence
QPSK Quadrature Phase Shift Keying

REACH Evaluation and Authorization of Chemicals
RF Radio Frequency

RFI Radio Frequency Interference

RH Restriction of Hazardous

RS Reed Solomon

RTP Real-time Transmission Protocol

SDT Service Description Table
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SFN Single Frequency Network

SMA SubMiniature version A

SMPTE Society of Motion Picture & Television Engineers
SNMP Simple Network Management Protocol
SPTS Single Program Transport Stream

SSH Secure Shell

SVHC Substances of Very High Concern

TS Transport Stream

UDP User Datagram Protocol

UL Underwriters Laboratory

UTC Universal Coordinated Time (replaced GMT)
VA Volt-Ampere

VBR Variable Bit Rate

XML Extensible Markup Language

Newtec Proprietary

Confidentiality: Unrestricted

V1.0

234/234



Get More Out of Your Equipment

The understanding of your application in combination with our product leads to reliable
and cost-efficient solutions.

Visit: www.newtec.eu/applications for our full application range.

Feedback on this document?

Please provide any comment, error found or suggestion for
improvement, you may have about this document to

documentation@newtec.eu

Twitter.com/Newtec_Satcom

Linkedin.com/company/newtec

Youtube.com/NewtecSatcom

Slideshare.net/newtec_satcom

OS60

Visit our website: www.newtec.eu



http://www.newtec.eu/applications
mailto:documentation@newtec.eu
http://Twitter.com/Newtec_Satcom
http://Linkedin.com/company/newtec
http://Youtube.com/NewtecSatcom
http://Slideshare.net/newtec_satcom
http://www.newtec.eu
http://www.newtec.eu
http://www.newtec.eu
http://www.newtec.eu

	1   Copyright  
	2   EU Compliancy Statements  
	2.1   Radio and Telecommunications Terminal Equipment (R&TTE) Directive 1995/5/EC  
	2.2   EMC Information  
	2.3   Restriction of Hazardous Substances Directive (RoHS) (Directive  2011/65/EU)  
	2.4   Registration, Evaluation and Authorization of Chemicals (REACH)  
	2.5   WEEE – Waste Electrical and Electronic Equipment Directive  

	3   Safety Regulations  
	3.1   Environmental  
	3.2   Rack Mounting Instructions  
	3.3   Earth Ground  

	4   Options  
	5   Feedback  
	6   About this Manual  
	6.1   Cautions and Symbols  
	6.2   Version History and Applicability  
	6.3   Related Documentation  

	7   Introduction  
	7.1   Short Description  

	8   Physical Description  
	8.1   Front Panel Description  
	8.1.1   Display  
	8.1.2   Soft Buttons and Navigation Buttons  
	8.1.3   Front Panel Management Interface  
	8.1.4   USB Interface  
	8.1.5   LED Status Indicators  

	8.2   Back Panel Description  
	8.2.1   Power Connector  
	8.2.2   Earth Ground  
	8.2.3   Craft Interface  
	8.2.4   Alarm Interface  


	9   Getting Started  
	9.1   Set the Management IP Address  
	9.2   Set Date and Time  
	9.3   Configure and Save  

	10   How to Manage the Device  
	10.1   Management Model / Menu Tree  
	10.2   Management Ethernet Interfaces  
	10.3   Management IP Connectivity  
	10.4   Ethernet Link Redundancy  
	10.5   How to Use the Graphical User Interface  
	10.5.1   Opening the GUI  
	10.5.2   User Profiles  
	10.5.2.1   Guest Profile  
	10.5.2.2   Operator Profile  
	10.5.2.3   Expert Profile  

	10.5.3   Switch User Profile  
	10.5.4   Change a Password  
	10.5.5   GUI Pane Description  
	10.5.6   Overview Tab  
	10.5.7   Detailed View of a Functional Block  
	10.5.8   Tree View  
	10.5.9   Alarms Pane  
	10.5.10   Status Bar  
	10.5.11   Colors Used in the GUI  
	10.5.12   Parameters in the GUI  
	10.5.13   Invalid Values  

	10.6   How to Use the Front Panel  
	10.6.1   Navigating Through the Display  
	10.6.2   Front Panel Buttons Description  
	10.6.3   Root Menu Pane  
	10.6.4   Tree Menu Pane  
	10.6.5   Using the USB Port  
	10.6.6   Example: Change the Access Level  
	10.6.7   Example: Set the Output Frequency  
	10.6.8   Example: Check the Alarms  

	10.7   Command Line Interface (CLI)  
	10.7.1   How to Access the CLI  
	10.7.2   Open the CLI using a Terminal Emulator  
	10.7.3   Log In as Expert  
	10.7.4   Show, Help and Context Sensitive Help  
	10.7.4.1   Show  
	10.7.4.2   Help  
	10.7.4.3   Context Sensitive Help "?"  

	10.7.5   Navigate Through the Branches of the Device  
	10.7.6   Go into a Branch  
	10.7.7   Move Up one Level  
	10.7.8   Return to the Main Branch  
	10.7.9   Supported Key Presses in the CLI  
	10.7.10   Displayed Units  
	10.7.11   Get and Set Parameter Values  
	10.7.12   Software Upgrade (CLI)  
	10.7.13   Dynamic Tables  
	10.7.13.1   Show Tables  
	10.7.13.2   Change Parameters in a Table  
	10.7.13.3   Add a New Row to a Table  
	10.7.13.4   Delete a Row from a Table  


	10.8   SNMP  
	10.8.1   Consult or Download the SNMP MIBs (Management Information Base)  

	10.9   File Transfer Protocol (FTP)  

	11   General Device Settings and Actions  
	11.1   Access Control  
	11.2   License File  
	11.2.1   Import a License File  

	11.3   Configuration Settings  
	11.3.1   Configuration File  
	11.3.2   Active Configuration  
	11.3.3   Saved Configuration  
	11.3.4   Save a Configuration  
	11.3.5   Auto Save Configuration  
	11.3.6   Import a Configuration  
	11.3.7   Load a Configuration  
	11.3.8   Export a Configuration  
	11.3.9   Delete a Configuration  
	11.3.10   Make a Configuration File Bootable  

	11.4   Configuration Templates  
	11.5   DSNG Profiles  
	11.5.1   DSNG Profiles Import  
	11.5.2   DSNG Profiles Export  

	11.6   Software Upgrade  
	11.6.1   Software Upgrade Procedure  

	11.7   Device Identification  
	11.8   Logging  
	11.8.1   Syslog Filter  
	11.8.2   Export or Clear Logging  
	11.8.3   Interpretation of a Device Log File  

	11.9   Diagnostics Report  
	11.10   Date and Time  
	11.11   Device Monitoring  
	11.12   Reset the Device  
	11.13   Alarm Handling  
	11.13.1   Alarm Masking  
	11.13.2   Alarm Configuration  
	11.13.3   Clear Alarm Counters  

	11.14   Reference Clock  
	11.15   Device Redundancy  

	12   Data Interfaces  
	12.1   Data Ethernet Interfaces  
	12.2   Data IP Connectivity  
	12.2.1   Virtual IP Address  

	12.3   Data Ethernet Link Redundancy  
	12.4   ASI Input  
	12.4.1   In-line Splitter  
	12.4.2   Input Framing  

	12.5   ASI Output  
	12.6   TS over IP  
	12.6.1   Why TS over IP  
	12.6.2   IP Network Issues  
	12.6.3   TS Encapsulation into an IP Packet  
	12.6.4   TS over IP Settings  
	12.6.5   TS over IP Input Interface  
	12.6.6   TS Encapsulation Protocol  
	12.6.6.1   UDP  
	12.6.6.2   RTP  
	12.6.6.3   RTP FEC  
	12.6.6.4   IP Address Type  

	12.6.7   Traffic Profile  
	12.6.7.1   VBR (Variable Bit Rate)  
	12.6.7.2   CBR (Constant Bit Rate)  

	12.6.8   Maximum Traffic Jitter and Buffer Delay  
	12.6.9   Input TS Bit Rate  
	12.6.10   Source Redundancy  

	12.7   Multiprotocol  Encapsulation  
	12.7.1   MPE Input Selection  
	12.7.2   Packet ID  
	12.7.3   Program-Specific Information (PSI-SI) Insertion  
	12.7.4   Traffic Classification, Shaping and Channels  
	12.7.4.1   Channels  
	12.7.4.2   Traffic Shaping  
	12.7.4.3   Traffic Classification  


	12.8   BBF over IP In  

	13   Features Descriptions  
	13.1   Modulator  
	13.1.1   Modulation Mode  
	13.1.2   Input Type  
	13.1.3   Transmit  
	13.1.4   Output Frequency and Output Band  
	13.1.5   Roll Off Factor and Occupied Bandwidth  
	13.1.6   Spectrum Polarity  
	13.1.7   Output Level  
	13.1.8   Carrier Modulation  
	13.1.9   Amplitude Slope Equalizer  
	13.1.10   Rate Priority  
	13.1.11   Symbol Rate  
	13.1.12   Bit Rate  
	13.1.13   Transmit Control  
	13.1.14   Link Optimization  
	13.1.15   External Convertor  
	13.1.16   DVB-S Specific Settings  
	13.1.17   DVB-S2, DVB-S2X and S2 Extensions Specific Settings  
	13.1.17.1   Frame Type  
	13.1.17.2   Modulation and Coding  
	13.1.17.3   Pilots  
	13.1.17.4   Physical Layer Scrambling  
	13.1.17.4.1   Dummy PL Scrambler Mode  
	13.1.17.4.2   Physical Layer Scrambler Signature  

	13.1.17.5   Clock Output  
	13.1.17.6   Roll Off Signaling  


	13.2   Reference Clock  
	13.3   TS MUX  
	13.3.1   Insert Signaling  

	13.4   Rate Adaptation  
	13.5   NIT Carrier Identification  
	13.6   DVB Carrier Identification  
	13.6.1   Device Unique ID  
	13.6.2   Device Variable Parameters  
	13.6.3   How does it Work?  
	13.6.4   What to do when Interference is Detected?  

	13.7   TS Analyser  
	13.7.1   TS Analyser Status Overview  
	13.7.2   Error PID Table  
	13.7.3   PCR PID Table  
	13.7.4   PID Table  

	13.8   PRBS Generator  
	13.8.1   PRBS Monitor  

	13.9   Equalink™  
	13.9.1   Enable Equalink™  
	13.9.2   Import the Linear Equalink™ File  
	13.9.3   Automated Linear Equalink™  
	13.9.4   Automated Linear Equalink™ Calibration Procedure  
	13.9.5   Automated Non-Linear Equalink™ Procedure  

	13.10   DC BUC Power On L-Band Tx  
	13.10.1   Back Panel Description  
	13.10.2   LED Behavior of the DC BUC Power for L-Band Tx  
	13.10.3   Set the DC BUC Power for L-Band Tx  

	13.11   Basic Interoperable Scrambling System (BISS)  
	13.11.1   Content Scrambling Modes  
	13.11.1.1   Standard Mode  
	13.11.1.2   Raw Mode  

	13.11.2   Key Management System  
	13.11.2.1   Odd/Even key  
	13.11.2.2   Key Management System Structure  
	13.11.2.3   Distribution of Clear Session Words over a Secure Channel  
	13.11.2.4   Distribution of Encrypted Session Words over a Non-Secure Channel  
	13.11.2.5   Compute Encrypted Session Words  

	13.11.3   Deleting Keys  
	13.11.4   Seamless Key (Session Word) Change  
	13.11.5   Scrambling Monitoring Parameters  
	13.11.6   Possible Alarms  
	13.11.7   Operation of BISS  
	13.11.7.1   Setting a Key for Transmission  
	13.11.7.2   Setting an Encrypted Session Word for Transmission  
	13.11.7.3   Changing Keys Seamlessly  
	13.11.7.4   Removing a Receiver from the Network  
	13.11.7.5   Setting up a Secure BISS Network  
	13.11.7.6   Creating Groups of Receivers  

	13.11.8   Keys and Redundancy, Backup or Import  
	13.11.8.1   BISS and Redundancy  
	13.11.8.2   Backup a Configuration  
	13.11.8.3   Import a Configuration  
	13.11.8.4   Erasing the setupID  



	14   Use Case: TS over IP Constant Bit Rate  
	14.1   Configure the Data Interfaces  
	14.2   Configure the TS over IP Input  
	14.3   Configure the TS MUX  
	14.4   Configure the Modulator  

	15   Appendix - Alarm List  
	15.1   Generic Alarms  
	15.2   Ethernet Interface Alarms  
	15.3   TS over IP Alarms  
	15.4   ASI Alarms  
	15.5   Transport Stream Analyzer Alarms  
	15.6   TS MUX Alarms  
	15.7   BISS Alarms  

	16   Appendix - Specifications  
	16.1   Data Interfaces  
	16.2   Content Encryption and Protection  
	16.3   IP Encapsulation  
	16.4   Modulation  
	16.5   Modulation Interfaces  
	16.6   Internal 10 MHz Reference Frequency  
	16.7   Generic  
	16.8   Physical  

	17   Appendix - DSNG Profiles Preconfigured Settings  
	17.1   DSNG Profiles Preconfigured Settings  
	17.2   ISOG-News3 Profile  
	17.3   ISOG-News4 Profile  
	17.4   ISOG-News6 Profile  
	17.5   ISOG-News9 Profile  

	18   Appendix - Classification Expressions  
	19   Appendix - Acronyms  

